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September 14, 2020 

Broward County Board of County Commissioners, FL 
Attn: Peggy Cadeaux, Purchasing Agent, Sr. 

Sonia Lovett, Purchasing Manager 
Finance and Administrative Services Department 
PURCHASING DIVISION 
115 S. Andrews Avenue, Room 212 
Fort Lauderdale, Florida 33301 

SUBMITTED ELECTRONICALLY VIA BIDSYNC 

RE: Bid #TRN2121263B2 - Apollo Retrofit Video Surveillance 

Dear Ms. Cadeaux and Ms. Lovett, 

Included in the General Conditions of Bid #TRN2121263B1 (Apollo Retrofit Video Surveillance) item 20 (Notice) states: 

be sent when required by the contract. The designated person and address (as well as additional contact information) 
follows: 

Robert Rodriguez, Contract Manager 
900 Klein Road - Plano, TX 75074 
Tel: 972-424-6511; Email: robert.rodriguez@luminator.com 

Best regards, 

April Johnson 
Director of Marketing and Sales Operations 
Luminator Technology Group 
Toll Free: 888.288.8721 x 121 
Tel: 425.483.7100 x 121 
Email: april.johnson@luminator.com 

mailto:april.johnson@luminator.com
mailto:robert.rodriguez@luminator.com
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September 14, 2020 

Broward County Board of County Commissioners, FL 
Attn: Peggy Cadeaux, Purchasing Agent, Sr. 

Sonia Lovett, Purchasing Manager 
Finance and Administrative Services Department 
PURCHASING DIVISION 
115 S. Andrews Avenue, Room 212 
Fort Lauderdale, Florida 33301 

SUBMITTED ELECTRONICALLY VIA BIDSYNC 

RE: Bid #TRN2121263B2 - Apollo Retrofit Video Surveillance 

Dear Ms. Cadeaux and Ms. Lovett, 

This letter is in response to, and as a supplement to the EXHIBIT 2: Application for Evaluation of Good Faith Effort of 
the above-referenced RFP. Luminator Technology Group solicited proposals from our network of certified installers 
throughout the United States which includes both DBE and non-DBE firms. 

The responding qualified firm which we have proposed as the subcontractor of this project is Transit Installs, LLC. 
Transit Installs, LLC is not a DBE, however, they are small, veteran-owned business. 

Please feel free to contact us should you have any questions regarding the good faith effort for DBE participation. 

Best regards, 

April Johnson 
Director of Marketing and Sales Operations 
Luminator Technology Group 
Toll Free: 888.288.8721 x 121 
Tel: 425.483.7100 x 121 
Email: april.johnson@luminator.com 

mailto:april.johnson@luminator.com
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INTRODUCTION 
This document provides detailed information for 
including installation options, minimum system requirements, and system architecture overview. IT 
professionals can consult this guide to prepare for installation and design their network 
infrastructure. For additional information and instructions for the set-up of the mSET Software, 
please contact Customer Support by phone: 888-288-8721 (425-483-7100) or by email: 
support.na@luminator.com 

INSTALLATION OPTIONS 
mSET is available as an on-premise solution, a fully hosted software service, and as a hybrid solution 
in some instances. On-premise and hybrid mSET installations must be coordinated through 
Customer Support and require access to the internet in most cases. For closed or restricted 
networks, a whitelist of websites required for installation is provided in section 3.4. 

ON-PREMISE INSTALLATION 

3.1 SERVER, STORAGE AND NETWORK REQUIREMENTS 
The following table provides recommended hardware and software specifications to support the mSET 
software based on the number of vehicles in the fleet. Video storage requirements are based on typical 
customer characteristics for on-premise mSET deployments. Please review the Server Storage 
Calculator at the end of this guide for additional help on calculating storage requirements. These 
specifications can be met with dedicated hardware or through virtualization. 

FIGURE A: SERVER, STORAGE AND NETWORK MINIMUM REQUIREMENTS 

No. of 
Vehicles 

CPU 
(or 

equivalent) 
RAM 

OS 
Storage 

Video 
Storage 

Network, Bandwidth 
Network Storage 

Bandwidth 

Up to 5 
Intel® Xeon® 
2.4GHz, 8 core 

16GB 
Windows 
Server® 

2016 
Standard or 

later 

200GB for 
Application 
Installation 

and OS 
storage 

2TB 
1Gbps NIC Video 

1 Gbps NIC Client/Mgmt 

Local Storage SATA 
RAID w/Hot Spare 

6-200 2-5TB 
2x 1Gbps NIC Video 

1 Gbps NIC Client/Mgmt 
201-500 Intel® Xeon® 

2.4GHz 8 core, 
25M Cache 

32GB 5-12TB 

501-1,000 48GB 12-24TB 
10 Gbps NIC Video 

1Gbps NIC Client/Mgmt NAS Storage w/10Gb 
Fiber Channel or 

Ethernet 1,001-2,500 2 x Intel® 
Xeon® 

2.6GHz 16 
core, 30M 

Cache 

64GB 24-55TB 
2x 10 Gbps NIC Video 

1Gbps NIC Client/Mgmt 

2,501-5,000 128GB 55-110TB 
4x 10 Gbps NIC Video 

1Gbps NIC Client/Mgmt 

NAS Storage w/40Gb 
dedicated Fiber 

Channel or Ethernet 5,001+ 256GB 110-220TB 

mailto:support.na@luminator.com
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3.2 ANALYTICS SERVER REQUIREMENTS 
mSET provides an optional feature to create clips that protect privacy of individuals, by automatically 
detecting and blurring faces captured in a video clip. A separate Linux analytics server is required to 
provide such functionality, if desired: 

During installation, a user account with root access via sudo on the analytics server is required. 

FIGURE C: SERVER MINIMUM REQUIREMENTS TO SUPPORT FACE BLURRING 

CPU 
(or equivalent) RAM OS Version 

OS 
Storage 

Graphics Card 

Intel® Xeon 
Gold 5118 12C 

2.3GHz 
64GB 

Ubuntu 18.04 
LTS 64bit 

100GB 
NVIDIA 1080 or better GPU capable 
of running CUDA v9.2 and cuDNN 

v7.2 

3.3 WORKSTATION / CLIENT REQUIREMENTS 

3.4.1 SUPPORTED WEB BROWERS 
The supported web browser is -based mSET 
application, users may also utilize supportive desktop software such as RsPlayer and RsM (Remote 
Secure Management Software) for additional complementary features. The following workstation 
specifications are recommended for such software: 

FIGURE B: WORKSTATION / CLIENT MINIMUM REQUIREMENTS 

CPU 
(or equivalent) RAM OS Version 

OS 
Storage 

Graphics Card 

Intel® i7 
2.4GHz 

16GB 

Windows® 
7/8.1 64-bit 

(Professional) 
or above 

100GB GeForce® GTX650 (1280x720, 32bpp), 
supporting multiple monitors 

3.4 EMAIL FUNCTIONALITY 
mSET Software can utilize either SMTP or encrypted SMTPS email protocols, however SMTPS is 
recommended. In order to access these services, the following ports must be directly accessible by 
the mSET Server: 

SMTP requires TCP port 25 
TCP port 587 (SMTPS is recommended) 

3.5 LOCATION MODULE FUNCTIONALITY 
mSET requires access to Google maps and must have access to the following web API entry 
points: 

maps.googleapis.com 
maps.gstatic.com 

https://maps.gstatic.com
https://maps.googleapis.com
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3.6 INSTALLATION AND UPGRADE URL / ACCESS 
WHITELIST 

The following URLs and ports must be opened for installations and upgrades. Please note that such 
links are subject to change and may vary depending upon your location. It is recommended to verify the 
whitelist with Customer Support prior to the time of installation or upgrade. 

https://auth.docker.io 

https://registry-1.docker.io 

https://index.docker.io 

https://dseasb33srnrn.cloudfront.net 
Ports 80 & 443 

3.7 3RD PARTY SOFTWARE 
The following matrix provides a list of 3rd party software and respective version numbers used by 
mSET. 

FIGURE D: APPLICATIONS UTILIZED BY MSET SOFTWARE 

Application Version 
Microsoft Windows Server 2016 

Microsoft SQL Server 2016 SQL Express 
Microsoft .NET 4.5.1 

Windows (Client) Windows 10 
Google Chrome Current Versions including 78 and 79 

RabbitMQ 3.7.5 
Erlang 9.3 

PostgreSQL 10 
Docker Docker EE 1.21.2 

MS OS, etc. Patches Within 3 months of release date 

https://dseasb33srnrn.cloudfront.net
https://index.docker.io
https://registry-1.docker.io
https://auth.docker.io
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3.8 BACKUP AND RECOVERY 
The frequency and method for backup should be determined by the System Administrator. Backups 
should be run during a time of minimal mSET activity (typically recommended between 3am and 4am) 
to reduce the risk of access conflicts. Please refer to Microsoft recommendations for SQL Server 
backups. 

FIGURE E: FILE BACKUP AND RECOMMENDED FREQUENCY 

File Type 
File Name(s) / 
Location 

Suggested Frequency 

License mSET.lic 
After initial installation is complete. Repeat backup after any new 
licenses or modules are added. 

Database mSET 
SQL Server should be configured for periodic backups. Be sure to 
include mSET in these periodic backups. 

Video 
All video file storage 
location folders 

Incremental backup is recommended. Most data remains available 
on the vehicles for a limited time period (actual time varies based 
upon Recorder configuration and on-board storage capacity). 

Configuration 
mSET.properties 
Log4cplus.properties 

After initial installation is complete. Repeat backup after any 
system configuration changes. 

If the mSET server and files must be restored to a new server, please contact Customer Support (by phone: 
888-288-8721 (425-483-7100) or by email: support.na@luminator.com ) for assistance and to generate a 
new license for the new machine. 

3.9 CONNECTIVITY 
Wireless access from the Recorder to the facility network and mSET Server is required. This 
connection can be Wi-Fi or cellular. mSET provides the ability to configure primary data transfer over a 
Wi-Fi connection while also allowing for live data to be accessed with cellular connections. Cellular 
access has bandwidth limitations and should be used with caution to avoid large data charges. 

Minimum vehicle wireless network throughput requirements: 
10Mbps upload/download to each onboard device 
Minimum RSSI of -65dB over the designated vehicle parking area 

o Programmed to auto-adjust transmit power to avoid exceeding recommended 
coverage overlap 

o Programmed to avoid channel interference 
The wireless network must provide access to TCP ports: 

o 8016 
o 8116 
o 8200 
o 10019 
o 12068 

mailto:support.na@luminator.com
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FIGURE F: ANTICIPATED WIRELESS DATA CONSUMPTION 

Module Typical Use Cases Monthly Bandwidth 
SmartClip A site will have a driver event once every 10 days that yields 

a 240MB clip: 
1. Historically we observe that on any given day 

approximately 10% of a fleet with the mSET 
SmartClip module will have a driver initiated event. 

2. Typical driver event clip is 90 seconds with a size 
of 240MB (480MB HD) with 8 cameras 

3. Three driver events per month of 240MB (480MB 
HD) result in 720MB per month per site. 

A site will have an accelerometer event every three 
days that yields a 60MB clip. 

1. Historically 30% of the fleet will have an 
accelerometer event on any given day. 

2. The typical accelerometer alarm video clip setting 
is for 30 seconds at a size of 60MB. 

3. 10 accelerometer events of 60MB in size result in 
600MB (1200MB HD) per month per site. 

Estimate 20% of events will result in a customer clip request 
for an average of 2.5 requests per site per month. Estimate 
that each clip is 5 minutes resulting in an 800MB request 

3.3 GB data per site 

Health Historical use of approximately 40MB per day in health 
log data. 

1.3 GB data per site 

Streaming 
Video 

Streaming Video is more dependent upon utilization than 
other mSET Modules. The bandwidth estimate represents 
approximately 5 minutes of live view per vehicle, per month. 

1GB per site 

Location Estimate one location based custom clip request per month 
per site of 5 minutes resulting in an 800MB requests 

800MB per site 
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3.10 SYSTEM DIAGRAM 

FIGURE G: SYSTEM DIAGRAM FOR ON-PREMISE SERVER DEPLOYMENT 
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HOSTED MSET 
mSET is available to customers as a fully hosted subscription service where the mSET server, 
database, clips and metadata are hosted at datacenter with 
remote browser-based client access. Vehicle connectivity to Hosted mSET can be achieved by 
either Wi-Fi or cellular connection. The following details describe the process and requirements 
for establishing connectivity to support Hosted mSET. 

4.1 CONNECTIVITY VIA WI-FI 
Connectivity to sites via a Wi-Fi network is achieved by establishing an IPSEC VPN tunnel from the 
offsite data center that hosts mSET to a static WAN IP address that is visible to the RoadRunnerTM 
Recorder sites. mSET can support DHCP over Wi-Fi. The Recorder must be able to send outbound IP 
messages to the mSET server using TCP 8202 and 8203. 

4.2 CONNECTIVITY VIA CELLULAR NETWORK 
Hosted mSET connectivity through a cellular network can be accomplished by establishing static 
public cellular IP addresses via onboard cellular routers. Cellular connectivity is recommended for 
those customers who would like to have an always-connected fleet and to utilize the mSET 
Streaming Video. mSET supports both primary and secondary IP addresses to transfer most video 
data over a Wi-Fi connection while also providing live data/view over a cellular connection. NOTE: A 

FIGURE I: NETWORK CONNECTIVITY SUMMARY 

Wi-Fi Cellular 

  
   

  
               

         
             

             
       

    
                 

                  
                  

          

     
             

             
               

               
                

     

  
       

     
    

     
       

       
     

         
      

      
 

      
     

      

        
      

  
  

         
        

  
        
       

      

o Static or dynamic IP addresses on the 
network are used to download 
RoadRunnerTM Recorder video clips, 
metadata and system health information. 

o Static network IP address is dedicated to 
the remote mSET server that is also 
visible to RoadRunner Recorder sites. 

o An IPSEC VPN tunnel to the static IP address 
hosting mSET. Luminator is then provided 
with the customer chosen VPN client and 
credentials. 

o Take advantage of higher bandwidth with 
faster clips and metadata downloads. 

o Daily batch update of health status. 

o Static public IP address assigned to each router 
onboard a vehicle with Roadrunner Recorder 

o Minimum: 3G 
o Preferred: 4G/LTE 
o Provides the benefit of near real time access to 

health reports, clips and metadata when the site 
is connected 

o Provides near real time location via the mSET 
Location module and will show the approximate 
location of vehicles on their route 



  
   

         

Exhibit 1 
Page 70 of 102 

FIGURE J: SYSTEM DIAGRAM FOR HOSTED SERVER CELLULAR DEPLOYMENT 
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FIGURE K: SYSTEM DIAGRAM FOR HOSTED SERVER WI-FI DEPLOYMENT 
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MOBILE ACCESS 
Mobile devices can access real time live view and onboard video directly using the RoadRunner Mobile app, 
available on the App Store for iOS devices and the Play Store for Android devices. The RoadRunner Mobile 
App accesses the RoadRunner Recorders directly and requires direct access. RoadRunner Mobile requires 
access to TCP ports 8016, 8116, 8200, and 10019, 12068, 554. 

MSET PORT REQUIREMENT 
SUMMARY 

FIGURE L: MSET TO ROADRUNNER RECORDER PORT REQUIREMENTS 

Name Port Protocol 
DVR_WATCH 8016 TCP & UDP 
DVR_AUDIO 8116 TCP & UDP 
DVR_ADMIN 8200 TCP & UDP 

DVR_SEARCH 10019 TCP & UDP 
DVR_RTSP 554 TCP & UDP 
DVR_RTP 16001-17000 TCP & UDP 

DVR_CALLBACK 12088 TCP & UDP 

FIGURE M: MSET FRONT END TO/FROM BACK END PORT REQUIREMENTS 

Port Protocol Back End to Front 
End 

Front End to Back 
End 

5672 RabbitMQ Y Y 
5431 PostgresSQL Y Y 
7000 mSET Backend/Frontend Communication Y Y 

9980/9981 mSET/ViM Backend Communication Y Y 
5150/5151 Streaming Y Y 

8200/8016/8116/10019 DVR Communication Y Y 
8202 ADNS (Apollo DNS) Y Y 

FIGURE N: MSET SERVER / CLIENT AND MISCELLANOUS PORT REQUIREMENTS 

Port Protocol 
80/443 HTTP/HTTPS 
7001 PostgresSQL 

25/587 SMTP (notifications) 
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3RD PARTY INTEGRATIONS 

7.1 ON-BOARD METADATA 
mSET Software retrieves third party data from RoadRunner Recorders using existing interfaces and ports. The 
integration of onboard metadata (including GPS, accelerometer data, vehicle signals, driver and route 
information, alarm events, etc.) imposes no additional architecture requirements. Onboard requirements are 
application specific. 

7.2 BACKEND API INTEGRATION 
The mSET Open API is provided for integration with third party vendors and allows sharing of video, audio 
and other metadata. Third party integration with the mSET Open API does not require custom 
development. Any custom development requirements would be application-specific. mSET Open API 
documentation is available upon request. 

ADDITIONAL RESOURCES 
Please refer to the mSET User Guide and Instruction Manual for additional information available for 
download (account registration required): https://luminator.com/en/service/access-secure-content.html 
Technical Support by phone: 888-288-8721 (425-483-7100) or by email: support.na@luminator.com 
for further information or assistance. 

CALCULATING THE REQUIRED 
SERVER STORAGE SIZE 
The following calculation can be used to determine the estimated server size required based on individual 
fleet size and settings. 

AutoClip functionality enabled. Under such circumstances, the average mSET clip size for 1 minute of video 

minutes and an average of 5 minutes for Custom Clip requests. 

Step 1: Temporary Storage Requirements: 
A: Quantity of vehicles in the fleet 
B: Expected percentage of vehicles with events per day 
C: AutoClip Size (GB) 
D: Number of Custom Clip Requests per day 
E: Custom Clip Size (GB) 
F: Temporary Storage Duration + Grace Period (in days) 
Temporary Storage (TB) = ((A x B x C) + (D x E)) x F) / 1,000 

mailto:support.na@luminator.com
https://luminator.com/en/service/access-secure-content.html
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Example: A Transit Agency with 200 vehicles expects that 20% of the fleet will have events each day with an 
average AutoClip size of 0.812GB each. They also expect to request 2 Custom Clips each day based on 1% of 
their total fleet size with an average clip size of 1.625GB. With the mSET Server configured for 30 days of 
Temporary Storage and 7 days for the Grace Period (37 days total), their temporary storage requirement is 
1.33TB. ((200 x 0.20 x 0.812) + (2 x 1.625)) x 37) / 1,000 = 1.322TB) 

Step 2: Long Term Storage Requirements: 
G: Percentage of AutoClips saved to Long Term Storage 
H: Percentage of Custom Clips saved to Long Term Storage 
I: Long Term Storage Retention Period 

Long Term Storage (in TB) = (((A x B x C x G) + (D x E x H)) x I) / 1,000 
The transit agency expects they will save 20% of AutoClips and 50% of Custom Clips to Long Term Storage 
with mSET Long Term Storage duration c 
is 2.97TB. (((200 x 0.20 x 0.812 x .20) + (2 x 1.625 x .5)) x 365) / 1,000 = 2.964TB) 

Step 3: Total Storage Requirements: 
Total Storage = (Temporary Storage + Long Term Storage) 
The agency 
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