
AGREEMENT BETWEEN BROWARD COUNTY AND SP PLUS CORPORATION FOR PARKING 
MANAGEMENT SERVICES (RFP # PNC2116816Pl) 

This Agreement ("Agreement") is made and entered by and between Broward County, a 
political subdivision of the State of Florida ("County"), and SP Plus Corporation, a Delaware 
corporation authorized to transact business in the State of Florida ("Contractor") 
(each a "Party" and collectively referred to as the "Parties"}. 

RECITALS 

A. County issued RFP # PNC2116816P1 {"RFP") soliciting proposals from qualified 
vendors to provide parking management services for various County agencies. 

B. The RFP separated the various facilities on or in which services are to be 
performed into two {2) groups: Group 1- County Facilities Management facilities; and Group 2-
Port Everglades parking facilities and ground lots, with a separate contract to be awarded for 
each group. 

C. Contractor was the top ranked proposer for Group 1, County and Contractor 
entered into negotiations and this Agreement represents the final and complete understanding 
of the Parties regarding Contractor's performance of services. 

Now, therefore, for good and valuable consideration, the receipt and sufficiency of which 
are hereby acknowledged, the Parties agree as follows: 

ARTICLE 1. DEFINITIONS 

1.1. Board means the Board of County Commissioners of Broward County, Florida. 

1.2. Contract Administrator means the Director of Facilities Management Division, the 
Assistant Director of Facilities Management Division, or such other person designated by the 
Director of Facilities Management Division in writing. 

1.3. County Business Enterprise or CBE means an entity certified as meeting the applicable 
requirements of Section 1-81, Broward County Code of Ordinances. 

1.4. Notice to Proceed means a written authorization to proceed with the project, phase, or 
task issued by the Contract Administrator. 

LS; · Purchasing Director means County's Director ofPurchasing as appointed by the Broward 
County Administrator. 

1.6. Services means all work required by Contractor under this Agreement, including without 
limitation all deliverables, consulting, training, project management, or other services specified 
in Exhibit A ("Scope of Services"), and any Optional Services procured under this Agreement. 
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1.7. Small Business Enterprise or SBE means an entity certified as meeting the applicable 
requirements of Section 1-81, Broward County Code of Ordinances. 

1.8. Subcontractor means an entity or individual providing services to County through 
Contractor for all or any portion of the work under this Agreement. The term "Subcontractor" 
shall include all subconsultants. 

ARTICLE 2. EXHIBITS 

Exhibit A Scope of Services 
Exhibit B Fees and Expenses 
Exhibit C Minimum Insurance Coverages 
Exhibit D Work Authorization Form 

Exhibit E CBE/SBE Subcontractor Schedule and Letters of Intent 
Exhibit F Certification of Payments to Subcontractors and Suppliers 
Exhibit G PCI Responsibility Matrix 

Exhibit H Security Requirements 

ARTICLE 3. SCOPE OF SERVICES 

3.1. Scope of Services. Contractor shall perform all Services required under this Agreement 
including, without limitation, the work specified in Exhibit A (the "Scope of Services"). The Scope 
of Services is a description of Contractor's obligations and responsibilities and is deemed to 
include preliminary considerations and prerequisites, and all labor, materials, equipment, and 
tasks that are such an inseparable part of the work described that exclusion would render 
performance by Contractor impractical, illogical, or unconscionable. Contractor's performance 
of the Services shall at all times comply with the requirements set forth in Exhibit H. 

3.2. Optional Services. Contractor acknowledges that the Contract Administrator has no 
authority to make changes that would increase, decrease, or otherwise modify the Scope of 
Services except as expressly set forth in this Agreement or, to the extent applicable, set forth in 
the Broward County Procurement Code. If any goods or services under this Agreement, or the 
quantity thereof, are identified as optional ("Optional Services"), County may select the type, 
amount, and timing of such goods or services pursuant to a work authorization ("Work 
Authorization") in substantially the form attached as Exhibit D executed by Contractor and 
County pursuant to this section. No such selection, when combined with those goods or services 
required under this Agreement, may result in a payment obligation exceeding the applicable 
maximum amount- stated in Section 5.L Notwithstanding anything to the contrary in this 
Agreement, Work Authorizations for Optional Services shall be executed on behalf of County as 
follows: (a) the Contract Administrator may execute Work Authorizations for which the total cost 
to County in the aggregate is less than $50,000.00; (b) the Purchasing Director may execute Work 
Authorizations for which the total cost to County in the aggregate is within the Purchasing 
Director's delegated authority; and (c) any Work Authorization above the Purchasing Director's 
delegated authority requires express approval by the Board. Subsequent to the full execution of 
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any Work Authorization, the Contract Administrator will issue a Notice to Proceed for those 
authorized Optional Services. Contractor shall not commence work on any Work Authorization 
until after receipt of a purchase order and Notice to Proceed. 

ARTICLE 4. TERM AND TIME OF PERFORMANCE 

4.1. Term. The term of this Agreement shall begin on the date it is fully executed by the Parties 
("Effective Date") and shall end at 11:59 PM on the day prior to the third anniversary of the 
Effective Date ("Initial Term"}, it being the intention of the parties that the Initial Term be for a 
period of three (3) years. 

4.2. Extensions. County may renew this Agreement for up to two (2) additional one (1) year 
terms (each an "Extension Term") by sending notice of renewal to Contractor at least thirty (30} 
days prior to the expiration of the then-current term. The Purchasing Director is authorized to 
exercise this renewal option. 

4.3. Additional Extension. If unusual or exceptional circumstances, as determined in the sole 
discretion of the Purchasing Director, render the exercise of an Extension Term not practicable, 
or if no extension is available and expiration of this Agreement would, as determined by the 
Purchasing Director, result in a gap in the provision of Services necessary for the ongoing 
operations of County, then the Purchasing Director may extend this Agreement on the same 
terms and conditions for period(s) not to exceed three (3) months in the aggregate, provided that 
any such extension is within the authority of the Purchasing Director or otherwise authorized by 
the Board. The Purchasing Director may exercise this option by written notice to Contractor 
stating the duration of the extended period, at least thirty (30) days prior to the end of the then­
current term. 

4.4. Extension Rates and Terms. For any extension beyond the Initial Term, Contractor shall 
be compensated at the rates in effect when the extension was invoked by County, unless 
otherwise expressly stated in Exhibit B. Contractor shall continue to provide the Services upon 
the same terms and conditions as set forth in this Agreement for such extended period. 

4.5. Fiscal Year. The continuation of this Agreement beyond the end of any County fiscal year 
is subject to both the appropriation and the availability of funds in accordance with Chapter 129, 
Florida Statutes. 

4.6. Time of the Essence. Unless otherwise agreed by the Parties in writing, all duties, 
obligations, and responsibilities of Contractor required by this Agreement shall be completed no 
later than thedate or time specified for completion. Time is of the essence in performing the 
duties, obligations, and responsibilities required by this Agreement. 

ARTICLE 5. COMPENSATION 

5.1. Maximum Amounts. For all goods and Services provided under this Agreement, County 
will pay Contractor an annual fee (Annual Management Fee"), expenses expressly identified on 
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Exhibit B, and Optional Services up to the respective maximum annual amount of expense set 
forth on Exhibit B . The Annual Management Fee is payable in equal, monthly installments, in 
arrears. 

Total 3 Year Management Fee Initial $153,000 
Term 
Total 3 Year Expenses Initial Term $5,699,700 
Total 3 Year Continency for Other $46,364 
Operating Costs and Expenses 
TOTAL NOTTO EXCEED $5,899,064 

Payment shall be made only for Services actually performed and completed pursuant to this 
Agreement, as set forth on Exhibit B, and, except as set forth below for police services, the 
amount set forth on Exhibit B for each item of expense shall be accepted by Contractor as full 
compensation for all such Services. Contractor acknowledges that, except for police security 
services, the amounts set forth in this Agreement are the maximum amounts payable and 
constitute a limitation upon County's obligation to compensate Contractor for work under this 
Agreement. These maximum amounts, however, do not constitute a limitation of any sort upon 
Contractor's obligation to perform all Services. Contractor shall bear and pay one-half (1/2) of 
the annual cost of police security services, up to a maximum amount of twenty-four thousand 
dollars ($24,000). Unless and except to the extent expressly required in this Agreement and set 
forth on Exhibit B, Contractor shall not be reimbursed for any expenses it incurs. 

5.2. Method of Billing and Payment. 

5.2.1. Contractor may submit invoices for compensation no more often than on a 
monthly basis, but only after the Services for which the invoices are submitted have been 
completed. An original invoice plus one copy are due within fifteen (15) days after the 
end of the month covered by the invoice, except that the final invoice must be received 
no later than sixty {60) days after expiration or earlier termination of this Agreement. 
Invoices shall designate the Services performed and, as applicable, the personnel, hours, 
tasks, or other details as requested by the Contract Administrator. If Contractor 
subcontracts any Services, Contractor shall submit a Certification of Payments to 
Subcontractors and Suppliers (Exhibit F) with each invoice. The certification shall be 
accompanied by a copy of the notification sent to each unpaid Subcontractor listed on 
the form, explaining the good cause why payment has not been made to that 
Subcontractor. 

5.2.2. Any invoice submitted by Contractor shall be in the amount set forth in Exhibit B 
for the applicable Services, minus any agreed upon retainage as stated in Exhibit B. 
Retainage amounts shall only be invoiced to County upon completion of all Services, 
unless otherwise stated in Exhibit B. 
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5.2.3. County shall pay Contractor within thirty (30} days of receipt of Contractor's 
proper invoice, as required under the "Broward County Prompt Payment Ordinance," 
Section 1-51.6, Broward County Code of Ordinances. To be deemed proper, all invoices 
must comply with the requirements set forth in this Agreement and must be submitted 
on the then-current County form and pursuant to instructions prescribed by the Contract 
Administrator. Payment may be withheld for failure of Contractor to comply with a term, 
condition, or requirement of this Agreement. Payment shall be made to Contractor at 
the address designated in the Notices section. 

5.2.4. Contractor shall pay Subcontractors and suppliers within fifteen (15} days 
following receipt of payment from County for such subcontracted work or supplies. 
Contractor agrees that if it withholds an amount as retainage from Subcontractors or 
suppliers, it will release such retainage and pay same within fifteen (15} days following 
receipt of payment of retained amounts from County. Failure to pay a Subcontractor or 
supplier in accordance with this subsection shall be a material breach of this Agreement, 
unless Contractor demonstrates to Contract Administrator's satisfaction that such failure 
to pay results from a bona fide dispute with the Subcontractor or supplier and, further, 
Contractor promptly pays the applicable amount(s} to the Subcontractor or supplier upon 
resolution of the dispute. Contractor shall include requirements substantially similar to 
those set forth in this subsection in its contracts with Subcontractors and suppliers. 

5.3. Reimbursable Expenses. For reimbursement of any travel costs or travel-related expenses 
permitted under this Agreement, Contractor agrees to comply with Section 112.061, Florida 
Statutes, except to the extent that Exhibit B expressly provides to the contrary. County shall not 
be liable for any such expenses that exceed those allowed by Section 112.061 or that have not 
been approved in writing in advance by the Contract Administrator. 

5.4. Subcontractors. Contractor shall invoice all Subcontractor fees, whether paid on a "lump 
sum" or other basis, to County with no markup. All Subcontractor fees shall be invoiced to County 
in the actual amount paid by Contractor. 

S.S. Withholding by County. Notwithstanding any provision of this Agreement to the contrary, 
County may withhold, in whole or in part, payment to the extent necessary to protect itself from 
loss on account of inadequate or defective work that has not been remedied or resolved in a 
manner satisfactory to the Contract Administrator or failure to comply with any provision of this 
Agreement. The amount withheld shall not be subject to payment of interest by County. 

ARTICLE 6. REPRESENTATIONS AND WARRANTIES 

6.1. Representation of Authority. Contractor represents and warrants that this Agreement 
constitutes the legal, valid, binding, and enforceable obligation of Contractor, and that neither 
the execution nor performance of this Agreement constitutes a breach of any agreement that 
Contractor has with any third party or violates any law, rule, regulation, or duty arising in law or 
equity applicable to Contractor. Contractor further represents and warrants that execution of 
this Agreement is within Contractor's legal powers, and each individual executing this Agreement 
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on behalf of Contractor is duly authorized by all necessary and appropriate action to do so on 
behalf of Contractor and does so with full legal authority. 

6.2. Solicitation Representations. Contractor represents and warrants that all statements and 
representations made in Contractor's proposal, bid, or other supporting documents submitted 
to County in connection with the solicitation, negotiation, or award of this Agreement, including 
during the procurement or evaluation process, were true and correct when made and are true 
and correct as of the date Contractor executes this Agreement, unless otherwise expressly 
disclosed in writing by Contractor. 

6.3. Contingency Fee. Contractor represents that it has not paid or agreed to pay any person 
or entity, other than a bona fide employee working solely for Contractor, any fee, commission, 
percentage, gift, or other consideration contingent upon or resulting from the award or making 
of this Agreement. 

6.4. Truth-In-Negotiation Representation. Contractor's compensation under this Agreement 
is based upon its representations to County, and Contractor certifies that the wage rates, factual 
unit costs, and other information supplied to substantiate Contractor's compensation, including 
without limitation those made by Contractor during the negotiation of this Agreement, are 
accurate, complete, and current as of the date Contractor executes this Agreement. Contractor's 
compensation will be reduced to exclude any significant sums by which the contract price was 
increased due to inaccurate, incomplete, or noncurrent wage rates and other factual unit costs. 

6.5. Public Entity Crime Act. Contractor represents that it is familiar with the requirements 
and prohibitions under the Public Entity Crime Act, Section 287.133, Florida Statutes, and 
represents that its entry into this Agreement will not violate that Act. Contractor further 
represents that there has been no determination that it committed a "public entity crime" as 
defined by Section 287.133, Florida Statutes, and that it has not been formally charged with 
committing an act defined as a "public entity crime" regardless of the amount of money involved 
or whether Contractor has been placed on the convicted vendor list. 

6.6. Discriminatory Vendor and Scrutinized Companies Lists. Contractor represents that it has 
not been placed on the "discriminatory vendor list" as provided in Section 287.134, Florida 
Statutes, and that it is not a "scrutinized company" pursuant to Section 215.473, Florida Statutes. 
Contractor represents and certifies that it is not ineligible to contract with County on any of the 
grounds stated in Section 287.135, Florida Statutes. 

6.7. Claims Against Contractor. Contractor represents and warrants that there is no action or 
proceeding, at law or in equity, before any court, mediator, arbitrator, government-al or other 
board or official, pending or, to the knowledge of Contractor, threatened against or affecting 
Contractor, the outcome of which may (a) affect the validity or enforceability of this Agreement, 
(b) materially and adversely affect the authority or ability of Contractor to perform its obligations 
under this Agreement, or (c) have a material and adverse effect on the consolidated financial 
condition or results of operations of Contractor or on the ability of Contractor to conduct its 
business as presently conducted or as proposed or contemplated to be conducted. 
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6.8. Warranty of Performance. Contractor represents and warrants that it possesses the 
knowledge, skill, experience, and financial capability required to perform and provide all Services 
and that each person and entity that will provide Services is duly qualified to perform such 
services by all appropriate governmental authorities, where required, and is sufficiently 
experienced and skilled in the area(s) for which such person or entity will render such Services. 
Contractor represents and warrants that the Services shall be performed in a skillful and 
respectful manner, and that the quality of all such services shall equal or exceed prevailing 
industry standards for the provision of such services. 

6.9. Domestic Partnership Requirement. Unless this Agreement is exempt from the provisions 
of the Broward County Domestic Partnership Act, Section 16½-157, Broward County Code of 
Ordinances, Contractor certifies and represents that it will comply with the provisions of Section 
16½-157 for the duration of this Agreement. The contract language referenced in Section 16½-
157 is deemed incorporated in this Agreement as though fully set forth in this section. 

6.10. Warranty Regarding PCI Compliance. Contractor warrants that, to the extent applicable, 
Contractor will comply with the most recent version of the Payment Card Industry Data Security 
Standard ("PCI DSS"). The Parties agree to adhere to the PCI Responsibility Matrix set forth in 
Exhibit G. 

6.11. Breach of Representations. In entering into this Agreement, Contractor acknowledges 
that County is materially relying on the representations, warranties, and certifications of 
Contractor stated in this article. County shall be entitled to recover any damages it incurs to the 
extent any such representation or warranty is untrue. In addition, if any such representation, 
warranty, or certification is false, County shall have the right, at its sole discretion, to terminate 
this Agreement without any further liability to Contractor, to deduct from any amounts due 
Contractor under this Agreement the full amount of any value paid in violation of a 
representation or warranty, and to recover all sums paid to Contractor under this Agreement. 
Furthermore, a false representation may result in debarment from County's procurement 
activities. 

ARTICLE 7. INDEMNIFICATION 

Contractor shall indemnify, hold harmless, and defend County and all of County's current, past, 
and future officers, agents, servants, and employees (collectively, "Indemnified Party") from and 
against any and all causes of action, demands, claims, losses, liabilities, and expenditures of any 
kind, including attorneys' fees, court costs, and expenses, including through the conclusion of 
any appellate proceedings, raised or asserted by any person or entity not a party to this 
Agreement, and caused or alleged to be caused, in whole or in part, by any intentional, reckless, 
or negligent act or omission of Contractor, its officers, employees, agents, or servants, arising 
from, relating to, or in connection with this Agreement (collectively, a "Claim"). If any Claim is 
brought against an Indemnified Party, Contractor shall, upon written notice from County, defend 
each Indemnified Party against each such Claim by counsel satisfactory to County or, at County's 
option, pay for an attorney selected by the County Attorney to defend the Indemnified Party. 
The obligations of this section shall survive the expiration or earlier termination of this 
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Agreement. If considered necessary by the Contract Administrator and the County Attorney, any 
sums due Contractor under this Agreement may be retained by County until all Claims subject to 
this indemnification obligation have been settled or otherwise resolved. Any amount withheld 
shall not be subject to payment of interest by County. 

ARTICLE 8. INSURANCE 

8.1. For the duration of the Agreement, Contractor shall, at its sole expense, maintain the 
minimum insurance coverages stated in Exhibit C in accordance with the terms and conditions of 
this article. Contractor shall maintain insurance coverage against claims relating to any act or 
omission by Contractor, its agents, representatives, employees, or Subcontractors in connection 
with this Agreement. County reserves the right at any time to review and adjust the limits and 
types of coverage required under this article. 

8.2. Contractor shall ensure that "Broward County" is listed and endorsed as an additional 
insured as stated in Exhibit Con all policies required under this article. 

8.3. On or before the Effective Date or at least fifteen (15) days prior to commencement of 
Services, Contractor shall provide County with a copy of all Certificates of Insurance or other 
documentation sufficient to demonstrate the insurance coverage required in this article. If and 
to the extent requested by County, Contractor shall provide complete, certified copies of all 
required insurance policies and all required endorsements within thirty (30) days after County's 
request. 

8.4. Contractor shall ensure that all insurance coverages required by this article shall remain 
in full force and effect for the duration of this Agreement and until all performance required by 
Contractor has been completed, as determined by Contract Administrator. Contractor or its 
insurer shall provide notice to County of any cancellation or modification of any required policy 
at least thirty (30) days prior to the effective date of cancellation or modification, and at least ten 
(10) days prior to the effective date of any cancellation due to nonpayment, and shall 
concurrently provide County with a copy of its updated Certificates of Insurance evidencing 
continuation of the required coverage(s). Contractor shall ensure that there is no lapse of 
coverage at any time during the time period for which coverage is required by this article. 

8.5. Contractor shall ensure that all required insurance policies are issued by insurers: 
(1) assigned an A. M. Best rating of at least "A-" with a Financial Size Category of at least Class VII; 
(2) authorized to transact insurance in the State of Florida; or (3) a qualified eligible surplus lines 
insurer pursuant to Section 626.917 or 626.918, Florida Statutes, with approval by County's Risk 
Management Division. 

8.6. If Contractor maintains broader coverage or higher limits than the minimum insurance 
requirements stated in Exhibit C, County shall be entitled to any such broader coverage and 
higher limits maintained by Contractor. All required insurance coverages under this article shall 
provide primary coverage and shall not require contribution from any County insurance, self-
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insurance or otherwise, which shall be in excess of and shall not contribute to the insurance 
required and provided by Contractor. 

8.7. Contractor shall declare in writing any self-insured retentions or deductibles over the 
limit(s) prescribed in Exhibit C and submit to County for approval at least fifteen (15) days prior 
to the Effective Date or commencement of Services. Contractor shall be solely responsible for 
and shall pay any deductible or self-insured retention applicable to any claim against County. 
County may, at any time, require Contractor to purchase coverage with a lower retention or 
provide proof of ability to pay losses and related investigations, claim administration, and 
defense expenses within the retention. Contractor agrees that any deductible or self-insured 
retention may be satisfied by either the named insured or County, if so elected by County, and 
Contractor agrees to obtain same in endorsements to the required policies. 

8.8. Unless prohibited by the applicable policy, Contractor waives any right to subrogation 
that any of Contractor's insurer may acquire against County and agrees to obtain same in an 
endorsement of Contractor's insurance policies. 

8.9. Contractor shall require that each Subcontractor maintains insurance coverage that 
adequately covers the Services provided by that Subcontractor on substantially the same 
insurance terms and conditions required of Contractor under this article. Contractor shall ensure 
that all such Subcontractors comply with these requirements and that "Broward County" is 
named as an additional insured under the Subcontractors' applicable insurance policies. 

8.10. If Contractor or any Subcontractor fails to maintain the insurance required by this 
Agreement, County may pay any costs of premiums necessary to maintain the required coverage 
and deduct such costs from any payment otherwise due to Contractor. Contractor shall not 
permit any Subcontractor to provide Services unless and until the requirements of this article are 
satisfied. If requested by County, Contractor shall provide, within one (1) business day, evidence of 
each Subcontractor's compliance with this section. 

8.11. If any of the policies required under this article provide claims-made coverage: (1) any 
retroactive date must be prior to the Effective Date; (2) the required coverage must be 
maintained after termination or expiration of the Agreement for at least the duration stated in 
Exhibit C, and (3) if coverage is canceled or nonrenewed and is not replaced with another claims­
made policy form with a retroactive date prior to the Effective Date, Contractor must obtain and 
maintain "extended reporting" coverage that applies after termination or expiration of the 
Agreement for at least the duration stated in Exhibit C. 

ARTICLE9. TERMINATION 

9.1. This Agreement may be terminated for cause by the aggrieved Party if the Party in breach 
has not corrected the breach within ten (10) days after receipt of written notice from the 
aggrieved Party identifying the breach. This Agreement may also be terminated for convenience 
by the Board. Termination for convenience by the Board shall be effective on the termination 
date stated in written notice provided by County, which termination date shall be not less than 
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thirty (30) days after the date of such written notice. This Agreement may also be terminated by 
the County Administrator upon such notice as the County Administrator deems appropriate 
under the circumstances if the County Administrator determines that termination is necessary to 
protect the public health, safety, or welfare. If County erroneously, improperly, or unjustifiably 
terminates for cause, such termination shall be deemed a termination for convenience and shall 
be effective thirty (30) days after such notice of termination for cause was provided and 
Contractor shall be eligible for the compensation provided in Section 9.4 as its sole remedy. 

9.2. This Agreement may be terminated for cause by County for reasons including, but not 
limited to, any of the following: 

9.2.1. Contractor's failure to suitably or continuously perform the Services in a manner 
calculated to meet or accomplish the objectives in this Agreement or Work Authorization, 
or repeated submission (whether negligent or intentional) for payment of false or 
incorrect bills or invoices; 

9.2.2. By the Contract Administrator or the Director of Office of Economic and Small 
Business Development ("OESBD") for any fraud, misrepresentation, or material 
misstatement by Contractor in the award or performance of this Agreement or that 
otherwise violates any applicable requirement of Section 1-81, Broward County Code of 
Ordinances; or 

9.2.3. By the Director of OESBD upon the disqualification of Contractor as a CBE or SBE 
if Contractor's status as a CBE or SBE was a factor in the award of this Agreement and 
such status was misrepresented by Contractor, or upon the disqualification of one or 
more of Contractor's CBE or SBE participants by County's Director of OESBD if any such 
participant's status as a CBE or SBE firm was a factor in the award of this Agreement and 
such status was misrepresented by Contractor during the procurement or the 
performance of this Agreement. 

9.3. Notice of termination shall be provided in accordance with the "Notices" section of this 
Agreement except that notice of termination by the County Administrator to protect the public 
health, safety, or welfare may be oral notice that shall be promptly confirmed in writing. 

9.4. If this Agreement is terminated for convenience by County, Contractor shall be paid for 
any Services properly performed through the termination date specified in the written notice of 
termination, subject to any right of County to retain any sums otherwise due and payable. 
Contractor acknowledges that it has received good, valuable, and sufficient consideration for 
County's right to terminate this Agreement for convenience in the form of County's obligation 
to provide advance notice to Contractor of such termination in accordance with Section 9.1. 
Contractor further acknowledges that County would not enter into this Agreement if it did not 
contain a right for County to terminate for convenience if the County determines, in its sole 
discretion, that termination for convenience is appropriate. 

9.5. In addition to any right of termination stated in this Agreement, County shall be 
entitled to seek any and all available remedies, whether stated in this Agreement or otherwise 
available at law or in equity. 
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ARTICLE 10. EQUAL EMPLOYMENT OPPORTUNITY AND CBE COMPLIANCE 

10.1. No Party may discriminate on the basis of race, color, sex, religion, national origin, 
disability, age, marital status, political affiliation, sexual orientation, pregnancy, or gender 
identity and expression in the performance of this Agreement. Contractor shall include the 
foregoing or similar language in its contracts with any Subcontractors, except that any project 
assisted by the U.S. Department of Transportation funds shall comply with the nondiscrimination 
requirements in 49 C.F.R. Parts 23 and 26. 

10.2. Contractor shall comply with all applicable requirements of Section 1-81, Broward County 
Code of Ordinances, in the award and administration of this Agreement. Failure by Contractor 
to carry out any of the requirements of this article shall constitute a material breach of this 
Agreement, which shall permit County to terminate this Agreement or exercise any other remedy 
provided under this Agreement, the Broward County Code of Ordinances, the Broward County 
Administrative Code, or under other applicable law, all such remedies being cumulative. 

10.3. Contractor will meet the required CBE goal by utilizing the CBE firms listed in Exhibit E (or 
a CBE firm substituted for a listed firm, if permitted) for twenty-five percent (25%) of total 
Services (the "Commitment"). 

10.4. In performing the Services, Contractor shall utilize the CBE firms listed in Exhibit E for the 
scope of work and the percentage of work amounts identified on each Letter of Intent. Promptly 
upon execution of this Agreement by County, Contractor shall enter into formal contracts with 
the firms listed in Exhibit E and, upon request, shall provide copies of the contracts to the 
Contract Administrator and OESBD. 

10.5. Each CBE firm utilized by Contractor to meet the CBE goal must be certified by OESBD. 
Contractor shall inform County immediately when a CBE firm is not able to perform or if 
Contractor believes the CBE firm should be replaced for any other reason, so that OESBD may 
review and verify the good faith efforts of Contractor to substitute the CBE firm with another CBE 
firm, as applicable. Whenever a CBE firm is terminated for any reason, Contractor shall provide 
written notice to OESBD and, upon written approval of the Director of OESBD, shall substitute 
another CBE firm in order to meet the CBE goal, unless otherwise provided in this Agreement or 
agreed in writing by the Parties. Such substitution shall not be required if the termination results 
from modification of the Scope of Services and no CBE firm is available to perform the modified 
Scope of Services; in which event, Contractor shall notify County, and OESBD may adjust the CBE 
goal by written notice to Contractor. Contractor shall not terminate a CBE firm for convenience 
without County's prior written consent, which consent shall not be unreasonably withheld. 

10.6. The Parties stipulate that if Contractor fails to meet the Commitment, the damages to 
County arising from such failure are not readily ascertainable at the time of contracting. If 
Contractor fails to meet the Commitment and County determines, in the sole discretion of the 
OESBD Program Director, that Contractor failed to make Good Faith Efforts (as defined in 
Section 1-81, Broward County Code of Ordinances) to meet the Commitment, Contractor shall 
pay County liquidated damages in an amount equal to fifty percent (50%) of the actual dollar 
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amount by which Contractor failed to achieve the Commitment, up to a maximum amount of ten 
percent (10%) of the total contract amount excluding costs and reimbursable expenses. An 
example of this calculation is stated in Section 1-81.7, Broward County Code of Ordinances. As 
elected by County, such liquidated damages amount shall be either credited against any amounts 
due from County or must be paid to County within thirty (30) days after written demand. These 
liquidated damages shall be County's sole contractual remedy for Contractor's breach of the 
Commitment, but shall not affect the availability of administrative remedies under Section 1-81. 
Any failure to meet the Commitment attributable solely to force majeure, changes to the scope 
of work by County, or inability to substitute a CBE Subcontractor where the OESBD Program 
Director has determined that such inability is due to no fault of Contractor, shall not be deemed 
a failure by Contractor to meet the Commitment. 

10.7. Contractor acknowledges that the Board, acting through OESBD, may make minor 
administrative modifications to Section 1-81, Broward County Code of Ordinances, which shall 
become applicable to this Agreement if the administrative modifications are not unreasonable. 
Written notice of any such modification shall be provided to Contractor and shall include a 
deadline for Contractor to notify County in writing if Contractor concludes that the modification 
exceeds the authority under this section. Failure of Contractor to timely notify County of its 
conclusion that the modification exceeds such authority shall be deemed acceptance of the 
modification by Contractor. 

10.8. County may modify the required participation of CBE firms in connection with any 
amendment, extension, modification, change order, or Work Authorization to this Agreement 
that, by itself or aggregated with previous amendments, extensions, modifications, change 
orders, or Work Authorizations, increases the initial Agreement price by ten percent {10%) or 
more. Contractor shall make a good faith effort to include CBE firms in work resulting from any 
such amendment, extension, modification, change order, or Work Authorization, and shall report 
such efforts, along with evidence thereof, to OESBD. 

10.9. Contractor shall provide written monthly reports to the Contract Administrator attesting 
to Contractor's compliance with the CBE goal stated in this article. In addition, Contractor shall 
allow County to engage in onsite reviews to monitor Contractor's progress in achieving and 
maintaining Contractor's contractual and CBE obligations. The Contract Administrator in 
conjunction with OESBD shall perform such review and monitoring, unless otherwise determined 
by the County Administrator. 

10.10. The Contract Administrator may increase allowable retainage or withhold progress 
payments if Contractor fails to demonstrate timely payments of sums due to all Subcontractors 
and suppliers. The presence of a "pay when paid" provision in a Contractor's contract with a CBE 
firm shall not preclude County or its representatives from inquiring into allegations of 
nonpayment. 
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ARTICLE 11. MISCELLANEOUS 

11.1. Contract Administrator Authority. The Contract Administrator is authorized to coordinate 
and communicate with Contractor to manage and supervise the performance of this 
Agreement. Unless expressly stated otherwise in this Agreement or otherwise set forth in an 
applicable provision of the Broward County Procurement Code, Broward County Code of 
Ordinances, or Broward County Administrative Code, the Contract Administrator may exercise 
any ministerial authority in connection with the day-to-day management of this Agreement. The 
Contract Administrator may approve in writing minor modifications to the Scope of Services 
provided that such modifications do not increase the total cost to County or waive any rights of 
County. 

11.2. Rights in Documents and Work. Any and all reports, photographs, surveys, documents, 
materials, or other work created by Contractor in connection with performing Services shall be 
owned by County, and Contractor hereby transfers to County all right, title, and interest, 
including any copyright or other intellectual property rights, in or to the work. Upon termination 
of this Agreement, any reports, photographs, surveys, and other data and documents prepared 
by Contractor, whether finished or unfinished, shall become the property of County and shall be 
delivered by Contractor to the Contract Administrator within seven (7) days after termination of 
this Agreement. Any compensation due to Contractor may be withheld until all documents are 
received as provided in this Agreement. Contractor shall ensure that the requirements of this 
section are included in all agreements with its Subcontractor(s). 

11.3. Public Records. To the extent Contractor is acting on behalf of County as stated in 
Section 119.0701, Florida Statutes, Contractor shall: 

11.3.1. Keep and maintain public records required by County to perform the Services; 

11.3.2. Upon request from County, provide County with a copy of the requested records 
or allow the records to be inspected or copied within a reasonable time and at a cost that 
does not exceed that provided in Chapter 119, Florida Statutes, or as otherwise provided 
by law; 

11.3.3. Ensure that public records that are exempt or confidential and exempt from public 
record requirements are not disclosed except as authorized by law for the duration of this 
Agreement and following completion or termination of this Agreement if the records are 
not transferred to County; and 

11.3.4. Upon c9mpletion or termination of this Agreement, transfer to County,at no cost, 
all public records in possession of Contractor or keep and maintain public records 
required by County to perform the services. If Contractor transfers the records to County, 
Contractor shall destroy any duplicate public records that are exempt or confidential and 
exempt. If Contractor keeps and maintains the public records, Contractor shall meet all 
applicable requirements for retaining public records. All records stored electronically 
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must be provided to County upon request in a format that is compatible with the 
information technology systems of County. 

A request for public records regarding this Agreement must be made directly to County, who will 
be responsible for responding to any such public records requests. Contractor will provide any 
requested records to County to enable County to respond to the public records request. 

Any material submitted to County that Contractor contends constitutes or contains trade secrets 
or is otherwise exempt from production under Florida public records laws (including Chapter 119, 
Florida Statutes) ("Trade Secret Materials") must be separately submitted and conspicuously 
labeled "EXEMPT FROM PUBLIC RECORD PRODUCTION-TRADE SECRET." In addition, Contractor 
must, simultaneous with the submission ofany Trade Secret Materials, provide a sworn affidavit 
from a person with personal knowledge attesting that the Trade Secret Materials constitute trade 
secrets under Section 812.081, Florida Statutes, and stating the factual basis for same. If a third 
party submits a request to County for records designated by Contractor as Trade Secret 
Materials, County shall refrain from disclosing the Trade Secret Materials, unless otherwise 
ordered by a court of competent jurisdiction or authorized in writing by Contractor. Contractor 
shall indemnify and defend County and its employees and agents from any and all claims, causes 
of action, losses, fines, penalties, damages, judgments and liabilities of any kind, including 
attorneys' fees, litigation expenses, and court costs, relating to the nondisclosure of any Trade 
Secret Materials in response to a records request by a third party. 

IF CONTRACTOR HAS QUESTIONS REGARDING THE APPLICATION OF CHAPTER 

119, FLORIDA STATUTES, TO CONTRACTOR'S DUTY TO PROVIDE PUBLIC RECORDS 

RELATING TO THIS AGREEMENT, CONTACT THE CUSTODIAN OF PUBLIC RECORDS 

AT (954) 357-7935, WDAHLGREN@BROWARD.ORG, 115 S. ANDREWS AVE., SUITE 

501, FORT LAUDERDALE, FLORIDA 33301. 

11.4. Audit Rights and Retention of Records. County shall have the right to audit the books, 
records, and accounts of Contractor and its Subcontractors that are related to this Agreement. 
Contractor and its Subcontractors shall keep such books, records, and accounts as may be 
necessary in order to record complete and correct entries related to this Agreement and 
performance under this Agreement. All such books, records, and accounts shall be kept in 
written form, or in a form capable of conversion into written form within a reasonable time, and 
upon request to do so, Contractor or its Subcontractor shall make same available in written form 
at no cost to County. 

Contractor and its Subcontractors shall preserve and make available, at reasonable times within 
Broward County, Florida, for examination and audit, all financial records, supporting documents, 
statistical records, and any other documents pertinent to this Agreement for at least three (3) 
years after expiration or termination of this Agreement or until resolution of any audit findings, 
whichever is longer. Any audit or inspection pursuant to this section may be performed by any 
County representative (including any outside representative engaged by County). Contractor 
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hereby grants County the right to conduct such audit or review at Contractor's place of business, 
if deemed appropriate by County, with seventy-two (72) hours' advance notice. 

Any incomplete or incorrect entry in such books, records, and accounts shall be a basis for 
County's disallowance and recovery of any payment upon such entry. If an audit or inspection in 
accordance with this section discloses overpricing or overcharges to County of any nature by 
Contractor in excess of five percent (5%) of the total contract billings reviewed by County, the 
reasonable actual cost of County's audit shall be reimbursed to County by Contractor in addition 
to making adjustments for the overcharges. Any adjustments or payments due as a result of such 
audit or inspection shall be made within thirty (30) days after presentation of County's findings 
to Contractor. 

Contractor shall ensure that the requirements of this section are included in all agreements with 
its Subcontractor(s). 

11.5. Independent Contractor. Contractor is an independent contractor of County, and nothing 
in this Agreement shall constitute or create a partnership, joint venture, or any other relationship 
between the Parties. In providing Services, neither Contractor nor its agents shall act as officers, 
employees, or agents of County. Contractor shall not have the right to bind County to any 
obligation not expressly undertaken by County under this Agreement. 

11.6. Regulatory Capacity. Notwithstanding the fact that County is a political subdivision with 
certain regulatory authority, County's performance under this Agreement is as a Party to this 
Agreement and not in its regulatory capacity. If County exercises its regulatory authority, the 
exercise of such authority and the enforcement of any rules, regulation, laws, and ordinances 
shall have occurred pursuant to County's regulatory authority as a governmental body separate 
and apart from this Agreement, and shall not be attributable in any manner to County as a party 
to this Agreement. 

11.7. Sovereign Immunity. Except to the extent sovereign immunity may be deemed to be 
waived by entering into this Agreement, nothing herein is intended to serve as a waiver of 
sovereign immunity by County nor shall anything included herein be construed as consent by 
County to be sued by third parties in any matter arising out of this Agreement. County is a 
political subdivision as defined in Section 768.28, Florida Statutes, and shall be responsible for 
the negligent or wrongful acts or omissions of its employees pursuant to Section 768.28, Florida 
Statutes. 

11.8. Third-Party Beneficiaries. Neither Contractor nor County intends to directly or 
substantially benefit a third party by this Agreement. Therefore, the Parties acknowledge that 
there are no third-party beneficiaries to this Agreement and that no third party shall be entitled 
to assert a right or claim against either of them based upon this Agreement. 

11.9. Notices. In order for a notice to a Party to be effective under this Agreement, notice must 
be sent via U.S. first-class mail, hand delivery, or commercial overnight delivery, each with a 
contemporaneous copy via email, to the addresses listed below and shall be effective upon 
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mailing or hand delivery (provided the contemporaneous email is also sent}. The addresses for 
notice shall remain as set forth in this section unless and until changed by providing notice of 
such change in accordance with the provisions of this section. 

FOR COUNTY: 
Broward County Facilities Management Division 
Attn: Division Director 
115 South Andrews Avenue, Room 501 
Fort Lauderdale, Florida 33301 
Email address: scampbell@broward.org 

FOR CONTRACTOR: 
SP Plus Corporation 
Attn: Senior Vice President 
2 S. Biscayne Blvd, Suite 200 · 
Miami, FL 33131 
Email address: cescobar@spplus.com 

11.10. Assignment. All Subcontractors must be expressly identified in this Agreement or 
otherwise approved in advance and in writing by County's Contract Administrator. Except for 
subcontracting approved by County in advance, neither this Agreement nor any right or interest 
in it may be assigned, transferred, subcontracted, or encumbered by Contractor without the prior 
written consent of County. Any assignment, transfer, encumbrance, or subcontract in violation 
of this section shall be void and ineffective, constitute a breach of this Agreement, and permit 
County to immediately terminate this Agreement, in addition to any other remedies available to 
County at law or in equity. 

11.11. Conflicts. Neither Contractor nor its employees shall have or hold any continuing or 
frequently recurring employment or contractual relationship that is substantially antagonistic or 
incompatible with Contractor's loyal and conscientious exercise of judgment and care related to 
its performance under this Agreement. During the term of this Agreement, none of Contractor's 
officers or employees shall serve as an expert witness against County in any legal or 
administrative proceeding in which he, she, or Contractor is not a party, unless compelled by 
court process. Further, such persons shall not give sworn testimony or issue a report or writing 
as an expression of his or her expert opinion that is adverse or prejudicial to the interests of 
County in connection with any such pending or threatened legal or administrative proceeding 
unless compelled by court process. The limitations of this section shall not preclude Contractor 
or any persons in any way from represen_ting themselves, including giving expert testimony in 
support of such representation, in any action or in any administrative or legal proceeding. If 
Contractor is permitted pursuant to this Agreement to utilize Subcontractors to perform any 
Services required by this Agreement, Contractor shall require such Subcontractors, by written 
contract, to comply with the provisions of this section to the same extent as Contractor. 
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11.12. Materiality and Waiver of Breach. Each requirement, duty, and obligation set forth in this 
Agreement was bargained for at arm's-length and is agreed to by the Parties. Each requirement, 
duty, and obligation set forth in this Agreement is substantial and important to the formation of 
this Agreement, and each is, therefore, a material term of this Agreement. County's failure to 
enforce any provision of this Agreement shall not be deemed a waiver of such provision or 
modification of this Agreement. A waiver of any breach of a provision of this Agreement shall 
not be deemed a waiver of any subsequent breach and shall not be construed to be a 
modification of the terms of this Agreement. To be effective, any waiver must be in writing 
signed by an authorized signatory of the Party granting the waiver. 

11.13. Compliance with Laws. Contractor and the Services must comply with all applicable 
federal, state, and local laws, codes, ordinances, rules, and regulations including, without 
limitation, American with Disabilities Act, 42 U.S.C. § 12101; Section 504 of the Rehabilitation Act 
of 1973, and any related federal, state, or local laws, rules, and regulations. 

11.14. Severability. If any part of this Agreement is found to be unenforceable by any court of 
competent jurisdiction, that part shall be deemed severed from this Agreement and the balance 
of this Agreement shall remain in full force and effect. 

11.15. Joint Preparation. This Agreement has been jointly prepared by the Parties and shall not 
be construed more strictly against either Party. 

11.16. Interpretation. The titles and headings contained in this Agreement are for reference 
purposes only and shall not in any way affect the meaning or interpretation of this Agreement. 
All personal pronouns used in this Agreement shall include the other gender, and the singular 
shall include the plural, and vice versa, unless the context otherwise requires. Terms such as 
"herein," "hereof," "hereunder," and "hereinafter" refer to this Agreement as a whole and not 
to any particular sentence, paragraph, or section where they appear, unless the context 
otherwise requires. Whenever reference is made to a section or article of this Agreement, such 
reference is to the section or article as a whole, including all of the subsections of such section, 
unless the reference is made to a particular subsection or subparagraph of such section or article. 
Any reference to "days" means calendar days, unless otherwise expressly stated. 

11.17. Priority of Provisions. If there is a conflict or inconsistency between any term, statement, 
requirement, or provision of any document or exhibit attached to, referenced by, or incorporated 
in this Agreement and any provision of Articles 1 through 11 of this Agreement, the provisions 
contained in Articles 1 through 11 shall prevail and be given effect. 

11.18. Law, Jurisdiction, Venue, Waiver of Jury Trial. This Agreement shall be interpreted and 
construed in accordance with and governed by the laws of the State of Florida. The exclusive 
venue for any lawsuit arising from, related to, or in connection with this Agreement shall be in 
the state courts of the Seventeenth Judicial Circuit in and for Broward County, Florida. If any 
claim arising from, related to, or in connection with this Agreement must be litigated in federal 
court, the exclusive venue for any such lawsuit shall be in the United States District Court or 
United States Bankruptcy Court for the Southern District of Florida. BY ENTERING INTO THIS 
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AGREEMENT, CONTRACTOR AND COUNTY HEREBY EXPRESSLY WAIVE ANY RIGHTS EITHER 
PARTY MAY HAVE TO A TRIAL BY JURY OF ANY CIVIL LITIGATION RELATED TO THIS AGREEMENT. 
IF A PARTY FAILS TO WITHDRAW A REQUEST FOR A JURY TRIAL IN A LAWSUIT ARISING OUT OF 
THIS AGREEMENT AFTER WRITTEN NOTICE BY THE OTHER PARTY OF VIOLATION OF THIS 
SECTION, THE PARTY MAKING THE REQUEST FOR JURY TRIAL SHALL BE LIABLE FOR THE 
REASONABLE ATTORNEYS' FEES AND COSTS OF THE OTHER PARTY IN CONTESTING THE 
REQUEST FOR JURY TRIAL, AND SUCH AMOUNTS SHALL BE AWARDED BY THE COURT IN 
ADJUDICATING THE MOTION. 

11.19. Amendments. No modification, amendment, or alteration in the terms or conditions 
contained in this Agreement shall be effective unless contained in a written document prepared 
with the same or similar formality as this Agreement and executed by duly authorized 
representatives of County and Contractor. 

11.20. Prior Agreements. This Agreement represents the final and complete understanding of 
the Parties regarding the subject matter and supersedes all prior and contemporaneous 
negotiations and discussions regarding that subject matter. There is no commitment, agreement, 
or understanding concerning the subject matter of this Agreement that is not contained in this 
written document. 

11.21. HIPAA Compliance. County has access to protected health information ("PHI") that is 
subject to the requirements of 45 C.F.R. Parts 160, 162, and 164 and related regulations. If 
Contractor is considered by County to be a covered entity or business associate or is required to 
comply with the Health Insurance Portability and Accountability Act of 1996 ("HIPAA") or the 
Health Information Technology for Economic and Clinical Health Act ("HITECH"), Contractor shall 
fully protect individually identifiable health information as required by HIPAA or HITECH and, if 
requested by County, shall execute a Business Associate Agreement in the form set forth at 
http://www.broward.org/Purchasing/Pages/StandardTerms.aspx. The County Administrator is 
authorized to execute a Business Associate Agreement on behalf of County. Where required, 
Contractor shall handle and secure such PHI in compliance with HIPAA, HITECH, and related 
regulations and, if required by HIPAA, HITECH, or other laws, include in its "Notice of Privacy 
Practices" notice of Contractor's and County's uses of client's PHI. The requirement to comply 
with this provision, HIPAA, and HITECH shall survive the expiration or earlier termination of this 
Agreement. Contractor shall ensure that the requirements of this section are included in all 
agreements with its Subcontractors. 

11.22. Payable Interest 

11:22.1. Payment of Interest. County shall not be liable to pay any interest to 
Contractor for any reason, whether as prejudgment interest or for any other purpose, and 
in furtherance thereof Contractor waives, rejects, disclaims, and surrenders any and all 
entitlement it has or may have to receive interest in connection with a dispute or claim 
arising from, related to, or in connection with this Agreement. This subsection shall not 
apply to any claim for interest, including for post-judgment interest, if such application 
would be contrary to applicable law. 
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11.22.2. Rate of Interest. If the preceding subsection is inapplicable or is 
determined to be invalid or unenforceable by a court of competent jurisdiction, the 
annual rate of interest payable by County under this Agreement, whether as prejudgment 
interest or for any other purpose, shall be, to the full extent permissible under applicable 
law, one quarter of one percent (0.25%) simple interest (uncompounded). 

11.23. Incorporation by Reference. Any and all Recital clauses stated above are true and correct 
and are incorporated in this Agreement by reference. The attached Exhibits are incorporated 
into and made a part of this Agreement. 

11.24. Prevailing Wage Requirement. If construction work in excess of Two Hundred Fifty 
Thousand Dollars ($250,000.00) is required of, or undertaken by, Contractor as a result of this 
Agreement, Section 26-5, Broward County Code of Ordinances, shall be deemed to apply to such 
construction work. Contractor shall fully comply with the requirements of such ordinance. 

11.25. Counterparts and Multiple Originals. This Agreement may be executed in multiple 
originals, and may be executed in counterparts, each of which shall be deemed to be an original, 
but all of which, taken together, shall constitute one and the same agreement. 

11.26. Use of County Logo. Contractor shall not use County's name, logo, or otherwise refer to 
this Agreement in any marketing or publicity materials without the prior written consent of 
County. 

11.27. Drug-Free Workplace. To the extent required under Section 21.31(a)(2), Broward County 
Administrative Code, or Section 287.087, Florida Statutes, Contractor certifies that it has a drug­
free workplace program that it will maintain such drug-free workplace program for the duration 
of this Agreement. 

11.28. Living Wage Requirement. If Contractor is a "covered employer" within the meaning of 
the Broward County Living Wage Ordinance, Sections 26-100 through 26-105, Broward County 
Code of Ordinances, Contractor agrees to and shall pay to all of its employees providing "covered 
services," as defined in the ordinance, a living wage as required by such ordinance, and 
Contractor shall fully comply with the requirements of such ordinance. Contractor shall ensure 
all of its Subcontractors that qualify as "covered employers" fully comply with the requirements 
of such ordinance. 

11.29. Workforce Investment Program. This Agreement constitutes a "Covered Contract" under 
the Broward Workforce Investment Program, Section 19.211, Broward County Administrative 
Code ("Workforce Investment Program"). Contractor affirms it is aware of the requirements of 
the Workforce Investment Program and agrees to use good faith efforts to meet the First Source 
Referral Goal and the Qualifying New Hires Goal as set forth the Workforce Investment Program, 
including by (a) publicly advertising exclusively with CareerSource Broward for at least five (5) 
business days any vacancies that are the direct result of this Agreement (whether those vacancies 
are with Contractor or its Subcontractors) and using good faith efforts to interview any qualified 
candidates referred under the Workforce Investment Program, and (b) using good faith efforts 
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to hire Qualifying New Hires, as defined by the Workforce Investment Program, for at least fifty 
percent (50%} of the vacancies that are the direct result of this Agreement. Until at least one 
year after the conclusion of this Agreement, Contractor shall maintain and make available to 
County upon request all records documenting Contractor's compliance with the requirements of 
the Workforce Investment Program, and shall submit the required Workforce Investment 
Reports to the Contract Administrator annually by January 31 and within thirty (30) days after 
the conclusion of this Agreement. Failure to demonstrate good faith efforts to meet the First 
Source Referral Goal and the Qualifying New Hires Goal shall constitute a material breach of this 
Agreement. 

(The remainder of this page is intentionally left blank.) 
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IN WITNESS WHEREOF, the Parties hereto have made and executed this Agreement: 

BROWARD COUNTY, through its BOARD OF COUNTY COMMISSIONERS, signing by and through 
its Mayor or Vice-Mayor authorized to execute same by Board action on the / -::>--,- day of 

b.Q c__e_.M ki.z../L- ,_ ~ 2020, and Contractor, signing by and through its 
VI C,L,- ~ <o ,e,le( b-f- duly authorized to execute same. 

COUNTY 

BROWAR TY, by a 
its Boar 

• 
.­ By: 

rd County 
aunty ioners 2020_I 

Approved as to form by 
Andrew J. Meyers 
Broward County Attorney 
Governmental Center, Suite 423 
115 South Andrews Avenue ~ 
Fort Lauderdale, Florida 333Q1 / 
Telephone: (954) 357- O 
Telecopier: (954) 357, 7 ~n 

~ ~~~.....J~~ ~J7'!b~2d
ate) { ,,4 

.._ 

By:_ _ _ --+---+---- ---+---'---
Michael Kerr 
Deputy County 

.--Hfi

JSS/mdw 
2020-08-20- SP Plus FMD.doc 

08/ 21/2020 
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AGREEMENT BETWEEN BROWARD COUNTY AND SP PLUS PARKING CORPORATION FOR 
PARKING MANAGEMENT SERVICES (RFP # PNC2116816Pl) 

CONTRACTOR 

WITNESSES: 

-'3'At:.•·m y Ut/'S '7 Ul 'l-' 

Print Name of Witness above Print Name and Title 

'5~ day of ()e,,h l.,20To 

r' 

~ 

Print Name of Witness above 
ATTES 

C /h r person 
authorized to attest 

(CORPORATE SEAL OR NOTARY) 

Notary Public State of Florida 
Suray Delgado Jimenez 
My Commission GG 972011 
Expires 03/22/2024 
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EXHIBIT A 
Scope of Work 

Group 1 
Parking Management Services for Various County Agencies 

(Facilities Management) 

Responsibilities of Operator 

1. General Terms 
1.1. During the term of this Agreement, the parking management services firm 

("Contractor") shall be obligated to manage all parking operations at the awarded 
location(s) and additional services, as specified, in a safe, efficient, and cost-effective 
manner. Contractor shall provide the highest level of professional 
management services on a continuous basis, seven (7) days a week, 365 
days a year the hours set forth in Section 4 below. 

1.2. Valet parking may be operated as a concession within the Agreement, as requested 
by the Contract Administrator. 

2. Deleting, Adding or Changing Locations or Areas 
2.1. County may, in its absolute discretion during the term of the Agreement, unilaterally 

add to or remove Parking Facilities (as defined in Section 3.1 below), wholly or in part. 

2.2. If a Parking Facility (as defined in Section 3.1 below) is removed, the quoted cost for 
service at the Parking Facility being removed shall be deleted from the 
monthly invoice amount. County will provide written notice at least thirty (30) days 
prior to the effective date of the removal. 

2.3. If a parking facility location not set forth in Section 3.1 below is added by County to 
the Agreement, prior to the parking facility addition, the Parties shall 
immediately begin negotiating adjustments to the existing compensation based 
on the addition of staff and scope of services. Costs per parking space in current 
contracted locations will be used to determine new fees and expenses. County will 
provide written notice at least thirty (30) days prior to the effective date of the 
addition. 

2.4. County reserves the absolute right to change, remove or switch public parking areas, 
employee parking areas or other designated areas in this Agreement. If the County 
takes such action, a written notice. of the change will be sent to the Contractorat le~st 
thirty (30) days prior to the change. The Parties shall immediately begin negotiating 
adjustments to the existing compensation based on the addition or subtraction of staff 
and scope of services. Costs per parking space in current contracted locations will be 
used to determine new fees and expenses. County. will provide written notice at least 
thirty (30) days prior to the effective date of the change. 
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2.5. County's notice to Contractor of an addition or deletion to Section 3.1 below, or of a 
change, removal or switch of public parking areas, employee parking areas, or other 
areas designated in this Agreement shall constitute an amendment to this Agreement. 

3. Facility Description 
3.1. Currently, parking facilities managed by County's Facilities Management Division 

("FMD"), excluding Broward County Governmental Center -West (BCGCW), are 
managed by a private parking man·agement firm, utilizing HUB Parking Technology's 
(HUB) parking revenue access control system (PARCS). The repair and maintenance 
of the revenue control equipment is provided by HUB-certified service technicians. 
The FMD parking facilities (individually a "Parking Facility" or "Facility" and collectively 
"Parking Facilities or Facilities") are comprised of the following: 

3.1.1. Broward County Governmental Center East (BCGCE) 1200 Parking 
Garage: Seven story 1,200 space parking garage 

3.1.2. Broward County Governmental Center East (BCGCE) 350 Parking 
Garage: Five story 350 space parking garage 

3.1.3. Broward County Judicial Complex (BCJC) East Parking Garage: 
Five story 2200 space parking garage 

3.1.4. Broward County Judicial Complex (BCJC) South Parking Garage: 
Six story 1026 space parking garage 

3.1.5. Broward County Governmental Center West (BCGCW) Garage: 
(Optional) 

Three story 480 space parking garage (employee), located at 1 N. University 
Drive, Plantation, FL 33324 (Note: BCGCW garage does not currently utilize 
a PARCS) 

4. Hours of Operation 
4.1. Contractor shall operate BCGCE 1200 Garage, BCGCE 350 Garage, BCJC South 

Garage 24 hours per day, seven (7) days a week, 365 days a year. 

4.2. Contractor shall operate BCJC East Garage Monday thru Friday from 7:00 
a.m. - 7:00 p.m. 

5. Parking Fees 
5.1. For each Parking Facility, fees are in accordance with County's set fee schedule set 

forth in Exhibit 1 - Facilities Management Facilities Parking Fees. 

5.2. The parking fee schedule for the parking of a vehicle in the employee parking areas, 
public parking areas and for self-parking will be established by County. County shall 
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have the right to amend or otherwise change the schedule at any time during the term 
of this Agreement. 

6. General Management - Contractor shall: 
6.1. Provide parking management services at each Facility in a manner to maximize 

revenues and minimize costs, while providing the highest level of professional and 
courteous customer service in all phases of parking transactions and operations. 

6.2. Manage all current and future garage parking operations including public parking and 
valet parking when req_uested by the Contract Administrator and render other 
parking related services as m~y be requested by the Contract Administrator. 

6.2.1. Diligently monitor the space. co1,1nt for all Parking Facilities and promptly 
notify the Contract Administrator when a facility is closed due to capacity limits. 
Notification is to be via ema.il to the assi_gned FMD building manager with a 
follow up phone call to that building manager's mobile phone. 

6.2.2. Remove from any Facility, any parked vehicle, if directed by FMD. The 
direction from FMD will be issued via an email to Contractor. The towing service 
company which is approved by County to perform such service shall be used. 
All vehicles shall be towed to the site designated by FMD. 

. . 
6.2.3. Forward to the Contract Administrator, no later than the fifteenth (15th) day 

of each calendar month, a written list of complaints, whether verbal or written, 
for each Facility that was received by Contractor during the prior calendar 
month, accompanied by a statement about Contractor's resolution of any such 
complaints. 

6.2.4. Respond to all questions or complaints regarding the quality of services or 
rates received by County and submitted Jo Contractor for response in writing to 
the Contract Administrator within seven (7) days following County's submission. 

6.2.5. At the Contract Administrator's request, meet with FMD to review any 
complaints or concerns and to promptly correct any deficiencies regarding 
Contractor's operations under this Agreement. The Contract Administrator's 
determination as to quality of operation or services shall be conclusive and 
curative measures shall be 'implemented by the Contractor as expeditiously as 
possible.. 

6.2.6. Open and .close Parking. Facilities for special events, cleaning and 
maintenance, repairs and construction activities, as directed by the Contract 
Administrator. 
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6.2.7. Create and deploy portable message signs (Wind-Master, A Frame) for daily 
and special events as directed by FMD. 

6.3. Provide all general rrianag·ement office ·personnel, software, hardware, equipment and 
supplies related to the Contractor's· operation and management of current and future 
parking facilities, except for PARCS Equipment and related supplies may include, but 
not be limited to software; hardware; equipment; radios; uniforms; maintenance and 
cleaning equipment; tools; office and ·accounting supplies; golf carts; vehicles; office 
furniture and custodial supplies. 

6.3.1. Be responsible for alf m·aintenan.ce and repair of equipment and furnishings 
installed or assigned to Parking Facilities except for parts noted in section 10.2. 
The Contractor shall obtain written approval of the Contract Administrator prior 
to conducting maintenance or repairs. 

6.4. Hire and manage custodial service for all Parking Facilities, including but not limited 
to, cleaning all surfaces, the sidewalks leading to, from and within the parking facilities, 
parking garage structure, exit booths, facility entrance and exit roadway, ramps, 
stairwells, vestibules and parking administrative offices. Refer to Exhibit 2 - Cleaning 
Services Schedule - FMD Parking Garages for details. 

6.4.1. The Contract Administrator will be the sole judge of the quality of custodial 
services. If it is determined by the Contract Administrator that custodial services 
are not being performed to the Contract Administrator's satisfaction, the 
Contract Administrator shall notify the Contractor in writing. If corrective action 
required by the Contract Administrator is not performed by the Contractor within 
five (5) days after receipt of such notice, County shall have the right to have 
such custodial services ,performed by another contractor and deduct the cost 
from the the next payments due Contractor until County has been reimbursed 
in full for the costs of having custodial services performed. 

6.4.2. Contractor will keep each Parking .Facility in a clean, safe, and sanitary 
manner free from trash and, periodically pick up and dispose of litter from within 
the Facility, and provide for adequate sanitary handling and removal of all trash, 
garbage, and other refuse caused as a result of the Contractor's operations and 
will deposit such trash, garbage, and refuse at a site designated by FMD. The 
Contractor agrees to provide and use suitable covered receptacles for all 
garbage, trash, and other refuse. Piling of boxes, cartons, barrels, or similar 
items shall not be permitted. 

6.5. Provide updates, information, reco_n1mendations, and suggestions, as requested by 
the Contract Administrator, relating to the parking industry and the management of 
public parking facilities. 
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6.5.1. Upon request by the Contract Administrator, provide information and input 
with respect to the operation and management of County facilities. The 
Contractor agrees to fully cooperate with ~uch inquiries and to be available to 
meet with the Contract Administrator upon request to discuss such inquiries. 

.. . 

6.5.2. The Contractor shall develop and partner with FMD to implement innovative 
programs that will increase· the overafl · percentage of net revenue from all 
parking related facilities and services. This may include promotional activities, 
new products, or new se·rvice.s that promote County facilities in the local market. 

6.5.3. The Contractor shall submit a written business plan for each new product or 
service to the Contract Administrator for approval, and the implementation of 
new products or services shall · be' at• the sole risk of Contractor. The 
implementation of any new products or services by Contractor must be 
approved in writing, in advance, by the qontract Administrator. 

6.5.4. The Contractor shall develop and partner with FMD to implement innovative 
programs that will increase the overall percentage of net revenue from all 
parking related facilities and services. This may include promotional activities, 
new products, or new services that promote County facilities in the local market. 

6.6. Attend parking related meetings and events as directed by the FMD. 

7. Staffing 
7.1. Contractor shall provide qualified and adequate staffing, including an exclusive on-site 

parking manager and assistant r:nanager, attendants, custodial service, at each 
Parking Facility set forth in Section 3.1, to facilitate activities relating to public parking 
and for valet parking, when required. The staffing level at each Facility shall be 
adjusted according to passenger traffic and business demands, refer to Exhibit 3 -
Group 1 (FMD) Parking Garages - Non-Event Staffing Schedules. All parking staff 
employees must possess and display a County contractor ID badge while working on 
County property and must pass a .!eve! one FDLE background check in order to 
receive a County contractor ID badge. 

7.2. Annually Contractor shall develop and submit a written staffing plan for each Parking 
Facility to the Contract Administrator for approval, outlining the base number of 
employees the Contractor will use to operate each Parking Facility during 
various hours of the day. The staffing plan must, at a minimum, comply with the 
minimum staffing schedule provided in this Agreement, unless the Contract 
Administrator directs Contractor, via email, to reduce staffing below that level. 

7.3. The proposed staffing plan shall be based upon generally anticipated normal 
operations at each Facility, as well as staffing needs for peak seasons. The staffing 
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plan shall include the classifications of employee positions and the responsibilities of 
each position. · i · • 

7.4. Contractor shall meet with the ·Contract Administrator each month to review 
Contractor's proposed staffing plan for the following calendar month. The monthly 
plan shall be reviewed with the Contract Administrator by the fifteenth (15th) of each 
calendar month prior to the calendar month it covers to ensure all peak or slow periods 
and holidays are properly covered. · 

7.5. Contractor shall provide for the additi'on or reduction of employees at each Facility as 
directed by the Contract Administrator. Contractor shall be reimbursed for the costs 
for additional employees. 

7.6. Contractor shall· manage and operate each Facility through the superv1s1on and 
direction of an active, qualified competent on-site manager at each Facility who shall 
always be subject to the direction and control of the Contractor. 

7.7. An exclusive on-site resider:t manager shall be assigned by Contractor to each 
Parking Facility and shall be available during normal business hours or other 
hours as designated by the Contract Administrator. 

7.8. Contractor shall assign a qualified e.x;clusiv~ .assist~nt on-site manager to oversee 
each Fa~ility's public operations and to be available in the absence of the on-site 
manager and to act on behalf of the exclusive resident manager. 

7.9. Contractor's appointment of each exclusive on-site manager and exclusive assistant 
on-site manager shall be subject Jo the prior written approval of the Contract 
Administrator, in his or her sole discretion. 

7.10. Contractor shali always retain qualified, competent, and experienced employees at 
Parking Facilities to conduct its operations.- C9ntractor's employees shall be clean, 
courteous, efficient, and nei;lt in apoearance. 

7.11. Contractor shall maintain a friendly and cooperative relationship with other tenants on 
the premises of Parking Fa,cili.ties, ar,d shall not engage in open or public disputes, 
disagreements, or .conflicts, t~ndipg to d~teriora-ie the quality of the services offered 
at Parking Facilities;: orb~- incompatiblEi to, the best interest of the public or County . 

7.12. Contractor shall in,mediately 1;f?move and keep removed from Facilities any employee 
who participates in illegal ~cts, wl1<) violates County rules and regulations, or the 
provisions of this Agreement, or who, in the. opinion of Contractor or the Contract 
Administrator is otherwise detrimental to the public interest at Parking Facilities. 

RLI/RFP/Contract # PNC2115816P1 [BC[ #+OJ (Rev. 12.02..2019)] 
. • ', j' . 

Page 28 of 162 

Exhibit 3 
Page 28 of 162



7.13. Contractor shall provide uniforms and badges to its employees which shall be 
reimbursed subject to the prior written approval of the Contract Administrator. 

! 

7.14. All Contractor's employees that work ~ta Parki~g Facilities are required to wear the 
appropriate County approved uniforms ~rid 'identification badges provided by 
Contractor, when on duty. Contractor ensu·res· that all employee and uniforms wil be 
clean and neat while at the Facility · · 

7.15. Contractor shall inform each- of its. employees of the pertinent County rules and 
regulations and_theappticable provisions bf this Agreement. 

7.16. If theft, fraud or embezzlement or ·suspiciori' of same occurs, it is Contractor's 
responsibility to immediatefy notify: the Contract Administrator of the incident or 
suspected incident as soon as Contractor becomes aware. Notice shall be by 
telephone, followed by written· notice within twenty-four hours after the telephone 
notice. Contractor shall provide full disclosure including, but not limited to, copies of 
police reports of investigation, reports to bonding and insurance companies, bonding 
and insurance companies' findin9s, and reports of any action taken against an 
employee, promptly request of the Contract Administrator. Contractor shall cooperate 
with the prosecution of any employee alleged to be involved in theft, fraud, 
embezzlement, or any similar activity. 

7.17. All employees of Contractor assigned to work under this Agreement, must sign a pre­
employment statement stating they are aware they will fully be investigated and 
prosecuted of the law for any theft. ·fraud, embezzlement, or similar activity. 

7.18. Contractor's employees are required to review customer service training materials 
provided by County. 

7.19. Employees of Contractor and its Subcontractors shall use the Parking Facilities 
designated by FMD at no cost to the Operator, its employees, or Subcontractors. 

8. Subcontractors 
8.1 . The Services provideq by Contractor shall not be performed by any party other than 

Contractor without prior written approval of the Contract Administrator. 

8.2. The fee schedules for valet and any changes_ thereto shall be subject to the prior 
written approval of Contract Administr;ator. 

9. Equipment and Furnishing Ownership. 
9.1. County owns all existing equipment and furnishings that are located at the public 

parking areas, employee p~rking areas, and the assigned areas. 
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9.2. Except for title to motor vehicles, title to all other items that are paid for by County as 
a Reimbursable Expense shall be vested in County, upon payment of such 
Reimbursable Expense to the Contractor. Motor vehicles purchased by Contractor for 
use in performance of this Agreement _will be assigned a County asset number upon 
County's reimburseme~t of Contractor's· cost of a~quisition of the vehicle. Title to such 
motor vehicle(s) will be transferred to Coynty by Contractor upon expiration or earlier 
termination of this Agreement. ' · · ' 

9.3. Contractor shall not disppse of any equipment or furnishings except in accordance 
with County procedures :and . with•, \h.e' prior, ·written consent of the Contract 
Administrator. · · ·· .· •, · · 

10. Inspections and Repairs' . 
. '' } ' .. . 

10.1. Contractor shall manage, troubleshoot, and provide · routine maintenance on the 
exterior of Parking Access and Revenue Control System ("PARCS"), including 
wiping down all System equipment, minor repair of broken gate arms, loading of 
tickets, clearing ticket jams and card readers. 

10.2. Contractor shall operate the current PARCS (and any new future equipment) at 
BCGCE 1200 Garage, 350 Garage and BCJC East Garage, and South 
Garage parking facilities. The major components may include entry/exit lane 
equipment, intercom system, pay-on-foot. stations, vehicle count system, 
automatic vehicle identification system, license plate recognition (LPR), license 
plate inventory (LPI), dynamic signage system, pay-by-phone service, 
reservation system, and manual handheld credit card machines. Repairs and 
maintenance of the HUB Parking Technology revenue control equipment at 
BCGCE and BCJC Parking Facilities are performed by a different contractor and 
are not part of Contractor's Services ..· 

10.2.1. Contractor shall be responsible· for the proximity card program at 
designated Parking Facilities, including billing for lost proximity cards. 

10.2.2. Contractor shall provide such assistance as Contract Administrator may 
request, including, but not limited to; parking operator level preventative 
maintenance, routine maintenance, repair gate arms, load tickets, clear ticket 
jams, card readers, and ,revenue control equipment recommendations. In no 
event shall Contractor perform any work or modifications on the PARCS other 
than specifically_ approved in writing, in advance, by Contract Administrator. 

10.2.3. Contractor shall monitor the intercom system that is integrated in PARCS 
and the call box system located throughout each Facility and respond to calls 
for assistance received from patrons in five (5) minutes or less. 
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10.2.4. Contractor shall report any known malfunctions in the parking revenue 
control system (PARCS) in writing tG the Contract Administrator within twenty­
four (24) hours after discovery by Contractor. 

10.3. Contractor shall perform daily Facility inspectiqns to ensure all safety standards are 
met or exceeded. Any hazardous conditions· found must be reported to Contract 
Administrator for resolution immediately and noted in the Contractor's Daily 
Operational Report for record keeping. Contractor shall protect parking customers 
from any hazardous conditions using C.>ontractor-provided visible barriers. 

10.4. Contractor shall conduct daily F·acility ·obse'rvations to ensure all revenue control 
equipment, elevators, lighting fixture~ and other infrastructures are in proper working 
order and to help prevent, deter or minimize vandalism, damages, and theft of vehicles 
and equipment. Any issues founcf must be reported to Contract Administrator by email 
within twenty-four (24) hours after inspection and noted in the Contractor's Daily 
Operational Report for record keeping. 

10.5. If structural or permanent portions of any Parking Facility shall be partially damaged 
by fire or other casualty, Contractor shall give immediate notice thereof to Contract 
Administrator,, and the_ same shaH_.Qe 'l'epc;lired at the expense of County without 
unreasonable. delay unless.County det~rmines tha.t the damage is so extensive that 
the repair or rebuilding is not feasible. 

10.5.1. The management obligations of Contractor hereunder shall not cease or 
be abated during any repair period. 

10.5.2. If County elects to rebuild. the damage to any Facility, County shall notify 
the Contractor of such intention within sixty (60) days after the date of the 
damage; otherwise, the Agreem!3nt as it applies to such Facility shall be deemed 
terminated and of no further force or effect, and the Management Fee payable 
hereunder shr.ill be decreased in an eqLJitable manner taking into account the 
reduced level of operations. 

10.6. Contractor shall immediately noHfy County ir:i writing when striping, re-striping, re­
lamping, or other maintenf:lnce. items, ir;tcluding maintenance of the revenue 
control system, . becomes. n_ece,ssary in any Parking Facility. The Contract 
Administrator, at its sole discretion, will determine if striping, re-striping, re­
lamping, or other maintenance items are necessary. 

10.7. Contractor shall not cause to be damaged or destroyed any County fixtures, 
equipment, or property, including without limitation, equipment/furnishings. If Contract 
Administrator determines that any.- County fixtures, equipment, or property was 
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destroyed or damaged by Contractor, Contractor shall make all repairs or 
replacements of same at the Contractor1s oWf-! expense. Contractor must complete 
repairs or submit a repair schedule to Contractor Administrator for approval within 
fifteen (15) days· after notification from Contract' Administrator's determination. 

10.8. County shall not be liable to the Contractor for an'y damage caused by disrepair of any 
kind until County has had reasonable opportunity to perform repairs after being 
notified in writing of the need for same by Contractor.· If such damage is caused by the 
Contractor's employees, such costs for repair shall be recoverable as a deduction 
from the Annual Management Fees, which shall include County's standard rates plus 
any applicable overhead char~es. 

10.9. County shall not be liable to the Contractor for any damage to merchandise, trade 
fixtures, or personal property of the Contractor caused by water leakage from any 
cause or source, whatsoever, includ:ing,,but not limited to, a Facility's roof, water lines, 
sprinkler, or heating and air conditioning equipment. 

10.1 o.The Contractor shall, to the extent of its actual knowledge, promptly report 
any suspicious or il!egal activities, and incidents involving property damage to 
Parking Facilities during the Facility's operating hours. A written report of every 
reported event shall be kept on file by Contractor unless otherwise 
specified by Contract Administrator a!ld shall be provided to the Contract 
Administrator upon request.· .... 

11. Management and Operations Plan 

11.1. Within thirty (30) days after the Effective Date, Contractor shall prepare and submit to 
the Contract Administrator a written management and operations plan 
("Management and Operations Plan") that includes a line item operating budget for 
the period from the Effective date through its one year term, using the form attached 
hereto and made a part hereof as Exhibit B. 

11.2. Contractor shall provide Contract Administrator with a written emergency evacuation 
and continuity of operations plan (COOP), outlining the steps and process for 
resumption of parking operations following major business disruptions. The COOP 
shall be detailed procedures of actions to be takem by the Contractor before, during 
and after an event. The COOP is to be updated ~nnua!ly in writing, if requested by the 
Contract Administrator. · 

11.3. Contractor shall prqvide the Contract Administrator with emergency telephone 
numbers at which the Contractor's manager or designee, as required may be reached 
on a 24-hour basi$. 
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11.4. Contractor shall provide the. Services in a manner to max1m1ze revenues and 
minimize costs, while providing the highest level of professional and courteous 
customer service. 

11.5. Contractor agrees to implement the approved Management and Operations Plan and further 
agrees to update the plan in wdting on an annual basis, if so directed by Contract 
Administrator. 

11.6. The burden of proving compliance with the Management and Operations Plan rests 
with the Operator. · 

11.7. All revisions and updateS' to the ~ahagement Operations Plan must be in writing and 
approved by the ContractAdministrator in wr_iting before implementation by Contractor. 
Contractor agrees to comply with th'e rules, regulations, and operating procedures 
contained within the Managenient and Operations Plan to the Contract Administrator's 
satisfaction. 

11.8. Reasonable questions or complaints regarding the Contractor's compliance with the 
Management and Operations Plan, whether raised by customers' complaints, 
on Contract Administrator's own initiative, or otherwise, may be submitted in 
writing by Contract Administrator to Contractor, and Contractor's written 
response must be provided to the Contract Administrator within seven (7) days 
thereafter. In ·addition, at Contract Ad,ministrator's request, Contractor shall meet 
with Contract Administrator to 'review any complaints or concerns and to promptly 
correct any deficiencies. 

11.9. In accordance with the County's annual budget preparation schedule, Contractor shall 
prepare and submit to County a proposed line item operating budget for the next 
County fiscal year, October 1st through September 3oth, in a form approved by the 
Contract Administrator. This must be submitted by January 15th of each year. 

11.10. Contractor's proposed budget must reflect operations in accordance with the 
approved Management and Operations Plan and must correspond with the County's 
budgeting process. 

11 .11. Any budget request by Contractor in excess of the dollar limits described in this 
Agreement must be separately item1zed in the Contractor's budget. 

11.12. Contractor's proposed budget shall be subjer;;t to approval or disapproval in writing by 
Contract Administrator within thirty (30) days of Contract Administrator's receipt 
thereof and shall be subject. to review from time to time if requested by either 
Contractor or the Contract Administrator. If Contract Administrator fails to approve or 
disapprove the proposed budget wit.hin thirty (30) after. its receipt by the Contract 
Administrator, then the existing budget shall. remain in force until a new budget is 
approved.,All approvals or revisions of the proposed or approved budget by Contract 
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Administrator shali be set forth in_ writing and shall thereafter be binding upon 
Contractor. 

11.13. Contractor shall submit with its annual proposed budget, resumes of all its 
management and supervisory level employees. · 

11.14. Contractor shall obtain level· one background checks from the State of Florida 
Department of Law Enforcement. · Contractor shall submit to the Contract 
Administrator the written results of. background checks, if requested by Contract 
Administrator. The Contract Adniinfstrator· shall have the right to approve or 
disapprove all personnel. 

11.15. The approved annual operating budget may' be increased or decreased by the 
Contract Administrator from time to"liriie. bllt only if and to the extent that Contract 
Administrator, in its sole discretion, deems such revisions necessary and appropriate 
under this Agreement 

12. Monthly Reports 
12.1. On or before the fifteenth (15th) day of each calendar month during the Initial Term 

and each Extension Term, Contractor shall submit to the Contract Administrator a 
written monthly revenue report and monthly expense report along with supporting 
documentation, by category of parking services, certified by an officer of Contractor 
on a form approved in advance by the Contract Administrator. This report shall serve 
as a summary of parking gross revenues and reimbursable expenses and as an 
invoice to County from Contractor for the · reimbursable expenses and monthly 
installment of the Annual Management Fee .for the previous calendar month. 

12.2. The monthly revenue report and monthly expense report shall include a statement 
from Contractor. indicating, on a·monthly basis, the actual number of eight-hour 
cashier shifts, and part-time and overtime hours worked during the applicable month, 
including any additional personnel requested by Contract Administrator. 

12.3. This report shall provide a summary of monthly reimbursable expenses for valet 
parking services and self-parking, services. 

12.4. In no event shall the County be required to reimburse Contractor for more than the 
actual ho.urs of service provided by any Contractor employee. 

12.5. Documentation of reimbursab!e expenses, including copies of invoices stamped paid, 
indicatrng date and check numbers, sh.all·-accompany the monthly revenue report and 
monthly expense report, inc;hJding. all premium billings and annual premium 
adjustment billings ·as submitted by Contractor's insurance company providing 
workers' compensation coverage, supporting logs and any other detailed 
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documentation. County reserves the right to request copies of the front and back 
of canceled checks prior to reimbursement. 

12.6. Contractor must submit a written request for reimbursement within thirty (30) days after 
Contractor's payment of a reimbursable expense that the Contractor incurred. 

12.7. On or before the 15th day of each month, the Contractor and each Subcontractor shall 
submit to the Contract Administrator a separate monthly revenue report and 
monthly expense report for the prior calendar month. Each report shall be certified by 
an officer of the applicable entity and be on a separate form approved by Contract 
Administrator for each category of service. 

13. Annual Report 

13.1. Contractor and its Subcontractors shall each provide to County annually an audited 
financial statement from operations at Parking Facilities for the self-parking services, 
and the valet parking services. 

13.2. The special report shall be prepared. by an, independent certified public accountant in 
accordance with the provisions of the codification of Statements on Auditing 
Standards. 

13.3. The annual report shall be filed with County within ninety (90) days after September 
30 during each calendar year during the Initial Term or any Extension Term of this 
Agreement and shall include the following: 

13.4. Schedule of all gross revenues as applicable by category, by month, and by the 
separate services of employee parking and self-parking. 

13.5. Schedule of all operating expenses, including Reimbursable Expenses, by category, 
by month, and by the separate services of employee parking and self-parking. All 
Reimbursable Expenses for employee parking and self-parking services shall 
be designated as such, and all non-Reimbursable Expenses shall be so 
designated. 

13.6. Differences, if any, by category between audited revenue and expenses and the sum 
of the monthly revenue report and monthly expense reports. 

13.7. Failure of the Contractor to file the annual audit report within ninety (90) calendar days after 
the end of each Fiscal Year shall result in a reduction to the reimbursement for the annual 
audit report as follows: 

13.7.1. Up to thirty days late - a reduction of Seven Hundred fifty Dollars ($750); 
13.7.2. Thirty-one to sixty days late - a reduction of One Thousand eight Hundred seventy 

five Dollars ($1,875); 
13.7 .3. Sixty-one to ninety days late - a reduction of Three Thousand three hundred seventy 

five Dollars ($3,375); and 
13.7.4. Ninety-one days or later - there will be no reimbursement payable for the annual audit 

report. 

14. Reimbursable Expenses 

14.1: The approved operating budget shall include all ordinary direct operating costs and 
expenses to be incurred by the Contractor in providing the Services including, 

· but not limited to, the following: 
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14.1.1. Salaries and benefits. Any adjustment to managers and supervisors' 
salaries or fringe benefits (including payroll taxes and Workers Compensation) 
must be in accordance with the operating budget Contract Administrator. Any 
such increase iri salaries or fringe benefits of managers and supervisors must 
be consistent with industry standa~ds based on staff performance. 

14.1.2. The cost of ticket stock, employee parking media reporting forms, annual 
report, and other · e~pendable general office expenses directly used in the 
operation of the parking 'f~cilities (excluding general home office expenses, 
which shall be included in the Annui:1I Management Fee) 

14.1.3. Use of towing service ai1thorized by the Contract Administrator. 

14.1.4. The cost of purchasing equipment or furnishings and subsequent 
maintenance and repair' of,such:equipment or fu'rnishings. All purchases must 
be preapproved in writing by the Contract Administrator. 

14.1.4.1. Maintenance and repair expenses made to Contractor's own 
equipment and furnishings shall not be a reimbursable expense. 

14.1.4.2. All maintenance and repairs done by Contractor or on its behalf shall 
be of first-class quality in bqth materials and .workmanship. If in the sole 
judgment of Contract Administrator any maintenance, repair or replacement 
is not of first-class quality, Contractor shall not be entitled to the 
reimbursement of such cost until such time as Contractor makes the 
required corrections Contract Administrator deems necessary. 

14.1.4.3. Contract Administrator shall not be entitled to reimbursement 
for any additional expenses paid by Contractor in taking corrective 
action as required in Section 14.1.4.2 to make the required corrections. 

14.1.5. Supplies used for providing custodial services in the Parking Facilities. 

14.1.6. Tile actual cost incurred by Contractor associated with any 
subcontracted services needed to fulfill a Contract Administrator requirement 
during the period of this Agreement. . 

14.1.7. Security service used in connection with the handling of daily deposit of 
monies and the ma11agem.ent. of the County Change Fund (as hereinafter 
defined). 

14.1.8. Credit card tra.nsaction fees and bank fees related to management of the 
County Change Fund, net of interest inqome if an interest-bearing account 
is utilized. 
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14.1.9. Phone Service including phone sarvice for the operation of the Parking 
Access and Revenue Control System. Additionally, the Contractor is 
responsible for establishing all phone lines required to operate any additional or 
upgraded P~rking Access and R~venue Control System . .... • 

' . . . 

14.1.10. Temporary signage iocat~d on Parking Facilities' roadways and parking
.·" ·,. ' ' . 

areas. 

14.1.11. The cost of employee uniforms and qadges, except that County shall be 
entitled to a credit for uniforms not returned by terminating employees or for 

' .• - . .~ 

excessive uniform replace-ment (excessive shall be reasonably determined by 
the Contract Administ(ator). 

14.1.12. The cost of ail licer;ses-and permits obtained pursuant to existing federal, 
state, county or city statutes, ordinance, rules, regulation, or laws. 

14.1.13. The costs for obtaining background checks from the state of Florida 
Department of Law Enforcement or from other sources approved by the 
Contract Administrator, including, but not limited to, drug testing and motor 
vehicle reports. 

14.1.14. Insurance at the approv~q • .:, bu~geted amounts and agreed upon 
deductible amounts anp voluntaryJ,ettlements of patrons' claims for vehicle 
damage or lo~s_of contents if authoriz~d by County. Reimbursement shall not 
exceed Two Thousand. Fiv~ Hundred ($2,500) per occurrence for each claim, 
and Five Thousand Dollars ($5,000.00) per occurrence for each stolen vehicle. 

14.1.15. Reimbursable expenses shall be computed and payable monthly in 
arrears. Contractor shall not be reimbursed for any purchases made by 
Contractor that have not received Contract Administrator's written approval prior 
to purchase. 

14.1.16. All costs incurred in performing the FACTA compliance services. 

15. Non-Reimbursable Expenses· 
15.1. The approved operating budget shall spe.qifical!y exclude the items listed below, which 

to the extent connected to the valet parking services, the self-parking services and the 
employee parking ser\1.ices, shall ba·deemed included in the Annual Management Fee. 

15.1.1. Administration, bookkeeping, and leg~I costs and expenses associated 
with general home office matters. 

15.1.2 .· Postage assQciated with general ;home office matters. 
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15.1.3. Travel, accommodation, and ge~eral home office expenses, including long 
distance calls in connection With general home office matters. 

15.1.4. The cost of all licenses and permits obtained pursuant to existing federal, 
state, County, or city statutes, ordinances, rules, regulations, or laws. 

15.1.5. Late fees, interests, penalties, and fines of any kind. 

16. Change Fund . . 
16.1. County shall fund a County Change Fund ·in an amount agreed to prior to the 

commencement of Contractor's performance of this Agreement by County and 
Contractor. The initially funded Coun'ty Change Funds is intended to be sufficient to 
meet daily change furid requirements ("County Change Fund") associated with the 
cash accepting pay on foot $t~tions. . 

16.2. The County Change Fund shall be held in trust by Contractor for the account of 
County, and the County Change Fund shall never be considered Contractor's funds. 

16.3. Contractor shall account for amounts into and disbursements from the County Change 
Fund through monthiy written reports to the Contract Administrator, at the time and in 
the format required by the Contract Administrator. 

16.4. The monthly report shall include, .put not be limited to, the amount in the County 
Change Fund at the beginning and end of each report period, with tie-in to receipts 
from Parking Facilities operations: 

16.5. Contractor will establish controls and provide written information regarding the County 
Change Fund as may be requested from time to time by the Contract Administrator. 
County shall replenish the County Change Fund as reasonably required by the 
Contract Administrator. 

16.6. The amount of the County Change Fund may be increased or decreased from time to 
time at the sole discretion of Contract Administrator. 

17. Unaccounted Tickets 
17.1. Contractor will be assessed liquidated damages monthly for unaccounted tickets at 

the maximum daily r-ate per ticket for the appHcable Parking Facility per ticket for all 
tickets over one percent (1 %) of total tickets i?sued during such month. 

17.2. Contractor's procedure for unaccounted tickets shall be incorporated by Contractor 
into the Management and Operations Plan, 

18. Revenues 
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18.1. All gross revenues derived from the Contractor's performance of Services shall belong 
to County and shall be held in trust by the Contractor while the funds are in its custody 
and control. 

18.2. Should any gross revenues be lost, stolen, or otherwise removed without the 
authorization of County from the custody and control of the Contractor prior to their 
deposit in the bank account · designated by County, the Contractor shall be 
responsible, for and shall deposit in said account a like sum of monies within forty­
eight (48) hours of such loss, theft, or removal. 

18.3. Should said loss, theft, or removal be insured or otherwise secured by Contractor, 
payments made to County on account thereof shall, if appropriate, be reimbursed to 
the Contractor. 

19. Revenue Collection and Control 

19.1. The Contractor further agrees that its employees, agents, and Subcontractors will 
follow PCI-DSS Best Practices, as applicable. 

19.2. Contractor shall monitor receipts issued by the pay stations located at the Parking 
Facilities, for compliance with the Fair and Accurate Credit Transactions Act (FACTA) 
of 2003, Section 1681 c(g)(1 ). 

19.2.1. Contractor shall check, on a daily basis, one (1) credit or debit card receipt 
issued by each of the pay stations at the Parking Facilities to determine if the 
card numbers and expiration dates of the cards used are properly truncated in 
accordance with the requirements of FACTA. 

19.2.2. If a receipt does not comply with FACTA, Contractor shall (i) close the 
affected pay station; (ii) promptly report the non-compliant receipt to the Contract 
Administrator and County's equipment and software vendor by telephone, followed 
by written notice by email within two (2) hours after the telephone notice; and (iii) 
re-open the affected pay station only after County and/or its equipment and 
software vendor produce a compliant receipt from the affected pay station verifying 
that the issue has been corrected. 

19.2.3 All costs associated with the monitoring services required by this Section 19 
including, but not limited to, the cost incurred by the Contractor to do credit or debit 
card transactions required in Section 19.2.1 as well as Contractor's personnel costs 
directly related to time spent providing such monitoring services shall be a 
Reimbursable Expense, as set forth in Section 14 above. 

19.3. Contractor shall assume all financial responsibility for loss of funds or non-collected 
funds, except that Contractor shall not be responsible for non-collected funds if, at the sole 
but reasonable discretio·n of the Contract Administrator, Contractor shows that diligently 
it attempted to collect such funds in a manner satisfactory to the Contract 
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Administrator. Contractor shall only be responsible for funds lost while in the 
possession of the Contractor. 

19.4. If Contractor charges any patron· a price in excess of the established schedule of 
rates, the amount by which the actual charge exceeds the established rate shall 
constitute an overcharge _which, upon demand of the patron or of Contract 
Administrator shall be promptly refunded .to the. patron. The amount of any such refund 
shall be deducted from the gross. revenues, provided that suitable substantiating 
evidence of such refund is provided 'to the Contract Administrator by Contractor, and 
provided further that the amount of said overcharge is, or has been, deposited as part 
of gross revenues in the bank account designated by County. 

19.5. If the Contractor charges any patron a price which is less than the established 
schedule of rates, the amount by which the actual charge is !ess than the established 
rate schedule shall constitute an undercharge; an amount equivalent thereto shall, be 
paid by Contractor into the bank account designated by County for the deposit of gross 
revenues hereunder upon demand by the Contract Administrator. 

20. Armored Car Service 
20.1. Contractor shall collect, account for, and deposit daily, through an armored car 

service provided by County, by.5:00.P.M:in a bank account designated.by the County, 
in the name of Broward .County Agencies' "Department/Division Name", all gross 
revenues, including sales tax, collected on the previous virtual day from the operation 
of County Facilities parking facilities, including, self-parking and, employee parking. 

20.2. The armored car service shall pick up daily deposits on weekends and holidays and 
will deposit funds in-the bank no later than 5:00 P.M. on the next business day. 

20.3. Any modification to the deposit schedule must have the prior written approval of 
Contract Administrator. 

20.4. Contractor shall provide Cqnt~act;\dministrator with written daily report of deposits 
no later than 2 PM (EST) the next business day after the deposit. 

21. Emergency Relocation 
21.1. It may be necessary from time to timq to relocate:Contractor from a Parking Facility or 

Facilities, or to suspend,. th~ Contra,ctor's provision of Services during periods of 
heightened security n~quirernel)_ts,, If such conditions exist, Contract Administrator will 
attempt to find suitable location(s) from which Contractor may provide Services; 
Contract Administrator may suspend Contractor's provision of Services completely, 
for a period determined by the Contract Administrator as necessary to satisfy any 
security need$. 
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21.2. Contract Administrator sh~II give the. Contractor reasonable notice of any such change 
of location(s) or suspension of Services or any portion thereof, with such notice being 
at least twenty-four (24) hours prior written notice to Contractor, except in the case of 
an emergency. 

22. Hazardous Materials 
22.1. Contractor shall: · 

22.1.1. Have a folder jn ·each. Facility that contains the Safety Data Sheet 
information for .all oleanin9 and maintenance chemicals used on site by 
Contractor or its Subcontrac;tors. 

22.1.2. Allow inspection by appropriate ~gency personnel of all Contractor's 
business premises storing, using, or generating hazardous materials or bio­
hazardous waste prior to the comme~cement of operation, and periodically 
thereafter to assure that adequate facilities and procedures are in place to 
properly manage hazardous materials and bio-hazardous waste projected to be 
located on the site. 

22.1.3. Provide for proper maintenance, operation, and monitoring of hazardous 
materials management systems, including spill, hazardous materials and bio­
hazardous waste containment systems, and equipment necessary on-site for 
the handling of first response ta releases of oil or hazardous materials along 
with the capacity to employ such equipment; contract with a licensed hazardous 
waste transporter • and/or treatment and disposal facility to assure proper 
pretreatment of wastewater and sludge and the treatment of disposal of 
hazardous waste and shall keep all required records of such transactions, 
including but not limited to, hazardous waste manifests. 

22.1.4. Describe design features, response actions and procedures to be followed 
in case of spills or other accidents involving hazardous materials, bio-hazardous 
waste, or oil. 

22.1.5. Comply with applicable reporting provIsIons of Title Ill of Superfund 
Amendment and Reauthorization Act (SARA) of the Emergency Planning and 
Community Right-to-know Act (EPCRA) and DNRP. Chapter 27 of Broward 
County Gode. 

Responsibilities of County 
23. General Manageme.nt - County 

23.1. Maintain and make necessary structural repairs to the facility and the fixtures, 
including, without limitation, the inteiiorwindows, doors and entrances, floors, interior 
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walls and ceiling, the interior surface, the surfaces of interior columns, elevators and 
escalators. 

23.2. Provide a PARCS or equivalent.. County shall be responsible for the replacement, 
repair, and modification of the revenue control system. 

23.3. Provide public utilities service lines where wa~er and :applicable utilities will be metered 
per usage. 

23.4. Provide elevators, f1re-and security alarms, permanent lighting and air conditioning for 
offices. ' · 

23.5. Provide landscaping. 

23.6. Provide emptying of trash and recycling dumpsters. 

23. 7. Provide permanent signage, located on Parking Facilities' roadways and parking 
areas. 

23.8. Provide armored car service. 
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EXHIBIT B 

BUDGET SHEE"! 
•3roup 1 · Faciiities Mar.;igern~nt Divis;::,n Parki,~g Facilitie; 

l.ocation: Broward County Government Cehler E;,st 1.200 (GG Garage)/350 Garage, 151 SW 2nd Street, Ft. Lauderdale, FL 33301 

(Price shall be inclusive of Living Wage Ordinancr, requirements, annually adjusted.) 

Yearl Year 2 

Annual Total Annual Total 

MANAGEMENT FEE: 

The management fee that will be charged by the company for this location 29,070.00 1$ 29,070.00 1 $ 

Year3 

Annual Total 

29,070.001 

PAYROLL EXPENSES BUDGET· 

Salaries/Fringe Benefits $ 44,581.98 $ 45,473.62 $ 46,383.09 
Wages/Fringe Benefits 
Wages for employees, including management $ 298,496.55 $ 304,466.48 $ 310,555.81 
Taxes &Workers Comp. 
Wage Taxes and Workers Comp Insurance ' $ 47,851.24 $ 48,808.26 $ 49,784.43 

TOTAL: $ 390,929.77 $ 398,748.37 $ 406,723.33 

OTHER MAJOR EXPENSES BUDGET: 
Uniforms 
Employee uniforms, name tags, belts, hats, coats, etc. 

Insurance 
Insurance (per agreement insurance requirements) 

·-Background Checks 
Pre-employment criminal background check •-w---~-•Pre Employment Testing 
Drug screen process before hiring 

' 
" Timeclock ,, 

Electronic time clock system fees 
, __ ,_ 

ICleanmg Services 
All daily cleaning services, seven days a week 24 hcurs add'/, must have pressure cleani~g ability ,.·---· Pressure Cleaning Services (Optional Services) Included 
Pressure cleaning as needed for troubled areas ' 

,. 

--,-!l!"--r-
Licenses & Permits 
city of jurisdiction Occupational license for project specific location onl1y " ·,·"-

Audit Fees & Accounting Fees 
Yearly external audit and monthly accourting fees 

•--u. 
Customer Service Cart ----
Golf cart for counts, lost vehicles, flat tires. etc. - : --- -,-~--· - ... -· 
Supervisor's Truck 
Purchase of a new operations truck for travel to garages. 2mpb\1 e<:: breaks, n;st_onier s,mvite~ etc.__ ., __ 

' -AVI Transponders 
Yearly expense to purchase transponders 

-Ticket Stock -

$ 300.00 

$ 20,311.20 

$ 1,069.89 

$ 1,069.89 

$ 1,191.00 

$ 123,099.48 

'.$ '· 
.. 

-

$' 327.00 

$ 5,\}00.00 

$, 
" 

-

$ 
" 

.$ -

Yearly expense to purchase spitter tickets 
·-- '$ 3,960.00 

Towing/Booting Service 
Tow or boot a vehicle ---------- $ -
Equipment Repair & Maintenance ... 
Maintain and repair spitters, !ag machines, gates. etc. 

,..,_______ ------ $ 8,094.00 
Police Security Servite 
Ft. Lauderdale Police detail for Thur., Fri., and Sat. nights gcarding GG Garage $ 24,000.00 
Phone & Internet Service 
Communication servkes to C(?_nduct busin~ss 

Temporary Signage 
·--- ~·- .~... ----··~-. ~---. $ 2,120.00 

Special events signage, sandv,.,ich board signage, ·1irecti,:>nal services. qtc. $ 500.00 
Drinking Water 

·-~- ~•.· 

Supplied to the customer service booth 

Garage Supplies 
- J..L 700.00 

Advertising, broom & dust pan, flags, hand lights, etc. $ 2,000.00 

Contingency for Other Operat!ng Costs & F.xpenses: F-;:;;:;ds avaiiable for-;;~~~;-n conditions, 

em·ergency situations, etc. (5% of Annual Operati'1g fxpense Budget) - $ 7,000.00 

TOTAL OTHE~ MJ\JOR EXPENSES BUDGET: $ 200,742.46 

$ 309.00 

$ 20,920.54 

$ 1,101.99 

$ 1,101.99 

$ 1,226.73 

$ 126,792.46 

$ -

$ 336.81 

$ 5,150.00 

$ 

$. -

$ 

$ 4,078.80 

$ 

$ 8,336.82 

$ 24,720.00 

$ 2,18:1.60 

$ 515.00 

$ 721.00 

$ 2,060.00 

$ 7,210.00 

$ 206,764.73 

$ 318.27 

$ 21,548.15 

$ 1,135.05 

$ 1,135.05 

$ 1,263.53 

$ 130,596.24 

$ -

$ 346.91 

$ 5,304.50 

$ -

$ .. 

$ -

$ 4,201.16 

$ -

$ 8,586.92 

$ 25,461.60 

$ 2,249.11 

$ 530.45 

$ 742.63 

$ 2,121.80 

$ 7,426.30 

$ 212,967.68 

TOTAL ANNUAL MANAGEMENT FEE & OVERAi.L Of'ERA_!ING E,!1:~~ES BUD_G_F._r..1,:..:,$____6_20...;,_74_2_.2_3...L.$~____63_4..;.,5..;8_3_.1_0,..;$____64___8,_7_61_._o1_, 
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EXI-IIBIT B 

BUDGET SHEl:T 
Group 1 · Facilities Management Divisicn Parking F~cilities 

Location: Broward Cou~ty Judiciai C:ompi-,,c"E~si Garage, ·540 SE 3rd Avenue, Ft. Lauderdale, FL 33301 

(Price sha_ll be lndusive of ti1Jing \lv:,ge OrdiMr,ce requirements, annually adjusted.) 

_Year 1 Year2 Year3 

Annual Total Annual Total Annual Total 

MANAGEMENT FEE: 

The management fee that will be charged by the company for this location . 12,750.00 I$ 12,750:00 I$ 12,750.00 I~-= I$-
PAYROLL EXPENSES BUDGET· 

Salaries/Fringe Benefits $ 19,553.00 $ 19,944.06 $ 20,342.94- .
Wages/Fringe Benefits 
Wages for employees, including management 

.. 
$ 154,096.43 $ 157,178.36 $ 160,321.93 

Taxes & Workers Comp. .. 

Wage Taxes and Workers Comp Insurance $ 20,987.50 $ 21,407.25 $ 21,835.40 

TOT.AL: $ 194,636.93 $ 198,529.67 $ 202,500.27 

OTHER MAJOR EXPENSES BUDGET· 
[Uniforms 
Employee uniforms, name tags, belts, hats, coats, etc. 

- ' ----- :s 200.00 $ 206.00 $ 212.18 
Insurance 
Insurance (per agreement insurance requirements) 

·------· $ 20,311.20 $ 20,920.54 $ 21,548.15 
Background Checks 
Pre-employment criminal background check .. $ 200.00 $ 206.00 $ 212.18 
Pre Employment Testing 
Drug screen process before hiring - ·-- $ 200.00 $ 206.00 $ 212.18 
Timeclock ' Electronic time clock system fees $ 200.00 $ 206.00 $ 212.18 
I Cleaning Services 
All daily cleaning services, seven days a Wf~ek 24 hours a dav, must have pressure dean;ng ability $ 53,991.00 $ 55,610.73 $ 57,279.05 
Pressure Cleaning Services {Optional Services) Included 
Pressure cleaning as needed for troul:Jl2d areas $ - $ - $ -
Licenses & Permits 
city of jurisdiction Occupational License for project specific !0cati0n orllY 

. ·. ~ : .,. 
$ 143.00 $ 147.29 $ 151.71 

Audit Fees & Accounting Fees 
Yearly external audit and monthly accounting fees $ 2,500.00 $ 2,575.00 $ 2,652.25 
Customer Service Cart 
Golf cart for counts, lost vehicles, flat tires, etc. $ - $ - $ ----·· 
Supervisor's Truck 

Purchase of a new operations truck for travel to ga;ages, employee break~, CU'itqmer ser•ir~1 .e_tc.-----~-- $ - $ $ -
AVI Transponders 
Yearly expense to purchase transponders 

,_.;.._ .,, $ - $ $ -
Ticket Stock 

··-
Yearly expense to purchase spitter tickets $ 2;640.00 $ 2,719.20 $ 2,800.78 
Towing/Booting Service .. 
Tow or boot a vehicle $ $ - $ -
Equipment Repair & Maintenance 
Maintain and repair spitters, lag machines, gates, etc. $ 3,550.00 $ 3,656.50 $ 3,766.20·-- .........----~ -·---Police Security Service 
Ft. Lauderdale Police detail for Thur., Fri., and Sat. r.ights guarding GG Garc1ge $ $ " $ -~----.-~~--Phone & Internet Service 
Communication services to conduct business $ 930.00 $ 957.90 $ 986.64~--~- .•-.. --
Temporary Signage 

. 

Special events signage, sandwich board signage,.directional serv1res, etc. $ 250.00 $ 257.50 $ 265.23 
.. •-_.,. ..,.,-

Drinking Water 
Supplied to the cu~tomer serv_ice booth $ $ " $ -
Garage Supplies 

~ 

Advertising, broom & dust pan, flags, hana lights, etc. $ 20,000.00 $ 20,600.00 $ 21,218.00 
Contingency for Other Operating Costs· & ExpensE<s: Funds av-;;iiable for~reseen ·cond;t;ons, 

emergency situations, etc. (5% of Annual Operating Expense Bud~et) $ 5,304.50$ 5,000.00 $ 5,150.00 

TOTAL OTHER MAJOR EXPENSES BUDGET: $ 110,115.20 $ 113,418.66 $ 116,821.23 

..---------~----------•------·-~-.---------.-------.....--------, 
TOTAL ANNUAL MANAGEMENT FEE & OVERALL OPERATING EXPENSES BUDGET: $ 317,502.13 $ 324,698.33 $ 332,071.50 
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·Year 1 

Annual Total 

Year2 

Annual Total 

EXHIBIT B 

BUDGET SHEET 
Group 1 - Facili!ies·!l/lanagement Division Parking Facilities 

Location: Broward County Judicial Comple,1 South Garage, 612 S Andrews Avenue, Ft. Lauderdale, FL 33301 

(Price shall be inclusive of Living Wage Ordinance requirements, annually adjusted.) 

Year3 

Annual Total 

...,.M..A"'N,.,..A..,.E"M-EN""'T'"'F"E"E'":-----------------------------------.----------.----------. 
The management fee that will be charged by the company for this /or.ation. 9,180.00 

PAYROLL EXPENSES BUDGET: 

Salaries/Fringe Benefits $ 14,078.00 $ 14,359.56 $ 14,646.75 
Wages/Fringe Benefits 
Wages for employees, including management 

Taxes & Workers Comp. 
.. . ··~ .. _s· 113,Z05.12 $ 1.15,469.22 $ 117,778.61 

Wage Taxes and Workers Comp Insurance ,. $ 15,111.00 $ 15,413.22 $ 15,721.48 

TOTAL:,$ 142,394.12 $ 145,242.00 $ 148,146,84 

OTHER MAJOR EXPENSES BUDGET: 
1unirorms -· .. .. 

.,Employee·uniforms, name tags, belts, hats, coats, etc. $ 100.00 $ 103.00 $ 106.09 
Insurance ..-Insurance (per agreement insurance requirements) .. 

-..--,.~. $ 10,155.60 $ 10,460.27 $ 10,774.08 
Background Checks 
Pre-employment criminal background check $ 200.00 $ 206.00 $ 212.18 
Pre Employment Testing 
Drug screen process before hiring $ 200.00 $ 206.00 $ 212.18 
Timeclock 
Electronic time clock system fees ·- $ - $ $ 
1c:1ean1ng services 
All daily cleaning services, seven days a week 24 hours a day, must have pressure cleaning abiljt~, $ 38,873.52 $ 40,039.73 $ 41,240.92 

1Pressure Cleaning Services I Optional Services) Included. 
Pressure cleaning as needed for troubled areas $ - $ - $ -
Licenses & Permits 
city of jurisdiction Occupational License for project specific location only $ 109.06 $ 112.33 $ 115.70 
Audit Fees & Accounting Fees 
Yearly external audit and monthly accounting fees $ - $ $ -
Customer Service Cart 
Golf cart for counts, lost vehicles, flat tires, etc. $ - $ - $ -
Supervisor's Truck 
Purchase of a new operations truck for travel to garages, employee b:·eaks, customer -'>Hvice, etc. $ - $ - $ -
AVI Transponders 
Yearly expense to purchase transponders $ $ $ 
Ticket Stock 
Yearly expense to purchase spitter tickets 

- $ - $ - $ 
Towing/Booting Service 
Tow or boot a vehicle $ - $ - $ -
Equipment Repair & Maintenance 
Maintain and repair spitters, lag machines, gates, etc. 

- $ 2,556.00 $ 2,632.68 $ 2,711.66 
Police Security Service 
Ft. Lauderdale Police detail for Thur., Fri., and Sat. nights guarding GG Garage $ - $ $ -
Phone & Internet Service 
Communication services to conduct business -- $ 669.00 $ 689.07 $ 709.74 
Temporary Signage 
Special events signage, sandwich board signage,.directional services, etc. $ 250.00 $ 257.50 $ 265.23 
Drinking Water 
Supplied to the customer service booth $ - $ - $ -
Garage Supplies 
Advertising, broom & dust pan, flags, hand lights, etc. $ 1,000.00 $ 1,030.00 $ 1,060.90 

Contingency for Other Operating Costs & Expenses: Funds available for unforeseen conditions, 

emergency situations, etc. (5% of Annual Operating Expense Budget) $ 3,000.00 $ 3,090.00 $ 3,182.70 

TOTAL OTHER MAJOR EXPENSES BUDGET: $ 57,113.18 $ 58,826.58 $ 60,591.38 

TOTAL ANNUAL MANAGEMENT FEE & OVERALLOPE~ATING EXPENSES BUDGET: $ 208,687.30 $ 213,248.58 $ 217,918.22 
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Project: PNC2116816Pl Parking Management Services for V ;:,·ious Coun~n,'ic ,, [FMD and FO&!} 

GEN~:RAL LIABILITY - Broad form 
EZI Commercial General Liability 
EZI Premises-Operations 
D XCU Explosion/Collapse/Underground 
EZI Products/Completed Operations Hazard 
0 Contractual Insurance 
EZI Broad Fonn Property Damage 
0 Independent Contractors 
0 Personal Injury 

Per Occurrence or Claims-Made: 

0 Per Occurrence □ Claims-Made 

Gen'I Aggregate Limit Applies per: 

□ Project o Policy □ Loe. o Other 

AUTO LIABILITY 
0 Comprehensive Form 
0 Owned 
0 Hired 
0 Non-owned 
EZI Any Auto, If applicabie 
Note: May be waived ifno driving will be done 111 

pe1formance ofserviceslprojer:t. 

□ EXCESS LIABILITY/ UMBRELLA 
Per Occurrence or Claims-M0de: 

□ Per Occurrence □ Claims-Made 

Note: May be used to supplement minimum liabiliry 
coverage requirements. 

li1I WORKER'S COMPENSATION 

Note: U.S. Longshoremen & Harbor Workers' Act & 
Jones Act is required for any uctivities 011 or about 
11avigable water. 

@ EMPLOYER'S LIABILffY 

@ CRIME & FIDELITY/ EMPLOYEE 
DISHONESTY 

@ GARAGE LIABILITY/ GARAGE KEEPERS 
LIABILITY 

□ Installation floater is required if Builder's Risk or 
Property are not carried. 

Note: Coverage must be "All Risk", Completed Value. 

NIA 

MINIMUM LIABILITY LIMIT_S 

Each Occurrence Aggregate 

EZI !· Bodily Injury 

0 

. .Property Damag.e 

Combincd.Bpdily Injury &nc! Properly 
Dariage 

$1,000,000 $2,000,000 

-----------·--+-------------+------
P-::rsonal Injmy 

Products & Completed Operations 
------------------1-------------t-------t 

Bodily Injury (each person) 
-------1-'------------

Bbdi Iy Injury (e~ch accident) 
., . 
·Property Damage 

.,<;.;w?Jbined Bodilv '.njury and Property 
Damage 

Each Accident 

Each Accident 

Each Claim 

Each Occurrence 

*Maximum Dedu,tilAc (Wind and/or 
Flood):. 

$1,000,000 

STATUTORY LIMITS 

$500,000 

$100,000 

$1,000,000 

;>-Jot to exceed 5% of completed 
value 

--··-·-·----·----·----+--------------l 

· *Maxnr.um Dedudible: $IC k 

Completed 
Value 

Description of Operations: "Broward County" :,hall be listed as Certificate Holder ar.d cr.dorsed as·.m additional insi,red for liability, except as lo Professional Liability. 
County shall be provided 30 days written notice of cancell<\tion, 10 _days' notice of qincelldion fur non•payment. Contractors insurance shall provide primary coverage and 
shall not require contribution from the County, self-insun•.ric~ or otherwis,c. A'ny seir'insured retention (SIR) higher than the amount permitted m this Agreement must be 
declared to and approved by Couniy and nfaYrccjuire proc.foffinancial ability !o meet 1t,ss,;s_ Centractor 1s responsible for all coverage deductibles unless otherwise 
specified in the agreement. 

C)t TIFIC'A'l'E.HPLDEIH 

Br<IwaniGou~ty •. ·. 
lis'.sJuth A,.nqrew&!\Vehue ·:. 
Fori'1,aµdei:d1\I~ Fforid!\}3301 I

'-----'-----'-'-----'----'-'--'--"'--'----~--'---"- J 
,.....,..,-=.., 
::,.; ....·:::.-;;;. 

Risk Management Division 
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EXHIBITD 
WORK AUTHORIZATION FOR AGREEM.ENT' 

Contract Number: 
Work Authorization No. 

This Work Authorization is between Bro.ward County and --~--- ("Contractor") 
pursuant to the Agreement, executed on ·· ________. The provisions of the 

Agreement govern and control over any inconsistency b.etween this Work Authorization and the 
Agreement. 

Services to be provided: [DESCRIBE IN DETAIL] 

[Simple summary] 

See Exhibit A for additional detail. 

Agreement at issue is __ Lump Sum/ Not-to-Exceed in the amount: $________ 

The time period for this Work Authorization will be from the date of complete execution until 
__ (_)days after County's Notice to Proceed for the Services to be provided under this Work 
Authorization, unless otherwise extended or terminated by the Contract Administrator. 

Fee Determination; Payment for service'.:. under: this Work Authorization is as follows: 
Services $__ 
General Services $________ 

Goods or Equipment $________ 
Total Cost of this Work Authorization $_____ 

The foregoing amounts shall be invoiced.by Contractor upon written acceptance by County of 
all goods and services provided under this Work Authorization. 

County 

Contract Administrator Date 

Project Manager Date Board or Designee Date 

Contractor 

'signed Date 

Attest Typed Name 

Title 

RLI/RFP/Contract# PNC2116816P1 [BCF #101 (Rev. 12.02.2019)] 
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Exhibit E 

CBEISBE Subcontractor Schedule and Letters of Intent 
Contractor represents that the CBE or SSE participants referenced in the attached Letters of Intent have agreed 

by written subcontract to perform the percentage of work amounts set forth and that the following information 
regarding participating Subcontractors is true and correct to the best of his or her knowledge. 

LETTER OF INTENT 
BETWEEN BIOOER/OFFEROR AND 

COUNTY BUSINESS ENTERPRISE·(CBE) FIRM/SUPPLIER 
' ' 

Thia form la to be completed and •lgned for each CBE fltm. If the PRIME 11 1 CSE flnn, plelle Indicate the percentage 
pll'formlng With your own forcea. · ' 

. . 

Sollcftatlon No.: !!~~1188!_8P1 _.i...-.._.,.,~--'--___,___________ 

PrqNt nu.: e!~!J M■nao 1111111t 6eNlce1 lot v111ou1 county AOMaaa . 
- , ,······· ········'~"'........ «<« ________ 

Bldder/Offlror N1111e: SP PIUI Corporation ~~i'i!..-<~~··"'""'-·-""'~------=-~i1-· , _________ 

Addru1: 4448rlcte11Ava,8ulte'200 . , . · ·.~City; ~liml__ .. ..state; EL_z1p:.!!!!L 
Aulhorl:.edRepre1antatlve:.Cfllt•ter,§pcobar ·-• · · · · e Phone: ,305}2189032_ 

Cll l'lnnllupplltr Name: ~vi•&Ataoclatu, P.A.-~·-·--------------
Addree1: i.~1 Hol!)::W<>Od Boulevard__, • _,, _City: HollYNOOd ____State: FL _Zip: ~ _ 

Authorized Repreuntatlve:.Sheu10,"8 Phone: S~l 927-5Q()(l _ 

A. Thia II a letter of Intent between the bfdder/ofl'eror m 1h11 project and aCBE firm for Iha CBE to perform work on thlle 
project. 

B.e Bi, 1lgnlng below. the bl~rfofferor 11 commatlng to utlllze th• above-named CBE to perform the WOl'k delcrlbede 
below. · ... • 

c. By algnlng below, the 1bole-n1med CBE 11 eommlttlng to perfotm;the WOik clelcrtbtd bllow,e 
O.a By 11gl l1tlQ belcw, 1111 bldder/offeror111d CBE affirm that Ifthe. CIJE 1ubcontract1 any of the work deacribed below, lt 

may only aubGontraot that wm:k lo anothet: CSE, • 

. ... , _ __ •. Work to b 

~UU.iU...:. 

,.... 
~ 
-~ . ............a. 

-¥--~.---

i,;_...u.UJi&m,f+Al~

I
I 

. 
l .. --~~ ~. ~.-~,,~

Al'PIRMATION: Ihereby affi,m that lh• lnronnltlon above 11 llue and COmlCt, 

CBI! Plnnllu Pllf,ftAJ~ll'imt!!!IRtPntl,ntlilvt 

>Viel! Coo•Mt,SQY and ulect&!Qi to sellfCh and ldentlfy the oorrect codea. Match type of work with NAICS CQde as 
clOMly II p<>ad,11. , 
2 To be provldld only when the 10Hcft1tlon requlflil that blddartor.eror lnelude adollar amount In Ill bid/offer. 

In lh,ewnt,,,, ~rordol, nof NOM IMfdttlthtl IHfm. r.ri!tl11al. ff!)' Wl/lll"'1'tflnfftlonl /nth!, Lt/tllfol ltltttlt Ind Atflrmlllon ,,,.,be 
nuhnd't'Old. 
Rav.: Juno 2018 Compliance Form No. 004 

Broward Coonly eoa«J ore 
81912019 County~alonara 
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Exhibit E 

.LETTER OF INTENT 
BElWEEN BIDDER/OFFEROR AND 

COUNTY BUSINESS ENTERPRISE (CBE) FIRM/SUPPLIER 

This form Is to be completed and signed for each CBE flfm. lflhe PRIME Is a cae nrm, please Indicate the percentage 
palfomllng wlh your own fo~•· 
SollcltAtlftn No.l , AJ~ ZUt, i llitP.l,______~··· 
-•~-e.,;~;,: fV\oo,~te ◄A~~-.-.cu-,!~-~-4-~~-,~s 
Bldder!Offeror Name: s~ P(w Gw:41 . . _ . · 
Ar:klress: -~!l....ii:J.l:UM /;a::J,, • ; 1• ,Cily: ~\j1:Jo \ Slate: f_L Zip: .!1!11 
Authorized Remaentat1ye;:G;t;G,; 1; C&kJ : .............................. --Phone:.l3o~11:9o,'2-

cae Flnn/Suppller Nam,: Ann's Janttorla! Seivloea Inc 
Addreaa: 11846 SW 8th Ste .. .. .. ... ..... ,.._ City: Pembroke Pines State; .fh_ Zip: 33025 

0 
Authorized Repmentatl\lt: Norma Ann Kendall . Phone· 954-693·0707""""'- ... ii! ...._,~ • _______........____ 

A.. Thia Is a letter of Intent between the bkkler/otteror on thhl proJtct and aCSE flnn for the CBE to perfnnn wOtk on lhlse 
project. 

B.e By algnlng btllow. the bkiderlo~ror Ill commltllng to utlllze the abovfJ-named cse to perform the work desortbedebelow. . ,, ,. 

C.e By signing below, lhe above-named CSE Is oommntlno to perform ttie work descnbed below. 
D. By signing below, the bldder/offeror and CBE affirm thBt If the cee subcontraots any of the work deacrfbed below, tte 

may only auboontreat that wolt! to another CBE. 

AFPIRMATION: 1hereby ammi that the Information above 1.5 true and correc,1,e 

· " 

Tffie: f!!~.;.;.;,.____...:,_ Date: ,Jul~ 24, 2019e 

TI!lt:.,{LfH ~~---Date:. S- 2:C3. _ 

CBE Fl Vl>Pller AU1horl:z, Repnia,ntatlvee 

~~;;a...;si,::.i,.;'~·~·..a.,i.:..,;.~ 

➔ A&dhcumd.NN...-m 
,--------·-~\II(

'Vlsll "1JA\lt,98)1 and select~to search and klantify th.., correct codes. Match type of wotk with NAICS oode as 
dOH!y 88 poeatbla. . .. . ' 
2 To be prow,eo only when the so11c1tat1on requlm th&t b!Clder/otreror !1101uae 8101111' amount 111 IIS tll!J/offilr. 

fn 11H, WWII /hi ~O>Nnot~ """,Volt/Ml 1/M!'i ~. 111'1/ Md al~In'"" I.Mt9roll!lillnt 1111d AIWnHtJorl 1h11 Ille
'Nii 1111d void.& . ' ' 
Rw.: Jun• 201 a Comptlanca Ponn No. 004 

8/9/2019 
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EXHIBIT F 
Certification of Payments_ to Subcontractors and Suppliers 

RU/Bid/Contract No. 
Project Title __________ 

The undersigned Contractor hereby swears under penalty of perjury that: 

1. Contractor has paid all Subcontractors and -suppliers all undisputed contract obligations 
for labor, services, or materials provided on this project in accordance with the "Compensation" 
article of this Agreement, except as provid~d in paragraph 2 below. 

2. The following Subcontractors and suppliers have not been paid because of disputed 
contractual obligations; a copy of the notification sent to each, explaining in reasonably specific 
detail the good cause why payment has not been made, is attached to this form: 

,-----------------·---~-,..,_ 

Amount inSubcontractor or supplier's name and addre ss Date of disputed 
invoice dispute 

3. The undersigned is authorizedto execute this Certification on behalf of Contractor. 

Dated ______,20 

Contractor 
By_____ 

(Signature) 
. By_______ 

(Name and Title) 
STATE OF 

COUNTY OF 

Sworn to (or affirmed) and subset ihed before this ____ day of·------~ __, 
by____ .who is personally known to me or who has produced 

as identification. 

Signature of Notary Public 

(NOTARY SEAL) Print, Type or Stamp Name of Notary 

RLI/RFP/Contract # PNC2116816Pl fBCF #101 (Rev. 12,02.2019)] 
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Exhibit G 

SP Plus Corp. - Group 1 

SP Plus not t_he rrier~ha_nt Q_f re_cord 

PCI Responsibility Matrix 
Responsibility of 

Requirement Requirement Text N/A Provider/ 
Vendor 

County Joint Notes 

1.1 Establish and implement firewall and 
router configuration standards that 
include the following: 

X Equipment vendor 

1.1.1 A formal process for approving and testing 
all network connections and changes to 

the firewall and router configurations 

X 

1.1.2 Current diagram that identifies all 
networks, network devices, and system 
components, with all connections 

between the COE and other networks, 
including any wireless networks 

X 

1.1.3 Current diagram that shows all cardholder 
data flows across systems and networks 

X 

1 
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Exhibit G 

PCI Responsibility Matrix 
Responsibility of 

Requirement Requirement Text N/A Provider/ 
Vendor 

County Joint Notes 

1.1.4 Requirements for a firewall at each 
Internet connection and between any 
demilitarized zone (DMZ) and the internal 
network zone 

X 

1.1.5 Description of groups, roles, and 
responsibilities for management of 
network components 

X 

1.1.6 Documentation and business justification 
for use of all services, protocols, and ports 
allowed, including documentation of 
security features implemented for those 
protocols considered to be insecure. 

X 

1.1.7 Requirement to review firewall and router 
rule sets at least every six months 

X 

2 
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Exhibit G 

PCI Responsibility Matrix 
Responsibility of I 

Requirement Requirement Text N/A Provider/ 
Vendor 

County Joint Notes 

1.2 Build firewall and router configurations 
that restrict connections between 
untrusted networks and any system 
components in the card holder data 
environment. 
Note: An "untrusted network" is any 
network that is external to the networks 
belonging to the entity under review, 
and/or which is out of the entity's ability 
to control or manage. 

X 

1.2.1 Restrict inbound and outbound traffic to 
that which is necessary for the card holder 
data environment, and specifically deny all 
other traffic. 

X 

1.2.2 Secure and synchronize router 
configuration files. 

X 

1.2.3 Install perimeter firewalls between all 
wireless networks and the cardholder data 
environment, and configure these 
firewalls to deny or, if traffic is necessary 
for business purposes, permit only 
authorized traffic between the wireless 
environment and the cardholder data 
environment. 

X 

3 
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Exhibit G 

PCI Responsibility Matrix 
Responsibility of I 

Requirement Requirement Text N/A Provider/ 
Vendor 

County Joint Notes 

1.3 Prohibit direct public access between the 
Internet and any system component in the 
card holder data environment. 

X 

1.3.1 Implement a DMZ to limit inbound traffic 
to only system components that provide 
authorized publicly accessible services, 
protocols, and ports. 

X 

1.3.2 Limit inbound Internet traffic to IP 
addresses within the DMZ. 

X 

1.3.3 Implement anti-spoofing measures to 
detect and block forged source IP 
addresses from entering the network. 
(For example, block traffic originating from 
the Internet with an internal source 
address.) 

X 

1.3.4 Do not allow unauthorized outbound 
traffic from the cardholder data 
environment to the Internet. 

X 

1.3.5 Permit only "established" connections into 
the network. 

X 

4 
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Exhibit G 

PCI Responsibility Matrix 
Responsibility of I 

I 
Requirement Requirement Text N/A Provider/ 

Vendor 
County Joint Notes 

1.3.6 Place system components that store 
card holder data (such as a database) in an 
internal network zone, segregated from 
the DMZ and other untrusted networks. 

X 

5 
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Exhibit G 

PCI Responsibility Matrix 
Responsibility of 

Requirement Requirement Text N/A Provider/ 
Vendor 

County Joint Notes 

1.3.7 

I 
I 
I 
' 

Do not disclose private IP addresses and 
routing information to unauthorized 
parties. 

Note: Methods to obscure IP addressing 
may include, but are not limited to: 

" Network Address Translation (NAT) 
• Placing servers containing cardholder 
data behind proxy servers/firewalls, 
• Removal or filtering of route 
advertisements for private networks that 
employ registered addressing 
• Internal use of RFC1918 address space 
instead of registered addresses. 

X 

' 

6 
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Exhibit G 

PCI Responsibility Matrix 
Responsibility of 

Requirement Requirement Text N/A Provider/ 
Vendor 

County Joint Notes 

1.4 

I 

Install personal firewall software 
equivalent functionality on any portable 
computing devices (including company 
and/or employee-owned) that connect to 
the Internet when outside the network 
(for example, laptops used by employees), 
and which are also used to access the CDE. 
Firewall (or equivalent) configurations 

include: 

• Specific configuration settings are 
defined for personal firewall software. 
• Personal firewall software (or equivalent 
functionality) is actively running. 
• Personal firewall (or equivalent 
functionality) is not alterable by users of 
mobile and/or employee-owned devices. 

X 

7 
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Exhibit G 

Requirement 

1.5 

PCI Responsibility Matrix 
Responsibility of 

Requirement Text N/A Provider/ County 
Vendor 

Ensure that security policies and X 
operational procedures for managing 
firewalls are documented, in use, and 
known to all affected parties. 

Joint Notes 

--· 
I 2.1 
I 
I 
I 

i 

-
Always change vendor-supplied defaults 
and remove or disable unnecessary 
default accounts before installing a system 

on the network. 
1• This applies to ALL default passwords, 

including but not limited to those used by 
operating systems, software that provides 

I security services, application and system 
1 accounts, point-of-sale (POS) terminals, 

Simple Network Management Protocol 
(SNMP) community strings, etc.). 

I 
X I 

I 
I 
! 

' 

I 
l 

; 

8 
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Exhibit G 

PCI Responsibility Matrix 
Responsibility of 

Requirement Requirement Text N/A Provider/ County 
Vendor 

Joint Notes 

2.1.1 For wireless environments connected to X I
the card holder data environment or 
transmitting card holder data, change ALL 
wireless vendor defaults at installation, 

1 including but not limited to default 
wireless encryption keys, passwords, and 
SNMP community strings. 

I 
i 
II 

' !i i I i I 

I 
I 

I 

9 
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Exhibit G 

PCI Responsibility Matrix 
Responsibility of 

Requirement Requirement Text N/A Provider/ County Joint Notes 
Vendor 

2.2 Develop configuration standards for all X 
system components. Assure that these 
standards address all known security 
vulnerabilities and are consistent with 
industry-accepted system hardening 
standa.-ds 
Sources of industry-accepted system 

I hardening standards may include, but are 
i 
I 

not limited to: 
• Center for Internet Security (CISj 

I • International Organization for 
Standardization (ISO) 
• SysAdmin Audit Network Security (SANS) 

I 
I 
I 
I 
I 

I 
I 

I 
I 
i 

-

I 

I 
Institute 

I " National Institute of Standards 

i 

I 
I 

I 

1 Technology (NIST). 

I 

10 
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Exhibit G 

PCI Responsibility Matrix 
Responsibility of 

Requirement Requirement Text County Joint Notes 
J Vendor 

N/A ! Provider/ 

2.2.1 implement only one primary function per X 

I server to prevent functions that require 

I 
I 
I 

I 

different security levels from co-existing 
I 
I I'on the same server. (For example, web 

Iservers, database servers, and DNS should 
Ibe implemented on separate servers.) 

Note: Where virtualization technologies 
.are in use, implement only one primary I 

I 
I !function per virtual system component. 
I 

I! 
i i i i 

l 
I 

I 
i 

II !I I 
j I I 

iI 
i I I I 

! 
I 

II 
II I II I 

I 
I __Ji 

J Enable ~nly necessary services, protocols, X 

ir--- I daemons, etc., as required for the function I 
, of the system. !

I I I 
I I 

I 
I 
I 
i 

11 
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Exhibit G 

PCI Responsibility Matrix 
Responsibility of 

Requirement Requirement Text IN/A County Joint NotesProvider/ 
Vendor 

,-

2.2.3 Implement additional security features for 
any required services, protocols, or 
daemons that .are considered to be 
insecure. 

I I 

I 
I 

I ! 
i i 
! 
I 

I 
' 

! 
..! 

I 

X 

j 
I 
! 

I I 
I 'I 

I 
I I
! I 

I 
Ii I 

I I
I 

i 
I 
I ~I 2.2.4 IConfigure system security p~ram-eters t~ X I

I I i 
I 
Iprevent misuse. II 

I 

I I 

I I 
I I 

I 

such as scripts, drivers, features, 
subsystems, file systems, and unnecessary 
web servers. 

2.2.5 l Remove all unnecessary functionality, X i 

12 
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Exhibit G 

PCI Responsibility Matrix 

Requirement Requirement Text N/A 

Responsibility of 

Provider/ County 
Vendor 

Joint 
I 
Notes I 

i 

( Encrypt all non-console administrative 
access using strong cryptography. 

X 

I 

I 
I 
I 

I 
I 
i 

! 2.4 

2.5 

l 
-----i-r~i;i~tain an inventory of system -

' components that are in scope for PC! DSS. 

_Ensure that security policies and 
operational procedures for managing

I .! vendor defaults and other security 
1 parameters are documented, in use, and 

I 
I 

I 

X 

X 
. -

I 
I 
I 
j 

--
I 
' I 
I 
I 

. ! 

- -

--

' 

~ 
I 
! 

known to all affected parties. 

-

13 
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Exhibit G 

PCI Responsibility Matrix 
Responsibility of I 

Requirement Requirement Text N/A Provider/ County Joint Notes 
Vendor

I 

2.6 j Shared hosting providers must protect X 
1 each entity's hosted ~nvironment and 

cardholder data. These providers must 
meet specific requirements as detailed in 

I 

I 
Requirements for Shared Hosting 
Appendix A: Additional PCI DSS 

I 
Providers. I 

I II 
i 

I I I 
I 

i I -- I 

14 
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Exhibit G 

PCI Responsibility Matrix 

Requirement 

3.1 

Requirement Text 

on 

er data (CHD)l 
mount and 
hich is required 
business 

eletion of data 

• Specific retention requirements for 
. cardholder data 
"A quarterly process'for identifying and 

Isecurely deleting stored cardholder data 

I that exceeds defined retention . 

N/A 

i 
I 

i 
I 
i 
i 

Responsibility of 

Provider/ County 
Vendor 

X 

I 

/ 

~ 

II I 
I 
I I 

Joint 

I 
I 

I 
-Notes 

As it relates to any manual 
transactions performed during 
emergency operations when 
equipment is malfunctioning. 

:I 
' 

I 
I 

I 
I ; 

i 
I 
I 
! 
I 
I 

I 

. I 
! 

I 

15 
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Exhibit G 

PCI Responsibility Matrix 
Responsibility of I 

Requirement Requirement Text N/A Provider/ County Joint 
Vendor 

Notes 

3.2 Do not store sensitive authentication data X 
Iafter authorization (even if encrypted). If I 

sensitive authentication data is received, I i 
render all data unrecoverable upon 

/ completion of the authorization process. ) 
I It is permissible for issuers and companies 1 

that support is~uing services to store 
sensitive. authentication data if: 
• There is a business justification and I 

1 .. The data is stored securely. I 
i; .I! ! 'I ! I

II : Sensitive authentication data includes the I i 

... 

data as cited in the following I
Requirements 3.2.1 through 3.2.3: II I

I ' I 
Ii II II I 

I 

.. 

I 
I I
I i 

I I -

I 

I 
i 
I 
I 
I 

i 
i 

I 
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Exhibit G 

PCI Responsibility Matrix 
Responsibility of 

County Joint Notes 
Vendor 

Requirement Requirement Text Provider/N/A 

3.2.1 Do not store the full contents of any track X As it relates to any manual 
(from the magnetic stripe located on the transactions performed during 
back of a card, equivalent data contained emergency operations when 
.on a chip, or elsewhere) after equipment is malfunctioning . 

IIauthorization. / II iThis data is alternatively called full track, I 
I Iitrack, track 1, track 2, and magnetic-stripe 

I .. Idata. 1 , I ; 
II A,_,._· 1- ,..1,.._ -----' --· ·--- -~ 1,.. ___ , _____ the I i, l i I 

- ., Ij ! 
I 

ed: i ! i -I iI I 

\ 
II 

I i I I 
i 

.-. I 
i i ' 

l 
i • Expiration date i 

! I 

I I 
I 

/ • Service code 
·, To minimize risk, store only these data 

elements as needed for business. 
I 
1 
i 

I 
I 

17 

Page 67 of 162 

Exhibit 3 
Page 67 of 162



Exhibit G 

PCI Responsibility Matrix 
Responsibility of 

County Joint NotesRequirement Requirement Text N/A I Provider/ 
Vendor 

As it reiates to any manual Do not store the card verification code or X3.2.2 
transactions performed during value (three-digit or four-digit number 
emergency operations when printed on the front or back of a payment 

I card used to verify card-not-present equipment is malfunctioning.
Itransactlor.s) after authorization. 

I 

I 
I 

SP ·Plus does not have access to any I 
I

Do not store the personal identification X ..3.2.3 
Client PIN of any kind. number (PIN) or the encrypted PIN block

i I
I, after authorization. j .. iiI I 

I ' I I 

I : 

I I 
ii . .. i! 

l.. w---,-- i 
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Exhibit G 

PCI Responsibility Matrix 

Requirement 

3.3 

I 
j 
I 
,I 

Responsibility of 

Requirement Text N/A Provider/ I County 
Vendor . 

Mask PAN when displayed (the first six X 
and last four digits are the maximum 
number of digits to be displayed), such 
that only personnel with a legitimate 
business need can see more than the first 
six/last four digits of the PAN. i 

I 
Note: This requirement does not I 

!supersede stricter requirements in place I 
I 

for displays of card holder data-for ' 
example, legal or payment card brand 
requirements for point- of-sale (POS) I 

I 

receipts. 
i 

I --

Joint Notes 

SP Plus will perform test on 
equipment receipts but cannot change 
this setting on the equipment. If SP 
Plus notices a violation, we will 
immediately contactthe.equipment 
vendor. 

I 
.-. I 

I ..
i· 
i -
I 
I 

l 
i 
I 
I 
I 

I 
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Exhibit G 

3.4 Render PAN unreadable anywhere it is X 
stored (including on portable digital 
media, backup media, and in logs) by using 
any of the following approaches: ! 

• One-way.hashes based on strong 
cryptographv, (hash must be of the entire 

I 
PAN) I 

e Truncation (hashing cannot be used to 
replace the truncated segment of PAN) 

I • Index tokens and pads (pads must be ' 

I securely stored) •
I • Strong cryptography with associated 

I 
I 

I 

key-- management processes and 
I . 
1 orncedures. 

j PAN data if they have access to both the 
ii 

I 
I 
l 
I 
I 
I 

; 

' 

I 
! 
! 
I 
I 
I i 

j truncated and hashed version of a PAN. 
\ Where hashed and truncated versions of 
l the same PAN are present in an entity's 

environment, additional controls should 
be in place:to ensure that the hashed and 

/ truncated versions cannot be correlated to I 
reconstruct the original PAN. 
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Exhibit G 

PCI Responsibility Matrix 

Requirement 

~1 

I 

I 
! 

I 

Requirement Text 

If disk encryption is used (rather than file 
or column-level database encryption), 

] logical access must be managed separately 
and independently of native operating 1Isystem authentication and access control 
mechanisms (for example, by not using 
:local user account databases or general 
,network login credentials). Decrvption 
i keys must not be associated with user 

accounts.1 

l :Vc,U:: This requirement applies in addition 
j to al! other PC! DSS encryption and key-

management requirements. 

N/A 

X 

I 
I 
: 
: 

Responsibility of 

Provider/ County 
Vendor 

I 

I 

I 
l 
i 

I 
I 
! 
! 

: 

Joint 

I 

I 

Notes 

. ' I 
i 

I 

i 
I 
! 
: 

l 
I 

I I 

21 

Page 71 of 162 

Exhibit 3 
Page 71 of 162



Exhibit G 

PCI Responsibility Matrix 
Responsibility of 

Requirement Requirement Text Joint Notes 
Vendor 

N/A Provider/ I County 

3.5 Document and implement procedures to X 
protect keys used to secure stored I
cardholder data against disclosure and 
misuse: 

Note: This requirement applies tc keys 
I Iused to encrypt stored cardholder data, I 

. ' I 
and a!so applies to key-encrypting keys . ,, 

used to protect data-encrypting keys-
such key- encrypting keys must be at ieast ... ,, 

as strong as the dataaencrypting key. I I
I lI 

I 
----- ________ _JL-~-
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Exhibit G 

PCI Responsibility Matrix 
Responsibility of 

Requirement Requirement Text N/A 

3.5.1 ment for service 
1intain a documented 
cryptographic 

X 

ncludes: 
1rithms, protocols, and I 
Hotecticn of cardholder 
' strength and expiry 

e key usage for each 

I - ,11vc:11Lvry or any HSMs and other SCDs I 
1 used fer key management 

Provider/ 
Vendor 

: 

I 
I 

County Joint Notes 

! 

i .. 

l 
I I 
j II 

I 

Ij J--
J 

_, I 

I I . -
! 

I I I I 
-II 

I ! I 

I ! ' 
--- -· 

X I3.5.2 Restrict access to cryptographic keys to 
the fewest number of custodians 

I 

necessary. 
I l 
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Exhibit G 

PCI Responsibility Matrix 
Responsibility of 

Requirement Requirement Text N/A Provider/ 
Vendor 

County Joint Notes 

3.5.3 Store secret and private keys used to X
Iencrypt/decrypt cardhoider data in one 

(or more) of the following forms at ail I 
times: 
• Encrypted with a key-encrypting key 

that is at least as strong as the data-
encrypting key, and that is stored 
separately from the data- encrypting key l' 

'. ' 
I• Within a secure cryptographic device I

(such as a hardware (host) security I 
' I 

module (HSM) or PTS-approved point-of- i 
linteraction device) 

I 
' i

' 

I 
• As at least two full--length key 

components or key shares, in accordance 
with an industry-accepted method 
Note.: It is not required that public keys be 
stored in one of these forms. 

3.5.4 Store cryptographic keys in the fewest 
possible locations. 

X 

I 

I 
I 
I 

I 
I 
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Exhibit G 

PCI Responsibility Matrix 
Responsibility of 

Requirement Requirement Text N/A Provider/ 
Vendor 

County Joint Notes 

3.6 Fully document and implement all key- X 
management processes and procedures 
for cryptographic keys used for encryption 
of card holder data, includirig the 

lfollowing: 
Note: Numerous industry standards for key 
management are available from various I 

1 resources including NIST, which can be IIfound at http://csrc.nist.gov. j 

iI I 

' 

i 
-! 

-

. 

I 

3.6.1 Generation of strong cryptographic keys X -

3.6.2 Secure cryptographic key distribution X 

3.6.3 Secure cryptographic key storage X 
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Exhibit G 

PCI Responsibility Matrix 

Requirement 

3.6.4 

I 
I 

j Requirement Text 
I 

Cryptographic key changes for keys that 
have reached the end of their 
cryptoperiod (for example, after a defined 
period of time has passed and/or after a 
certain amount of cipher-text has been 
produced by a given key), as defined by 
the associated appiication 
Provider/Vendor or key owner, and based 

j on industry best practices and guidelines 
j ,tor example, NIST Special Publication 800-

1! 57;. 

N/A 

X 

Responsibility of 

Provider/ I County 
Vendor 

1 

1Joint 
! 

Notes 

7 
l 
i 
! 
! 
i 
I 

I 

i 
i 
I
I. 

I 
IL 

I
: 

i 
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Exhibit G 

PCI Responsibility Matrix 
Responsibility of 

7 
·-

Requirement I Requirement Text County Joint.Provider/ NotesN/A 
VendorI 

3.6.5 Xl 
I 
I 
I 

I 
.,I I... ~ ' . '.I I! I 

I 
II ! ' I

:Ie securely arcn,ved (for example, oy usmg 

I 
I 
Ia key-encryption key). Archived 

cryptographic keys sh_ould oniy be used for II ii decryption/verification purposes. I 
i 

j 

1 

I I 
I 
I

L
I 

I Ii 
i ' l ' 

I I 
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Exhibit G 

PCI Responsibility Matrix 
Responsibility of 

Requirement Requirement Text N/A Provider/ County Joint Notes 
Vendor 

3.6.6 If manual clear-text cryptographic key- X 
management operations are used, these 
operations must be managed using split 
knowledge and dual control. 

Note: Examples of manual key- .. 

management operations include, but are ,. - ·.' 

not limited to: key generatfon, 
transmission, ioading, storage and 

1

I destruction. 

I 
I 
I 
I 

J 
l 
j 
I 

I 
i ! 

I 
i 
I 
! 

l 

.. 

~3.6.7 

I 
I 
I 

Prevention ~f unauthorized substitution of I X •,i 1· 1-
I'I- - - -- -- -~_j---, 

j cryptographic keys. -+-j------i-------1-----+---~+-------------
3.6.8 Requirement for cryptographic key X 

custodians to formally acknowledge that 
they understand and accept their key­
custodian responsibilities. 
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Exhibit G 

PCI Responsibility Matrix 
Responsibility of I 

Requirement Requirement Text N/A Provider/ County 
Vendor 

Joint Notes 

3.7 Ensure that security policies and X 
J operational procedur:es for protecting 

stored cardholder data are documented, 
in use, and known to all affected parties. 

' j I I I 

. ,. -

I 
I . ! I 
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Exhibit G 

PCI Responsibility Matrix 
Responsibility of I 

County Joint Notes 
Vendor 

Requirement Text l N/A Provider/Requirement 

X 
protocols (for example, TLS, IPSEC, SSH, 
etc.) to safeguard sensitive cardholder I 

Use strong cryptography and security 4.1 I
.data during transmission over open, public 

1 

networks, including the following: I 
• Only trusted keys and certificates are 
accepted. I
• The protocol ;n use onlv supports secure 
versions or configurations. ! 
" The encryption strength is appropriate j 

ifor the encryption methodology in use. l IExamples ofopen, public networks include i 
but are not limited to: 

! s The Internet
I • Wireless technologies, including 802.11 
I and Bluetobth ' 

\I • Cellular technologies, for example, 
I Global System for Mobile communications I 
I (GSM}, Code division multiple accessI 
I i 

I(CDMA) II • General Packet Radio Service (GPRS). 
• Satellite communications. 
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Exhibit G 

PCI Responsibility Matrix 

Requirement Text Requirement N/A 

I 4.1.1 Ensure wireless networks transmitting X 
cardholder data or connected to the I 
_cardholder data environment, use industry I 

I best practices to implement strong 
j encryptio~ for authentication and 

I 

4.2 · 

i 
i-------
l 4.3 

transm1ss1on. 

Never send unprotected PANs by end-user X 
I 

I 

Responsibility of 

Provider/ 
Vendor 

I 
I 

·messaging technolog_ies (for example, e-
.. ..

mail, instant messaging, SMS, chat, etc.). ..I 
..I 

i ..l . . . ..~ ---·j
Ensure that security policies and X 

County Joint Notes 

I 

·. I 

I
I 

I 

I Ioperational procedures for encrypting 
I 

' transmissions of card holder data areI 
!

documented, in use, and known to ail 
affected parties. 

.l ! 
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Exhibit G 

PCI Responsibility Matrix 
Responsibility ofI ! ! 

Joint NotesI Requirement Requirement Text IN/A j Provider/ j County 

Vendor i _ 
!IDeploy anti-virus software on all systems X5.1 

! 
I 

commoniy affected by malicious software I 
I ii 

i 
I(particularly personal computers and 

I 
! 
I I 

servers).! 

i
I i 

Ii I ;
I 

II I 

' Ii 
I III !I 

i-f--------
1 5.1.1 

i 

It7· 
~.1.2 

! 
! 
i 

! .I , . rx-·- ""l~-, -~-- ~ If:mure that anti-vlrus program.5 are 
:Capable of detecting, removing, and I I • i .-~_, 
protecting against all known types of 

I I ! 
I 

l ' ! 
I 

I 

J 

1 continue to not require anti-virus 
!
I 

software. 
i 

I I 
I 

32 

--··· -- ., --·----- ·-
for systems wnsidered to be not iIX 

I_ 

commonly affected by malicious software, 
perform periodic evaluations to identify 
and evaluate evolving malware threats in 

order to confirm whether such systems 

I 

i 
I 

I 
I 

I 
I-
I 

I 
·-------· 

I 
I 
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Exhibit G 

PCI Responsibility Matrix 

Requirement 

5.2 

Requirement Text 

Ensure that all anti-virus mechanisms are 
maintained as follows: 
• Are kept current, 
• Perform periodic scans 
• Generate audit logs which are retained 

j per PCI DSS Requirement 10.7. 

N/A 

X 

Responsibility of 

Provider/ I County 
Vendor 

I Joint Notes 

5.3 

I 
! 

I Ensure that anti-virus mechanlsms are 
' actively running and cannot be disabled or 
altered by users, unless specifically 
authorized by management on a case-by- j 

X 

I 
----~----}--- --------

I I 
I . -I I I 

. .! 

! . 
' i 

. -

. ., . I 
I 

i 
I 

I 
i 
I 

I I 
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Exhibit G 

PCI Responsibility Matrix 
Responsibility of 

Requirement Requirement Text N/A Provider/ County Joint 
Vendor 

Notes 

5.4 Ensure that security policies and X 
I operational procedures for protecting i 
I 
I systems against malware are documented, J 

I in use, and known to all affected parties, 

I 
I 

I l 
III 

l I
! t 

I ___l_ l i _L____LL ·--•-- .....: -~-J 
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6.1 

Exhibit G 

X 

I 

I 

I 
I 

: I I 

I' ! I' 
I 

1 Met.hods for evaluating vulnerabilities and 
i 
I 
I I ' I 

I ! I 
I 

I j a.c;.sfgning risk ratings will varv based on an I i. ' 
! 
! 

I I organization's environment and risk- I
I Ii assessment stmtegy. Risk rankings should, I ' -

I 
l I 

: III at a mfnimum, identify all vuinerobilities 
considered to be a "high risk" to the I 

,I 
i 

I 
l --l-

Ienvironment. !n addition to the risk - :, ranking, vulneraoilities may be considered 
: - . Ii ''critical" if they pose an imminent threat 
j to the environment, impact critical 
, systems, and/or would result in a potential 
! compromise if not addressed. Examples ofi critical systems may include security 

I systems, public-facing devices and 
systems, databases, and other systems 
that store, process, or transmit cardholder 
data. 
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Exhibit G 

PCI Responsibility Matrix 
Responsibility of 

Notes 
Vendor 
Provider/ County JointRequirement Requirement Text N/A 

Ensure that all system components and X6.2 
I software are protected from known 
I 

vulnerabiiities by installing applicable 
vendor-supplied security patches. Install 
critical security patches within one month 
of release. I 

INote: Critical security patches should be 
identified according to the risk ranking II 

Iprocess defined in Requirement 6.1. i 
II I .. .·.. 

I 
I II 

j I 

J 
1 · II I 

I 

!
' 

i 
_JI I I··--
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6.3 

Exhibit G 

PCI Responsibility Matrix 
Responsibility of l 

Requirement Requirement Text N/A Notes 
Vendor 
Provider/ I County I Joint 

Develop internal and external software I X 
applications (including web-based 
administrative access to applications) 
securely, as follows: 
• In accordance with PC! DSS (for example, 
secure authentication and logging) 
• Based on industry standards and/or best 

i practices. . 
1 I 

I I1 • Incorporating information security 1 I 

I I . Ithroughout the software-development life J 

I 1 •. 
I-cvcie I I I 
I 

Note: this applies to all software 

I 
' ' 

i
I I : -I I

developed internally as well as bespoke or 
Icustom software developed by a third I 

party. I 
I 
~ 

6.3.1 Remove development, test and/or custom I X 
application accounts, user IDs, and 
passwords before applications become 
active or are released to County. 
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Exhibit G 

i
' Iindividuals other than the originating code ' I

l , 3uthor, and by individuals knowledgeable 
! . . . . !· I! 

Requirement 

-
6.3.2 

i 
I 

I 

I 

PCI Responsibility Matrix 

Requirement Text 

Review custom code prior to release to 
production; or County in order to identify 
anv potential coding vulnerability (using 
either manual or automated processesj to 

1 .:nclude at least the following: 
:9 Code changes are reviewed by 

I 
i 

N/A 

X 

I 
! 

I 

Provider/ 

Responsibility of 

Vendor 

' 

i 

I 

County \ Joint 

I 

I 

Notes I 

~ 
I 
i 
; 

! 
i
I 

I 

Ij i 

I I 
I i 
I I 

! accoraing t'o sec.ure coding guidelines I 

I 
I 
I 

/ " Appropriate corrections are 

11mplemented prior to release. I 
/ Note: This requirement for code reviews 
1 applies to ;,ill custom code (both internal II ;:ind public-facing), as part of the system 
J development life cycle. 
i Code reviews can be conducted by 
I knowledgeable internal personnel or third 
j parties. Public-facing web applications are 
, also subject to additional controis, to 
/ address ongoing threats and 
I . 

I vulnerabilities after implementation, as 
\ defined at PCI DSS Requirement 6.6. 
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6.4 

Exhibit G 

PCI Responsibility Matrix 
Responsibility of I 

Requirement Requirement Text Notes 
Vendor 

N/A Provider/ / County I Joint 

Follow change control processes and X -
•1 procedures for all changes to system 

components. The processes must include 
the following: 

I I ' 

I ' lf.· 6.4 1 t/' Sepa.rate dev~lopme~t/test environments X 
from prodL1ct1on environments, and - -

1· 
1 i enforce the separation with ac1~ess I - , · - · 

i 1 · I · , · -
, cont;·o s. ' 11 1 1 

1I I1 : i , ' ! .. ~·! 
~--- I. ' - -

5.4.2 .Separation of duties between': X · . - • _ - -- - . , . . 

development/test and production . - · . · • , 
· • +r . I i \I env,ronmeric.~ · _ . , , 

16.4.3 ---- IProduction data (Uve'PANs) are not used X - I ~~ 

L 
! I for testing or development · ! 

J Removal oftest data and accounts before X ----- i 
i production systems become active I I 

I 
--·J I 
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Exhibit G 

Requirement 

6.4.5 

PCI Responsibility Matrix 
Responsibility of 

Requirement Text N/A Provider/ J County 
Vendor 

Change control procedures for the X 
implementation of security patches and 
software modifications must include the 
following: 

I Joint Notes 

I 
'Iu_s--1
16A.S.2 
! 
16.4-.5:.3 

I i l 
' II 1 ' 

IDocumentaUo~~i impact. ·-"----~ I 
Documented change approval by X t1 I 
authorized parties. -------1---~"'--+---
Functionality testin"it~~~ify that the X I -
change does not adversely impact the I 
securrty ohhe system. 

I,
'--1 

,
J 

.-1 · ·· ..·..,.. 
,:· 

- • 

~ 

1 

l 6.4.s.4 Back-out procedures. X 
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Exhibit G 

PCI Responsibility Matrix 

Requirement 

I 

II 6.4.6 

Requirement Text 

Upon completion of a significant change, 
all relevant PCi DSS requirements must be 
implemented on all new or changed 
systems and networks, and 
_documentation updated as applicable. 

I I 
II I 

N/A 

V 
" 

Responsibility of 

Provider/ County j Joint 
Vendor I 

I 

I 

I 

I 

I 
I I 
! I 

I 

Notes 

! 

I 
I 
I 
I 

' 
/
\ 
' 

i , I 
i 

·--- ,-_c..L"--'-· _·I r' 
I

_j_ __~-~--- . I ' ------~I 
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Exhibit G 

Requirement 

6.5 

' I 
I 

I 
! 

PCI Responsibility Matrix 
Responsibility of 

Requirement Text N/A Provider/ County. 
Vendor 

Address common coding vulnerabilities in X 
software-development processes as 

Ifollows: 
I• Train developers in secure coding 

techniques, including how to avoid 
common coding vulnerabilities, and I 
understanding hm~ sensitive data is 
handled in memory. 
• Develop applications based on secure I 

' 
coding guidelines. i 

I 
! I 
Note: The vulnerabiiities listed at 6.5.1 I 

through 6.5.10 were current with industry I l
I 

ibest practices when this version of PCI DSS 
was published. Hm,vever, as industry best I 

Ipractices for vulnerability management 
are updated (for example, the OWASP i 
Guide, SANS CWE Top 25, CERT Secure 
Coding, etc.), the current best practices 
must be used for these requirements. 

Joint 

I 

Notes 

l 

,. 

~ 

·••'• 

-

I 
I 
I 
I 

I 

I 
I 

i 

i 
I 
I 

I 

I 
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Exhibit G 

PCI Responsibility Matrix 
Responsibility of 

Requirement Requirement Text N/A Provider/ I County Joint Notes 
I 

Vendor 

6.5.1 Injection flaws, particularly SQL injection. X 
Aiso consider OS Command Injection, 
1DAP and XPath injection flaws as well as 

Iother injection flaws. I 
i 
I 
I 

I . 

I I 
! I I 
i I I ---, 

6.5.2 \ Buffer overflows X iI !nsec~~-~;yptographic storage 
----

6.5.3 X ; ! 
6.5.4 J lnsecu.re communications - X -, .. ·-.·1 

-·-
. 6.5.5 4"'proper error handling X 

' 
i 

16.5.6 Ali "high risk" vulnerabilities identified in 
--··--j 

X I 
; 
I 

the vulnerability identification process (as 
I I 

' 
defined in PCI DSS Requirement 6.1) . I 

I 
! 

I 

I 

6.5.7 Cross-site scripting (XSS) X 
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Exhibit G 

PCI Responsibility Matrix 
Responsibility of I 

Notes 
Vendor 

Requirement Requirement Text N/A Provider/ I County I Joint 

6.5.8 Improper access control (such as insecure X 
direct ob_ject references, failure to restrict I 
URL access; directory traversal, and failure j 
to restrict user access to functions). I 

I 
I I

I I 

II 
I 

I 

___...,_________ I ! 
----- - --- -- . --

1 I ,L___J +----'--1-6.SE Cross-site r-equest forgery (CSRF) ! X I-+----+--~--------------~ 
!IBroken authentication a~d session --- - --+-x-~----~D 1. . 

I management · ! 
I. I ' 

I· I ! 
I. ! l 

i , I 

_________,------------ I I ' L --'---~-I 
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Exhibit G 

PCI Responsibility Matrix 
Responsibility of 

Requirement 

, 6.6 , 

I 

I ' 
I 

Requirement Text 

For public-facing web applications, 
address new threats and vulnerabilities on 
an ongoing basis and ensure these 
applications are protected against known 
attacks by either of the following 
methods: 
• Reviewing public-facing web 
applications via manual or automated 

I appiication vu1nerability security 
I cc1ssessment tools or methods, at least 
1 ·annually and after any changes 

N/A Provider/ County Joint Notes 
Vendor 

X 

I 
i 

I 
I 

I 

IiI 
I 
! 
I 

,-

I 
I I I I 
I I i ' I I ; 
I i 

.-

I I 
I 

I . ' i 
Note: This assessment is not the same as 

. the vulnerability scans performed for 

I Requirement 11.2. 

1 

• Installing an automated technical 
solution that detects and prevents web­
based attacks (for example, a web­
application firewall) in front of public­
facing web applications, to continually 
check all traffic. 
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PCI Responsibility Matrix 

I Responsibility of I 
Requirement Requirement Text IN/A Provider/ County Joint Notes 

Vendor 

6.7 Ensure that security policies and X 
operational procedures for developing and 
maintaining secure systems and 
applications are documented, in use, and 

I known to all affected parties. 

! 
I 

I 
.. 

.~- -·--·---- ----·-
'71 .. 'Umit access to system components and XI .. I 

I ,.I II cardholder:data to orily those individuals I 
. . iI 

1 whose job requires such access. 
I . I 

f------ ------~ 
7.1.1 Define access needs for each role, X i 

'including: 
• System components and data resources I .. . . 
that each role needs to access for their job I 
function i 
• Level of privilege required (for example, 
user, administrator, etc.) for accessing 
resources. 

7.1.2 Restrict access to privileged user IDs to X 
least privileges necessary to perform job 
responsibilities. 
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PCI Responsibility Matrix 
Responsibility of 

Requirement Requirement Text i N/AI I I ::~~:;r/ ICounty I Joint I Notes j 
1 

7.1.3 Assign access based on individuai X SP Plus wili provide the equipment I 
I vendor with the names and titles of , 
I employees that will need access to j 

equipment. Ap·proved by the County. ! 

personnel's job classification and function. 

SP Plus will provide the equipment 7 
i I authorized parties specifying required 

Require documented approval by XI ii4 
vendor with the names and titles of j

I privileges.. employees that will need access to : 
equipment. Approved by the Count !

•• II . , ! f I ' ---i-······· I --t I1Establish an ;:iccess wr.trcl system for Xl7.2 
! 
I 

)_ :Systems components that restricts access I 
J 

j I
: 

I Ibased on a user's need to know, and is set I I l 
to "deny all" unless specificaliy allowed. I 

I I
I 

This access control system must include I 

the following: I 
I' i 

iI i 
; 

I 

----------· - ---·--·· 
7.2.1 Coverage of all system components X 7 

SP Plus will provide the equipment X7.2.2 Assignment of privileges to individuals ' i 
i vendor with the names and titles of 

employees that will need access to 
equipment. Approved by the Count 

based on job classification and function. 

Default "deny-all" setting. X7.2.3 
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Exhibit G 

PCI Responsibility Matrix 
Responsibility of I 

Requirement Requirement Text County Joint Notes 
Vendor 
Provider/N/A 

I 
Ensure that security policies and Xi 7.3 
operational procedures for restricting

I 
access to card holder data areI 
documented, in use, and known to all 
affected parties. I 

i -·-- ·---1I 
Define and implement policies and8.1 X ! 

IIprocedures to ensure proper user 
·- I .. 

" .. Iidentification management for non- Ii 

! 
I!

Iconsumer t:Jsers ,,nd administrator:; on aB I 

I 

! 
I system -;:omponents as follows: i 

I ! I 
-· I -··- ·--lI 

.,8.1.l Assign all users a unique ID before Ix 

I 

' 
allowing them to access system 
components or cardholder data. I I 

I I 

I I
i II I 

8.1.2 Control addition, deletion, and X 
modification of user IDs, credentials, and 
other identifier objects. 
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Exhibit G 

PCI Responsibility Matrix 

Requirement 

8.1.3 

:L 
I 8 1.4 

l 
! 
>---· -

8.1.5 

Requirement Text 

Immediately revoke access for any 
terminated users. 

·--
, Remove/disable inactive user accounts 
I ·within 90 days. 

Manage IDs used by Provider/Vendors to 
access, sup.port, or maintain system 
components via remote access as follows: 
• Enabled only during the time period 
needed and disabled when not in use. 
• Monitored when in use. 

I 

! 
IN/A 
! 
I X 
I 
I 
I 

I 
I 
I 

h-·-
' 

_l 
. ··-.

I X 
I 

I 

Responsibility of 

Provider/ County 
Vendor 

I 

. 

I 
; 

' 

: 

I 

Joint 

I 
i 
I 

I 
i 
I 

I 
I 
I 
I 
I 

I 

Notes 

. - ' 
.. 

' 
·---··-·- l

i 
I 

I 
i 

I 
8.1.6 Limit repeated access attempts by locking 

out the user ID after not more than six 
attempts. 

X 

I 
I 
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Exhibit G 

PCI Responsibility Matrix 
Responsibility of 

Requirement Requirement Text Joint Notes 
Vendor I 
Provider/ / County N/A 

I 8.1.7 i Set the lockout duration to a minimum of X I 
30 minutes or until an administrator ! 

ienables the user 10. 
I 
I 

I _J 
I 

1 X I8.1.8· If a session has been idle for more than 15 I i 
Iminutes, require the user to re- I I 

.. I-authenticate to re-activate the terminal or I I I .. !
I iI iIsession.

l 
I 
I 

1 i 
Ii I i 

I 

I-- ··"------,. 
8.2 I In addition to assigning a unique ID, 

ensure proper user-authentication 
management for non-consumer users and 
administrators on all system components 
by employing at !east one of the following 
methods to authenticate all users: 
• Something you know, such as a 
password or passphrase 
• Something you have, such as a token 
device or smart card 
• Something you are, such as a biometric. 

i 

I II --+ II X 
! 
I . -: 

I
I 

' 
i 

I I I 
I 

I 

···--· 

•. 

i 
i 

' .. ' 
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Exhibit G 

PCI Responsibility Matrix 
Responsibility of I 

Requirement Requirement Text N/A Provider/ 
Vendor 

County Joint Notes 

8.2.1 Using strong cryptography, render all 
authentication credentials (such as 
passwords/phrases) unreadable during 
transmission and storage on all system 
components. 

X 

8.2.2 Verify user identity before modifying any 
authentication credential-for example, 
performing password resets, provisioning 
new tokens, or generating new keys. 

X 

8.2.3 Passwords/phrases must meet the 
following: 
• Require a minimum length of at least 
seven characters. 
• Contain both numeric and alphabetic 
characters. 
Alternatively, the passwords/phrases must 
have complexity and strength at least 
equivalent to the parameters specified 
above. 

X 
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Exhibit G 

PCI Responsibility Matrix 
Responsibility of I 

Requirement Requirement Text N/A Provider/ 
Vendor 

County Joint Notes 

8.2.4 Change user passwords/passphrases at 
least once every 90 days. 

X 

8.2.5 Do not allow an individual to submit a new 
password/phrase that is the same as any 
of the last four passwords/phrases he or 
she has used. 

X 

8.2.6 Set passwords/phrases for first-time use 
and upon reset to a unique value for each 
user, and change immediately after the 
first use. 

X 
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Exhibit G 

PCI Responsibility Matrix 
Responsibility of I 

Requirement Requirement Text N/A Provider/ 
Vendor 

County Joint Notes 

8.3 Secure all individual non-console 
administrative access and all remote 
access to the COE using multi-factor 
authentication. 
Note: Multi-factor authentication requires 
that a minimum of two of the three 
authentication methods (see Requirement 
8.2 for descriptions of authentication 
methods) be used for authentication. 
Using one factor twice (for example, using 
two separate passwords) is not considered 
multi- factor authentication 

X 

8.3.1 Incorporate multi-factor authentication 
for all non-console access into the COE for 
personnel with administrative access. 

X 
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Exhibit G 

PCI Responsibility Matrix 
Responsibility of I 

Requirement Requirement Text N/A Provider/ 
Vendor 

County Joint Notes 

8.3.2 Incorporate multi-factor authentication 
for all remote network access (both user 
and administrator, and including third 
party access for support or maintenance) 
originating from outside the entity's 
network. 

X 

8.4 Document and communicate 
_authentication procedures and policies to 
all users including: 
• Guidance on selecting strong 
authentication credentials 
• Guidance for how users should protect 
their authentication credentials 
• Instructions not to reuse previously used 
passwords 
• Instructions to change passwords if 
there is any suspicion the password could 
be compromised. 

X As it relates to user level access to the 
PARCS system. SP Plus will not h not 
seek access to administrative level 
programming of any kind. 
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Exhibit G 

PCI Responsibility Matrix 
Responsibility of 

Requirement Requirement Text N/A Provider/ 
Vendor 

County Joint Notes 

8.5 Do not use group, shared, or generic IDs, 
passwords, or other authentication 
methods as follows: 
• Generic user IDs are disabled or 
removed. 
• Shared user IDs do not exist for system 
administration and other critical functions. 
• Shared and generic user IDs are not used 
to administer any system components. 

X As it relates to user level access to the 
PARCS system. SP Plus will not have 
not seek access to administrative level 
programming of any kind. 
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PCI Responsibility Matrix 
Responsibility of I 

Requirement Requirement Text County Joint Notes 
Vendor 
Provider/N/A 

8.5.1 Additional requirement for service X 
providers only: Service providers with 
remote access to County premises (for 
example, for support of POS systems or 
servers) must use a unique authentication 
credential (such as a password/phrase) for 
each customer. 
Note: This requirement is not intended to 

I ! apply to shared hosting providers I Iaccessing their own hosting environment, I 
I

where multiple customer environments are \ 
hosted. 1 

! I
l 
I I 
I 
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PCI Responsibility Matrix 
Responsibility of I 

Requirement Requirement Text Provider/ County Joint Notes 
Vendor 

N/A 

Where other authentication mechanisms X 
are used (for example, physical or logical 
security tokens, smart cards, certificates, 
etc.), use of these mechanisms must be 
assigned as follows: 

8.6 

• Authentication mechanisms must be 
assigned to an individual account and not 
shared among multiple accounts. 

I • Physical and/or logical controls must be I 
i,in place to ensure only the intended I 

account can use that mechanism to gainI I 
access. 

i 
I 

I 
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PCI Responsibility Matrix 
Responsibility of I 

Requirement Requirement Text N/A Provider/ 
Vendor 

County Joint Notes 

8.7 Ali access to any database containing 
cardholder data (including access by 

J applications, administrators, and all other 
users) is restricted as follows: 
• All user access to, user queries of, and 
user actions on databases are through 
programmatic methods. 
• Only database administrators have the 

I ability to directly access or query
I 
I databases. 
I • Application IDs for database applications 

1 can only be used by the applications (and 
not by individual users or other non-
application processes}. 

I 
I 

X 

I 
I 

I 
I 
I 

8.8 Ensure that security policies and 
operational procedures for identification 
and authentication are documented, in 
use, and known to all affected parties. 

X 
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PCI Responsibility Matrix 
Responsibility of 

Requirement Requirement Text N/A County Joint Notes 
Vendor 
Provider/ 

X 
limit and monitor physical access to 

I systems in the card holder data 

I environment. 

9.1 I Use appropriate facility entry controls to 

II 
I 

i _J 
I 

---· 9.1.1 Use video cameras and/or access control TheX 
mechanisms to monitor individual physical andj I I .. i I access to sensitive areas; Review collected - I i , and pI i I 

I 
Idata and correlate with other entries. · l consI '· I! plac,Store for at least three months, unless ii 1I I! otherwise restricted by law. Note: i the 1I 

I 
I :"Sensitive areas" refers to any data center, 

'server room or any area that housesI 
systems that store, process, or transmit 

1 cardholder data. This excludes public- I 
1 facing areas where only point-of-sale 

'terminals are present, such as the cashier 
areas in a retail store. 

I 

I 
I 
I 

I 
I 
I 
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PCI Responsibility Matrix 
Responsibility of I 

Requirement Requirement Text N/A Provider/ 
Vendor 

County Joint Notes 

9.1.2 Implement physical and/or logical controls 
to restrict access to publicly accessible 
network jacks. 

1I i For example, network jacks located in 
/ pub!ic areas and areas accessible to 
! visitors could be disabled and only 
! enabled when network access is explicitly 

authorized. Alternatively, processes could 
be implemented to ensure that visitors areI 

I J escorted at ail times in areas with active 
I network jacks. I 

X 

l 
.1 I
! I 

I 
I 

I 
I 

I 

·-· 
9.l.3 Restrict physical access to wireless access 

points, gateways, handheld devices, 
networking/communications hardware, 
and telecommunication lines. 

X 

i 

I 
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PCI Responsibility Matrix 
Responsibility of I 

Requirement Requirement Text N/A Provider/ 
Vendor 

County Joint Notes 

I 9.2 Develop procedures to easily distinguish X 
I between onsite personnel and visitors, to 

II J include: 
I 
! 
i I · ldenttfying onsite personnel and visitors 

(for example, assigning badges) 
I 

I 
I 

j • Changes to access requirements 
; 

; I 

• Revoking'or terminating onsite I 
personnel and expired visitor i 

Iidentification (such as ID badges). 

I: 

'. 

.. · 

, . 

.. 
.·1•. 

l 

i 9.3 
I 

Control physical access for onsite 
personnel to the sensitive areas as 

X 

follows: 
• Access must be authorized and based on 
individual job function. 
• Access is revoked immediately upon 
termination, and all physical access 
mechanisms, such as keys, access cards, 
etc., are returned or disabled. 

9.4.x Implement procedures to identify and X 
authorize visitors. Procedures should 
include the following: 
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9.4.3 

Exhibit G 

PCI Responsibility Matrix 
I Responsibility of 

Requirement Requirement Text Provider/ County Joint Notes 
Vendor 

N/A 

I 
9.4.1 Visitors are authorized before entering, X I 

iand escorted at all times within, areas 
where cardholder data is processed or 
maintained. 

I I 
!9.4.2 Visitors are identified and given a badge or X Iother ide11tificatior1 th.::t expires and that I I I -· I,visibly distinguishes the visitors from j 
IIi . l 

I 

'-·onsite personne!. 1 i 
II ' ' 

. ·-: I i 
I I' : ·I I 

I 

I 

Visitors are ask.ed to surrender the badge I X 
or identification before leaving the facility 
or at the date of expiration. 

! 
! 

. I 
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Exhibit G 

J j months, 11riless otherwise restricted by j i 

i 1,law. ___ I :
19.s-:-·--·-- i .Phy_sically s.ecure all media: X ___ -----,---+-----• . j 

Requirement 

I 9.4.4 

PCI Responsibility Matrix 

Requirement Text N/A 

A visitor log is used to maintain a physical I X 
audit trail of visitor activity to the facility 
as well as computer rooms and data 
centers where cardholder data is stored or 
transmitted. 

Responsibility of 

Provider/ I County 
Vendor 

I 
J 

Joint I Notes 
I 
I 

j Document the visitor's name; the firm 
1 represented, and the onsite personnel 
j amhorizing physical access on the log. 
I Retain this :log for a minimum of three 

I / •A·_____ 
1 9.5.1 IStore media ba:ku~s i~ ~ secure location, X i ! . 

l I preferably an off-site facility, such as an 1 
, 

1 

1 
alternate or backup s;ite, or a commercial j l I 

1---· 

9.6 

9.6.1 

storage facility. Review the location's j ! 1 

I security at least annually. I i 

Maintain strict control over the internal or I X 
external distribution of any kind of media, 
including the following: 

Classify media so the sensitivity of the I X 
data can be determined. 

I . 1 

I 
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PCI Responsibility Matrix 
Responsibility of 

Requirement Requirement Text N/A Provider/ 
Vendor 

County Joint Notes 

9.6.2 Send the media by secured courier or 
.other delivery method that can be 
accurately tracked. 

X 
' 
I 

. . 

9.6.3 Insure management approves any and all 
media that is moved from a secured area' 

I ! (including when media is distributed to 
i I individuals).I 
I i 

Ii 

X 
·, 

i .·.
I 
I 

l II . I 
i 
I 

I
! 9.7 

I 

- -
Maintain strict control over the storage 
and accessibility of media. 

X ' ' 
I 

.. ' 
' 
i 

19,7.1 

' 

Properly maintain inventory logs of all 
media and conduct media inventories at 
least annually. 

X 

! 

9.8 Destroy media when it is no longer 
needed for business or legal reasons as 
follows: 

X 

I 

I 

i 

I 
I 

I 

I 
I 

I 

I 

I 
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PCI Responsibility Matrix 
Responsibility of 

Requirement I Requirement Text N/A Provider/ County Joint Notes 
I _______________ Vendor 

9.8.1 --rShred, incinerate, or pulp hard-copy ----+-------+-x---------+------+---A-s-it_r_e_la-t-es_t_o_a_n_y_m_an_u_a_l__7 
I 

J materials so that cardholder data cannot 
j be reconstructed. Secure storage -., . 

, transactions performed.during 
emergency operations when 

·1 

i containers :used for materials thatare.to / equipment is malfunctioning. 

I be destroyed. 1 

i I --. . -
. 

:: -~ ---1-R~~der cardhoider d~ta on electroni·;·-~-_~ 
I 
j 

. 

J· 

. 
·, 

-1 

. • 

. . 

· 

I 

----1 
, 

I 
I 

j media unrecoverable so that cardho!der 
II data cannot ':Je reconstructed. 
I 

. 
I 

i 
' 

I
I 

! 
I 

1 

I 
, 

! 
;. _

. 
____

i 
______ i___).______________ 

I 
i 

i 
...... I 

I • 

l 1·---~~-~-----~---------------
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PCI Responsibility Matrix 
Responsibility of 

Requirement Requirement Text N/A NotesProvider/ I County I Joint 
Vendor 

9.9 Protect devices that capture payment card X SP Plus, to the best of our ability, will 
· 1data via direct physical interaction with limit access to the office where the 
Ithe c3rd from tampering and substitution. servers will be placed. SP Plus will aid .,Ii _Note: These requirements apply to card- _the County in recommending best 
lI reading devices used in .card-present practices for proper security measures 

I ' transactions (ti,at is, card swipe or dip) at on critical equipment. The initialI 
I 

I
I_the point of sale. This requirement is not .. 
Iintended to apply to manual key-entry -. ··-· ; 
I 

! i components such as computer keyboards 
! lIar,d POS keypads. . iI i 
I i l 

I 
i 
I 

i I j'
; I, II I II 

I 
;I I I 

'Maintain an up-to-date list of devices. The . XI 9.9.1 
list should include the following: 

I 
I 

I I 
I 

• Make, model of 
• Location of device (for example, the ! 
address of the site or facility where the I 

device is located) 
• Device serial number or other method of 
unique identification. 

burden on this is on the equipment I 
I 

vendor during the time of installation. 
I 
I 

i 
I 
! 
; 

. 'i 

Responsible in the following manner - ·1 

SP Plus will work with HUB to create I 
this list and keep it updated. J 
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PCI Responsibility Matrix 
Responsibility of i 

IRequirement Requirement Text N/A County Joint NotesProv\der/ I 
Vendor I - ---j

9.9.2 Periodically inspect device surfaces to 
detect tampering (for example, addition of j 
card skimmers to devices), or substitution 
(for example, by checking the serial 

I 
1 

number or other device characteristics to 
verify it has not been swapped with a 
fraudulent device). 
Note: Examples of signs that a device 
might have been tampered with or 
substituted include unexpected I 
attachments or cables plugged into the 
device, missing o; changed security labels, 

X 

i 

I Ibroken or differently colored casing, or 
changes to the serial number or other 
external markings. 

I 
I 

I 
iI 

l. ..I ,.
I 

! 
' \ 

I 
I
:

I 

SP Plus.will conduct regular 
I inspections on the server protection 

cages and/or access rooms. 

' ' 

I' 
,. ·,.. ' ' ,·· 

:,I 
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Requirement 
I 
I 

9.9.3' 

I 
i 
I 
I ! 

' 

PCI Responsibility Matrix 
Responsibility of 

Requirement Text NiA Provider/ County 
Vendor 

Provide training for personnel to be aware X 
J • ' 

of attempted tampering or replacement of 
devices. Training should include the 
following: . 
• Verify the identity of any third-party ' 
persons claiming to be repair or I 
maintenance personnel, prior to granting 

. them access to modify or troubleshoot 
'Idevices. 

1 ., Do not install, replace, or return devices I ' 
: ' 

j without verification. : I 
!

! • Be aware: of suspicious behavior around ' i 
j devices (for example, attempts by 

unknown persons to unplug or open 
I devices). ' 

i 
I ' • Report suspicious behavior and i 

indications of device tampering or I 
j

substitution to appropriate personnel (for Iexample, to a manager or security officer). I 
I 

Joint 

' 

I 
Notes 

This is covered under SP Plus PCI 
training for all employees. 

·, 

' 

-- -
- . 

' 

i 

I 
I 
! 
i 

I 
i 
I 
I 
I 

' 
I 
! 

1 

i 
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PCI Responsibility Matrix 
Responsibility of I 

NotesN/A Provider/ Cou:ity 'JointRequirement Requirement Text 
Vendor 

This is covered under SP Plus PCIEnsure that security policies and I9.1 XI 
operational procedures for restricting · training for all employees. 
physical access to card holder data are IrI 

I I Idocumented, in use, and known to all I 
I1 affected parties. I 

j II 
I I 

Il 
I

j i I 
·_..)..,. 

~:-· ----- -1-,~-ple;,;~ntaudit trails to link all acc~~s tc I X --··-L.~--- ~ 
i I 

I em components to each individual 
Il!Ser. I ..... -·-·-- .• 

lImplement ;1utomnte_d audit trails for allP~t-- I x·-~t-~ I 

isystem components to reconstruct the 
I following events: 

I 
I 

I
I I' I 

I 
I 
I i 

IAll individual user accesses to card holder X10.2.1 
data .. 

10.2.2 All actions taken by any individual with ;X 
Iroot or administrative privileges I 

i 
10.2.3 Access to all audit trails : XI 
10.2.4 Invalid logical access attempts X I 
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PCI Responsibility Matrix 
Responsibility of 

Requirement Requirement Text N/A Provider/ County Joint Notes 
IVendor I 

10.2.5 Use of and changes to identification and X 
authentication med1anisms-including 
but not lim.ited to creation of new 

I 
accounts and elevation of privileges-and I, all changes, additions, or deletions to 

1accounts with root or administrative 

Iprivileges 

I 
! 

10.2.6 

-· 
10.2.7 

l:', 
-----· 11nitialization, stopping, or pausing of the 

Iaudit logs 
, Creation ai)d deletion of system-level 

i____ 

X 

X 

' 
\ 

I ' I 
! 

,. .... 

I . 

, . , I 
- : 

i 

.. ....-~ 

objects ; 

---- ~~ 
10.3 

10.3.1 

Record at least the fqllowing audit trail 
, entries for ail system components for each 

event: 

User identification 

X 

X 

I 

I 

I 
! 
i 

I 

10.3.2 Type of event X 

10.3.3 Date and time X 

10.3.4 Success or failure indication X 

10.3.5 Origination of event X 

10.3.6 Identity or name of affected data, system X 
component, or resource. 
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PCI Responsibility Matrix 
IResponsibility of 

-
Provjder/ County JointRequirement Text N/A NotesRequirement 
Vendor 

' 
10.4 1 Using time~synchronization technology, X 

synchronize al! critical system docks and 
times and ensure that the following is 
implemented for acquiring, distributing, 
and storing time. Note: One example of I 

Itime synchronization technology is iI j Network Time Protocol {NTP}. 

I ' II II I I 

.. ; ·· As it relates to the equipmen.t mas::e,· -,l 10.4.'1 ICriti~~i -~ystems have the correct and !
I I 

I I- .-·. I'·*·. 
I 

comistent time., 

~-Timedata is protected. 
f---

10.4.3 , Time settings are received from industry-
accepted time sources. 

10.5 Secure audit trails so they cannot be 

..· .,.~ ._ I I 
I '. ·_-..- ... ·~ 

i 
i 

I X 

X 

X i 

! I 
! ! 

! 

' time. If an ,irregularity is detected, SP ! 
I 
!Plus will place a service caH with ' 

Equipment vendor. _ 
: 

. -1 
·-···-----,

i 

I ' 
··--·7 

altered. 

10.5.1 Limit viewing of audit trails to those with a X 
job-related need. 

110.5.2 Protect audit trail files from unauthorized 
modifications. 

X 
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Exhibit G 

PCI Responsibility Matrix 
Responsibility of l 

Requirement Requirement Text N/A Provider/ I County I Joint Notes 
Vendor 

t---
10.5.3 Promptly hack up audit trail files to a X 

centralized log server or media that is 
difficult to alter. 

10.5.4 Write logs for external-facing technologies ! X 

:onto a secure, centra1ized, internai log !·1 1·
1 1

I 
\ server or media device. . l 

1 

____7i1l I ' . I
L - i -4---•---+! 10.5.'5 : Use file-integrity monitoring or change- X I I · 

1I detection software on logs to ensure that , f 

j existing log data cannot be changed l I ! 

' without generating alerts (although new : I , 
data being added should not cause an I 
alert). 

1 

i I 
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PCI Responsibility Matrix 
Responsibility of 

Requirement Requirement Text N/A Provider/ 
Vendor 

County Joint Notes 

10.6 

I 
i 

Review logs and security events for all 
system corriponents to identify·anomalies 
or suspicious activity. 
Note: Log harvesting, parsing, and alerting 
tools may be used to meet this 
Requirement. 

!I i-------- - -----~---· 

X 

--

I 
I 
! 

1 

This is a joint responsibility since SP 
Plus has limited access to the 
equipment and reports. 

J 
I 

I 
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Exhibit G 

PCI Responsibility Matrix 
Responsibility of ! 

Requirement . Requirement Text N/A 
"· 

Provider/ County Joint Notes 
Vendor 

-·----· 
10.6.1 Review the following at least daily: I X 

I
• Ail security events 
., Logs of ail system components that 
stor.e, process, or transmit CHO and/or 

ISAD, or that could impact the security of 
I :CHO and;'or SAD 
I • Logs of all critical system components 
l • I nnc- nf ::iirl C'L!U"\lot"<" "...1n~ C"\IC"f-.am 

-

I 
' 

I 
I 

' 
j 

I ' 
J 

! I I.components that perform security 
\ functions (for example, firew.ili~,. 
) :intrusion-detection systems/intrusion­
j prevention systems (lDS/!PS), 
I 3Uthentication ~eNers, e-commercelredirection servers, etc.). 
I 

' 

i 

' 

LJ_ 
I 
' 

I 
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Exhibit G 

PCI Responsibility Matrix 
Responsibility of 

Requirement Requirement Text Notes 
Vendor 

N/A Provider/ \ County I· Joint 

X 
components periodically based on the 
organization's policies and risk 
management strategy, as determined by 
the organization's annual risk assessment. 

10.6.2 Review logs of all other system 

I 
1 · 

,..' -i'I l i 
I ____Ji 

X Ir I 

~allow up exceptions and anomalies _i 

I ·, - .identified during the review process. I 
.,I jII 

I 

I 
I 
i 

Retain audit trail history for at least one X I 
I 

110.7 
year, with a minimum of three months 
immediately available for analysis (for 
example, online, archived, or restorable 
from backup). 
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Exhibit G 

PCI Responsibility Matrix 

Requirement 

10.8 

Requirement Text 

Additional requirement for service 
providers only: 

N/A 

X 

Responsibility of 

Provider/ County 
Vendor 

Joint Notes 

I 

I 
I 
I 
1 

l 

,Implement a process for the timely 
detection arid reporting of failures of 
critical security control systems, including 
but not limited to failure of: 
• Firewalls 
•• IDS/IPS 
·• FIM 
• Anti-virus 
• Physical access controls 
• Logical access controls 
• Audit logging mechanisms 
• Segmentation controls (if used) ' 

I 

I 
I 
' ! 

'· 

' 
' 

•··. 

. . - ' , 

, ... ,·, 

··, 

.. 

I 
i 
I 

i 

I 
! 
' 

j 
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PCI Responsibility Matrix 
Responsibility of I 

IN/ARequirement Requirement Text Provider/ County Joint Notes I 
Vendor ! 

710.8.l Additional requirement for service X 
i 
iproviders only: l 
' Respond to failures of any critical security i 

I
1 

controls in a timely manner. Processes for I 
responding to faiiures in security controls I 

!must include: II 
• Restoring security functions J 

• Identifying and documenting the I 
duratinn (date .=ind time start to end) of iI 

i \ Ithe security failure I 
I 

I
• Identifying and documenting cause(s) of i 

I l, failure, including root cause, and .I 
I 
Idocumenting remediation required to , 

~ddress root cause 
i 
I" Identifying and addressing any security I ;

I 
Iissues that :arose during the failure I i 

• Performing a risk assessment to I 
determine whether further actions are 
required as a result of the security failure 

:I 

I 
• Implementing controls to prevent cause 
of failure from reoccurring 
• Resuming monitoring of security 
controls 
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Exhibit G 

PCI Responsibility Matrix I 
I 

Responsibility of 

Requirement Requirement Text County Joint Notes 
Vendor 

N/A I Provider/ 

Ensure that security policies and X110.9 I 
operational procedures for monitoring all 
access to network resources and I 

I·cardholder data are documented, in use, I 
I I 

Iand known to all affected parties. I 

I 
I 
I 

I 

I II 
I : ________L_ jl_____J____··· 

I 

' -·---
\ 

78 

Page 128 of 162 

Exhibit 3 
Page 128 of 162



Exhibit G 

PCI Responsibility Matrix 
Responsibility of 

I 

Requirement Requirement Text Provider/ County Joint Notes 
Vendor 

N/A 

Implement processes to test for the11.1 X 

I 

presence of wireless access points 
(802.11), and detect and identify all 
authorized and unauthorized wireless 
access points on a quarterly basis. Note: I 

I
Methods that may be used in the process II 

j 

network sc_ans, physical/logical inspections 
include but are not limited to wireless 

I - Iiof system components and infrastructure, ! , ' 
.. ·,• Inetwork access control (NAC), or wireless 

l ' ·, 
I, IDS/IPS. Whichever methods are used, 

: j they must be sufficient to detect and " I 
' 

J identify both authorized and unauthorized -
I 
II devices. I 
i 

I 
I lI 

I 

I 
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! PCI Responsibility Matrix 

I 

Requirement 

11.1.:1 

'Requirement Text 

Maintain an inventory of authorized 
'wireless access points including a 
documented business justification. 

: 

N/A 

X 

: 

! 

Responsibility of 
1I Provider/ County

IVendor 
! 
I 

I 

I 

Joint Notes 

I 
I 

I 
I 
I 

I 

I 
i 
I 

+-------+----------------•M----1 
'Implement incident response procedures X i 

fri the event unautho"riied wireless actess 
J1.1.2 

I 
l I'polnts are detected. - I I -1 ll. I! I I 

I ' I 
! j·'l 

i'
I I ! j I! I II 

I ----·----'·· _____ _J___j_ 
I 
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11.2 

Exhibit G 

Run internal and external network I X 
vulnerability scans at least quarterly and 
after any significant change in the network 
(such as new system component 

1 installations, changes in network topology, 
firewall rule modifications, product 
upgrades). 

Note: Multiple scan reports can be 
combined for the quarterly scan process 

1 to show that all systems were scanned 
/ and all applicable vulnerabilities have 
, been addressed. Additional 
!.documentation r-iay be required to verify 
I 

I non-remediated vulnerabilities are in the 
I. 

i process of being addressed. 
I: , 
j For :nitial PCI DSS compliance, it :s not 
I required th.at four quarters of passing 

scans be completed if the assessor verifies 
1) the most recent scan result was a 
passing scan, 
2) the entity has documented policies and 
procedures requiring quarterly scanning, 
and 3) vulnerabilities noted in the scan 
results have been corrected as shown in a 
re-scan(s). For subsequent years after the 
initial PCI D55 review, four quarters of 
passing scans must have occurred. 
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Exhibit G 

PCI Responsibility Matrix 
Responsibility of 

Requirement Requirement Text N/A Provider/ County Joint 
Vendor 

Notes 

I 11.2.1 Perform quarterly internal vulnerability X 

scans and rescans as needed, until ali 
"high- risk" vulnerabilities (as identified in 
.Requirement 6.1) are resolved. Scans must 
be performed by qualified personnel. l 

i 
II 

I I I 
i I . : - .- ---~------ ·- --·-·--·- - J 

-- . 
,_ 
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Exhibit G 

PCI Responsibility Matrix ! 
Responsibility of I 

Requirement Requirement Text NotesProvider/ County I JointN/A 
I 

·, Vendor I 
11.2.2 Perform quarterly external vulnerability X 

scans, via an Approved Scanning I 
IProvider/Vendor (ASV) approved by the ;J 

I 
I 
I 

Payment Card Industry Security Standards 
Council (PCI SSC). Perform rescans as 
needed, until passing scans are achieved. 

Note: Quarterly external vulnerability 
scans must be performed by an Approved 
Scanning Provider/Vendor (ASV}, 
approved by the Payment Card Industry 
Security Standards Council (PCI SSC). 

i 
I 

Refer to the ASV Program Guide published 
on the PCI SSC website for scan County 
responsibilities, scan preparation, etc. 

i 
I 
I-
I
I.
I .,, 

•. 

' 
Ii 
I r -

I 
i 
I 
I 
I -
j 

' ' ! 

J 

I 
I 
I 
i 
i 

. •' ' 

i 

I I 
I 

I 
I 
I 

I 

I 
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PCI Responsibility Matrix 
Responsibility of 

I 

I Requirement 

I 
Requirement Text N/A i Provider/ County 

Vendor 
Joint Notes 

I 11.2.3 

I 

I 
I 

Perform internal and.external scans, and I 
rescans as needed, after any significant I 

I I 
IIchange. Scans must be performed by I I 

qualified personnel. 
I 
I 

II ;- I 

I 
I 

! ___J 

I 
I 
I 
I 

I 
I 

I 
I 
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11.3 Implement a methodology for penetration X 
testing that includes the following: 
• Is based on industry-accepted 
penetration testing approaches (for 
example, NIST SP800-115) 
• Includes coverage for the entire CDE 
perimeter and critical systems 
• Includes testing from both inside and 
·outside the network . 
• Includes testing to validate any 
segmentation and scope-reduction I 

I 

controls 

I 
1 

• Defines application-layer penetr3tion 
tests to include, at a minimum, the 
:vulnerabilities listed in Requirement 6.5 

I 

I 
11 Defines network-layer penetration tests 
to include components that support 
network functions as well as operating 

I 
i ' 

I 
: 

systems 

• Includes review and consideration of 
' threats and vulnerabilities experienced in 

the last 12 months 

• Specifies retention of penetration 
testing results and remediation activities I 

results. Note: This update to Requirement 
11.3 is a best practice until June 30, 2015, 
after which it becomes a requirement. PCI 
DSS v2.0 requirements for penetration 
testing must be followed until v3.0 is in 
place. 
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;I r l ! i 
II I 

Requirement 

11.3.1 

L-..-----
/ 11.3.2 

PCI Responsibility Matrix 

Requirement Text N/A 

Perform external penetration testing at I X 
least annually and after any significant 
infrastructure or application upgrade or 
modification (such as an operating system 
upgrade, a sub-network added to the 
environment, or a web server added to 
the environment). 

Perform internal penetration testing at 
. least annuaily and after any significant I 

X 

Responsibility of 

Provider/ ICounty I Joint 
Vendor 

Notes 

··-·------, 
i 
I 

l em I i 
I 
Ji 

i 
I 

I l I 
i I 

I 
I 

I 
I 
! 

I 
I 

i 
I 
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PCI Responsibility Matrix 
Responsibility of 

Notes 
Vendor ' 

Requirement _Requirement Text N/A Provider/ I County I Joint 

11.3.3 Exploitable vulnerabilities found during X 
penetration testing are corrected and 
testing is repeated to verify the 

.corrections. 

11.3.4 If segmentation is used to isolate the COE X 
from other networks, perform penetration 
tests at least annually and after any 
changes to_segmentation 
controls/methods to :Verify that the 

Ii II j 
I I i 

I I I 
I 
i 

l 
I l I 

! i 
I 

I 11.3.4.1. Additional requirement for service I X I 
providers only: If segmentation is used, 
confirm PCI DSS scope by performing I i 

I 
penetration testing on segmentation I 
controls at least every six months and 
after any changes to segmentation 
controls/methods. 
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Exhibit G 

PCI Responsibility Matrix 
Responsibility of 

N/ARequirement Text Notes 
Vendor 

Requirement Provider/ \ County I Joint 

X 
prevention techniques to detect and/or 
Use intrusion-detection and/or intrusion­11.4 --1 
prevent intrusions into the network. 
Monitor all traffic at the perimeter of the IIIcard holder data environment as well as at 
critical points in the cardholder data 
environment, and alert personnel to 
suspected compromises. 
Keep all intrusion-detection and 
·prevention engines, baselines, and 
signatures up to date. 

Deploy a change-detection mechanism IJ.1.5 
(for example, file-integrity monitoring 
tools) to alert personnel to unauthorized 
modification (including changes, additions, 
and deletions) of critical system files, 
configuration files, or content files; and 
configure the software to perform critical 
file comparisons at least weekly. 

I 

: 

I 
I . '1·.I " 
I 

I ! 
'I 

1 

I 

I I I 

•·i ! 
I 

I 
: 

7X 
I 
i: 
i 
i 
I 
l 

i 
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Exhibit G 

PCI Responsibility Matrix 
Responsibility of I 

Requirement Requirement Text Joint Notes 
Vendor 
Provider/ CountyN/A 

11.5.1 Implement a process to respond to any X 
alerts generated by the change-detection 
solution. 

!I 
I11.6 1 Ensure that security policies and X 

l 
I..Ioperational procedures for security 

- i 
! 

I 
•._monitoring and testing are documented, 

l in use, and known to all affected parties. iI 
. . ,, IlI' . 

I 
I 

I I 
I Ii I ..i I

I I 
I II 

----j 

12.1 Establish, publish, maintain, and X ~ 
! idisseminate a security policy. 

! 
I I 
I 

--

7 
i 
I 

12.1.1 Review the security policy at least X 
annually and update the policy when the 
environment changes. 

I 
I 

I 

89 

Page 139 of 162 

Exhibit 3 
Page 139 of 162
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PCI Responsibility Matrix 
Responsibility of I 

Requirement Requirement Text Provider/ County Joint Notes 
Vendor 

N/A 

II 

12.2 Implement a risk-assessment process that: X 
.-,s performed at least annually and upon 
significant changes to the environment 

(for example, acquisition, merger, 
relocation, etc.}, 

-Identifies critical assets, threats, and 
vulnerabilities, and ..I 

! 
I 
I 

I 
I,Results in a formal, documented analysis 
i 
Iof risk. I ' 

I 

----,,____ J___ J ....I ---·------I . -~Develop usage policies for critical , V!12.3 I " I 
technologies and define proper use of II ii :these technologies. '" ' 

I I 
Note: Examples of critical technologies I 

!
include, but are not limited to, remote iI !access and wireless technologies, laptops, : I

Itablets, removable electronic media, e-
-mail usage and Internet usage. 

I IEnsure these usage policies require the I 
I 
I 

following:
-· 

12.3.1 Explicit approval by authorized parties X 
-

12.3.2 Authentication for use of the technology X 

12.3.3 A list of all such devices and personnel X 
with access 

12.3.4 A method to accurately and readily X 
determine owner, contact information, 
and purpose (for example, labeling, 

coding, and/or inventorying of devices} 
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Exhibit G 

PCI Responsibility Matrix 
Responsibility of 

Requirement Requirement Text N/A Notes 
Vendor 
Provider/ I County I Joint 

Acceptable uses of the technology X12.3.5 

12.3.6 Accept;ibie network locations for the X 
technologies 

17 . .3.7 List of company-approved products X I 
i j 
i 

---1-' 
I ~----t-- --+--· ----1~~ii___ Automatic disconnect of sessions for · 1 X -~ 

I remote-access technologies after a j j i 
specific period of inactivity I l I I 

12.3.9~-Activatio~·of remote•access technologies ~ 1· I !~~---~ 
I for vendors and business partners only 

when needed by vendors and business 
partners, with immediate deactivation 
after use 

i I 
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PCI Responsibility MatrixI 
Responsibility of 

Requirement .. Requirement Text N/A Provider/ County Joint Notes 
Vendor 

-
12.3.10 For personnel accessing card holder data Ix 

I 
Ivia remote-access technologies, prohibit I II 

I 
i 

the copying, moving, and storage of 
I 

II 
Icardholder.data onto local hard drives and 
iIremovable electronic media, unless I 
! 
I?.xplicitly authorized for a defined business 

need. ; 
; 

Where there is an authorized business 
Ineed, the usage policies must require the lI I I I 

p ~I 
i Iapplicable Pet DSS Requirements. I i 

I 
-+-------------t 12.4 _Ensure that the security policy and t 

I procedures deuly define information 

1 security responsibi!ities for all personnel. 

i 

i I 
I 

I iI I~+-~----------··--····· -··--~ 
I 

X ; 

I 
I 

i 

I 
I 

I I 
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PCI Responsibility Matrix 

' 

Requirement 

12.4.1 

12.5 

Requirement Text 

Additional requirement for service 
providers only: 
Executive management shall establish 
responsibility for the protection of 
cardholder data and a PCI DSS compliance 
program to include: 
'"Overall accountability for maintaining 
PCI DSS compliance 
" Defining a charter for a PCI DSS 
compliance program and communication 
to executiv~ management 

: 

Assign to an individual or team the 
following information security 
management responsibilities: 

N/A 

X 

I 

Responsibility of 

' Provider/ County 
Vendor 

'i 

l 
j 
I 
I 
I 
I 

' 

! 

Joint 

I 
I 
l 

' 

X 

I 
Notes 

I: 

"' 
---

SP+ and the County will have shared 
responsibility for tracking all 
passwords and user ID's issued by 
both the their personnel. 

I 
I 
I 
I 

I 
I 
i 
i 
I 

I 
i 
I 

! 
' 
' ! 
i 

' 

i 

I 
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PCI Responsibility Matrix 

l Responsibility of 

Requirement Requirement Text N/A Provider/ 
Vendor 

County Joint Notes 

12.5.1 Establish, document, and distribute 
security policies and procedures. 

X : 

I 
I 

L
I 

_____._
I 12.s:2 .. 
! 

j 

I 
I 
! 

I ' 
l 

---··-·--
Monitor and analyze security alerts and 
intormation, and distribute to appropriate 
personnel. 

... ,x. 

: .. -··:, 

I 

I 

' 
I 

I 

.. 
-· 

SP Plus will monitor any.security alert 

issued by the HUB System and 

'..mmediately report it to the County. 
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Exhibit G 

PCI Responsibility Matrix I 
Responsibility of I 

N/A 1 Provider/ CountyRequirement Text Joint j NotesRequirement · 
Vendor 

' 12.5.3 This is during manual mode and SPEstablish, document, and distribute X 
Plus 1Nill follow proper escalation security incident response and escalation 
procedures to inform HUB and theprocedures to ensure timely and effective 

handling of all situations. County of any security Alert. I 
! 
I 
I 
! 

' : I 
I i . I 

II I 
I 

I i 
; ' I -

' 

..I ii.' : ' I
' 

i! 
i 
I I 

j ! . 
I! .. .l 
I 

-
12.5.4 -Administer user accounts, including This relates to new SP+ attendants I·X 

i 
I. .. and personnel which are given accesc_;additions, deletions, and modifications. 

to the PARCS system for their normal 
I attendant duties. 

I I 
I I I

I I 

I
I 
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Exhibit G 

PCI Responsibility Matrix 
Responsibility of 

Requirement Requirement Text N/A Provider/ County ·Joint Notes 
Vendor 

12.S.5 Monitor and control all access to data. X SP Plus will maintain the equipment-
' secure in the both while under their 
I control and safe from any ,,

I ··I unauthorized personnel. Our 
I j responsibility is limited to the physical ! 

'. I 1 Iaccess in our parking booth or offices. i 
I j . . 
I -·-·--·--~- .L .·-· - i -- ---- I ________ _! 
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12.6 

Exhibit G 

PCI Responsibility Matrix 
Responsibility of 

Requirement Requirement Text 

mess 
:1re of 

the importance of carr:lholder data 

I security. 

N/A Provider/ 
Vendor 

X 

' 

County 

i 

Joint Notes 

i 
I 
I 

I 
i 

I 
I 
I 

I II
I 

l 
I 
! 

l ' 
\ 

.!I 
I 
I 

I I 
I i II. I III II i I

I ; I II· 

I 

I 

I 

97 

Page 147 of 162 

Exhibit 3 
Page 147 of 162



--

Exhibit G 

PCI Responsibility Matrix 
Responsibility ofI II 

Requirement Requirement Text N/A Provider/ County I Joint Notes 
Vendor I 

12.G.1 Educate personnel upon hire and at least X 
annually. 
Note: Methods can vary depending on the I 
role of the personnel and their level of j 

+ 
I 

;access to the cardholder data. I 
I-·--- -·- ····------------~ 

Require personnel to-acknowledge at least! 12.6.~. I ' . annually that they have read and I i 
IIunderstoo~ the seca.;rity policy and i i I 

I i 
i, procedures. 

I I 
I I I 

i 
i I 

iI I 
II I 

i 
I Ii ! 

1I I II I I ' I I 

l I I I 
; 

J 
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Exhibit G 

PCI Responsibility Matrix 

Requirement Requirement Text 

12.7 Screen potential personnel prior to hire to 
minimize the risk of attacks from internal 
sources. (Examples of background checks 
include previous employment history, 
criminal record, credit history, and 
reference checks.) 
Note: For those potential personnel to be 
hired for certain positions such as store 
cashiers who only have access to one card 
number at a time when facilitating a 
,transaction, this requirement is a 

I . recommendation only. 
I i 
l 

I
I 

i 

j 12.8 Maintain and implement policies and 

procedures to manage service providers 
I with whom card holder data is shared, or 

that could affect the security of 
cardholder data, as follows: 

12.8.1 Maintain a list of service providers. 

Responsibility of I 
N/A Provider/ County Joint Notes 

j Vendor 

I X 

i I 
II i 
, 
! I .. 
i ! ; 

1 

j , 
I 
I
I 

x -------,----+--·----+----........--·---

' 

I . 
, · 
I 

X 
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Exhibit G 

PCI Responsibility Matrix 
Responsibility of 

Requirement Requirement Text N/A Provider/ County Joint Notes 
Vendor 

Maintain a written agreement that X12.8.2 I 
includes an acknowledgement that the 
service providers are responsible for the Isecurity of cardholder data the service 
providers possess or otherwise store, 
process or transmit on behalf of the .. 

. . 
' County, or to the extent that they could 

...I impact the sernritv of the County's I , I·cardholder.data environment. I I .. - I 
II Note: The exact wording of an I 

I 

I 

I iI ,acknowledgement will depend on_ the i 
i agreement between the two parties, the 
I details of the service being provided, and 
j :the res~onsibiiities assigned to each party. 

I' The acKnowledgement does not have to ! 
include the exact wording provided in this 
requirement. 

' i 
I 

Il 
I 

I 
I 
II ' 
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Exhibit G 

PCI Responsibility Matrix I 
Responsibility of 

Requirement - Requirement Text N/A Provider/ ! County Joint Notes 
Vendor I 

12.8.3 Ensure there is an established process for X 
engaging service providers including 1 

proper due diligence prior to engagement. ' ·· I 

. I 
I 

I . 
I ' 

I I : I I . . ii ... 

! I . . II ' 

: ' I. I ' II .. ' '. I 

I ; . . i 'i ~ . I I . I! 
' I 

112.8.4---- Maintain a .Program to monitor service X I . . 
providers' PCI DSS compliance status at I 
least annually. i 

I 

i
I ' I . . ' 

I I I 
I I 
l I 

I . I 
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Exhibit G 

PCI Responsibility Matrix 
Responsibility of 

I 

Requirement Requirement Text Notes 
I

JointN/A ! Provider/ I County I 
II Vendor I 

7 
I 

12.8.5 : Maintain information about which PCI OSS X 

I Irequirements are managed by each I 

service provider, and which are managed I I 
I 

I 
' by the entity. iI 

i
II 

I i II 

I II 
l 

I 
I i 

II I 
1 · i 
I 
J :j,. 

'· 

~--·~--~----------·-·-·- ------'-------'-~~'----'------'-----'----~---------- _j 
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Exhibit G 

PCI Responsibility Matrix 

Requirement 

12.9 

! Requirement Text 

Additional requirement for service 
providers only: Service providers 
acknowledge in writing to County that 
they are responsible for the security of 
card holder data the service provider 
possesses er otherwise stores, processes, 
-or transmits on beha.lf of the County, or to 
the extent that they could impact the 

N/A 

X 

Responsibility of 

Provider/ I County 
Vendor 

I Joint Notes 

I 
I 
i 
' 

security dthe County's cardholder data 

I 
I 

I 
I 
! 

I 
I 
I 
i 

I I I III 
j
' I 

I 
I 

I 
' I 
I 

., I 
i 
I 
I 
l 
I 
I 
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Exhibit G 

i 
I 
I 

! 

' i 

! 
I 

I I 

. '---=--- --'----·---.........I ___._____---- _,j 

PCI Responsibility Matrix 
Responsibility of 

Requirement · Requirement Text N/A Provider/ County 
Vendor 

' 

I Joint Notes 

12.1 Implement an incident response plan. Be X 
prepared to respond immediately to a 
system breach. 

I 
I 

I II II ! I, j i 
I I I ' ii ' i : I 

I I !I I 
iI 

: I I I 

I 
! 
J 

I 
I 
I 
I 

I 

"j 

i 
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12.10.1 

Exhibit G 

PCI Responsibility Matrix 
Responsibility of 

l 

Requirement Requirement Text 1 N/A 

Create the lncident response plan to be 
implemented in the event of system 
breach. Ensure the plan addresses the . I 
following, at a minimum: I 

1 ' jII i ... Business recovery and continuity I l ' 

' I ! 
procedures 
• Data backup processes 
11 Analysis of legal requirements for 

, reporting compromises 
• Coverage and responses of all critical 
system components 

• Reference or inclusion of incident 
response procedures from the payment 

brands. 

• Roles, responsibilities, and 
communication and contact strategies in 

the event cif a compromise including 
notification of the payment brands, at a 

I,I 

i J minimum 

l ., Specific i~cident response procedures 

Provider/ 
Vendor 

X 
·, 

' 

I ' 

I 
I 
I 

County I Joint 

I 

I 
I 
I 

Notes 

SP Plus is responsible for proper 
handling of any sensitive information 
when the.PARCS system is in Manual I
mode or inoperable. I 

I 
i 
' 

•' 

I 
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Exhibit G 

PCI Responsibility Matrix 

Requirement 

12.10.2 

I 
I 

I 

I 
I 
I 

I 
I 
I 
I 
I 
I 

112.w, 

i 

12.10.4 

Requirement Text 

Test the plan at least annually. 

N/A 

X 

Responsibility of 

i Provider/ County 
Vendor 

I 
I 

I 

I 

Designate specific personnel to be 
available on a 24/7 basis to respond to 
alerts. 

Provide appropriate training to staff with 
security breach response responsibilities. 

X 

II ' 

X 

I 

' I 
I 
I 
I 
I 

NotesJoint 

I I 
I 

I 

' ____j! 

i 
I 
I 
I 

- i 
I 

i 
I 

I I 

.. ! 
I 
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Exhibit G 

PCI Responsibility Matrix 
Responsibility of 

Requirement Requirement Text Joint Notes 
Vendor 

N/A 1 
Provider/ \ County J 

1 

12.10.5 Include alerts from security monitoring X 
systems, including but not limited to 
intrusion-detection, intrusion-prevention, I 

Ifirewalls, and file-integrity monitoring 
i systems. I 

____ JI 

D-evelop a process to modify and evolve 112.10.6 ~, I X / I I I ! 
. the incident response plan according to 
!I 

i 

I 
I 

I 

112.11 

Iessons learned and to incorporate 
industry developments. 

Additional requirement for service 
providers only: 
Perform reviews at least quarterly to 
confirm personnel are following security 

X 

' i 
I 
I 
I 

I 
I 

' 

i 
I 
i 
I 

! 
I 
I 

I 
! 

! 
i 

._ 

I 

i 

j 
I • 

i 
! 

--------·· -------------·- .. 

I 
I 
I 
I 

! 
policies and operational procedures. 

I 
I 
I 

I 
I 

.Reviews must cover the following 
processes: 
• Daily log reviews 
• Firewall rule-set reviews 

i 
I 
I 

i 
I 
I 
! 

i 

I I 

I • Applying configuration standards to new 
systems 
• Responding to security alerts 

I 

I 
• Change management processes I 

I I 
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Exhibit G 

PCI Responsibility Matrix 
Responsibility of ~ 

Requirement I RequirementText I N/A I Provider/ County Joint Notes ~ · 
Vendor 

I 12.11.1 I Additional requirement for service I X ! 

providers only: ! 
I 

Maintain documentation of quarterly I I i 
rev1ew process to include: j ! 
• Documenting resuits of the reviews I j1· 

• Review and sig11 off of results by 1 

personnel assigned responsibility for the ! I 
PCi DSS cempliance program . . 

1
1. I I. 

--·-·-----------1 't·· ··--·:--1-----t.---+--·---------· 
l[ A.l I .Protect each entity's (that is, merchant, X 

I 

: : iIservice provider, or other entity) hosted I I i
envircnment and data, per A.1.1 through i 

A.1.4: I I 
' I I 

! ' 
i:I Ahosting provir.ler m~st fulfill these I 

·requirements as well as all other relevant 

sections of the PCI 055. Note: Even though 
a hosting provider may meet these ' 
requirements .. the compliance of the I 

I 
lentity that uses the hosting provider is not 

guaranteed. Each entity must comply with I 
the PCI DSS and validate compliance as 
applicable. 

A.1.1 Ensure that each entity only runs X 
processes that have access to that entity's 
cardholder data environment. 
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Exhibit G 

PCI Responsibility Matrix 
Responsibility of 

Requirement Requirement Text Provider/ County Joint Notes 
Vendor 

N/A 

Restrict each entity's access and privilegesA.1.2 X 
to its own card holder data environment 

Ionly. 

A.1.3 , Ensure logging and audit trails are enabled X 
and unique to each entity's cardholder 
data environment and consistent with PC! I -
DSS Requirement 10. ..I -

-· -
A.1.4 Enable processes to provide for timely I X 

I 
Iforensic investigation in the event of a 

t:ompromise to any hosted merchant or I I - Iservice provider. ____ j 
I 

j _I .. . .- I 
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Exhibit H - S£-curity Requirements 

For the purposes of this Exhibit H, the following definiti:':ins shall apply: 

"County Confidential Information/I means anv CoLmty Data that includes employee information, 
financial information, or person.ally identifiaclt, information for individuals or entities interacting with 
County (including, without limitation, social security numbers, birth dates, banking and financial 
information, and other information deemed exempt or confidential under state or federal law or 
applicable regulatory body). · 

"County Data" means the data and infom1atio:1 (including te:<t; pictures, sound, graphics, video and 
other data) relating to County or its empl9yees or ,agents, or made available or provided by County 
or its agents to Contractor, for or in the pe~formance of this Agreement, including all derivative data 
and results derived therefrom, whether or not derived through the use of the Contractor's services, 
whether or not electronically retained, and regardless·of the retention media. 

All other capitalized terms not expressly defined within this exhibit shall retain the meaning ascribed 
to such terms in the Agreement (and it not so defined, then the plain language meaning appropriate 
to the context in which it is used). 

Security and Access. If Contractor will have access to any aspect of County's network via an Active 
Directory account,. onsite access, remote access, or otherwise, Contractor must: 

(a) comply at all times with all applicable County access and security standards, policies, and 
procedures related to Coun';:y's network, as welt as any other or additional restrictions or 
standards tor which County provides written notice to Contractor; 

(b) provide any and all information that County may reasonably request in order to determine 
appropriate security and network acr:es§itestrictfdr:is ahd verify Contractor's compliance with 
County security standards; 

(c) provide privacy and information secUtlty tr~inlng to its employees with access t~ County's 
network upon hire and at least once ·annually; arid· ' · 

(d) notify County of any terminations a/separations of Contractor's employees who had access 
to County's network. ,.. 

In addition, if and to the extent Cont,r,actor, will have any, remote access to County's network, 
Contrac.tor must: 

(e) utilize secure, strictly-controlleo 1ndustrv standards for encryption (e.g., Virtual Private 
Networks) and passphrases·and safeguard County Data that resides in or transits through 
Contractor:s in-ternal network from. unaut.horized access and disclosure; 

(f) ensure the remote host device used for access is not connected to any other network, including 
an unencrypted third party pui;>'lic \!ViFi network, while connected to County's network, with 
the exception of networks that are under Contractor's complete control or under the 
complete control of a person or entity authorized in advance by County in writing; 

(g) enforce automatic disconnect of sessions for remote access technologies after a specific 
period of inactivity with regard to ccn:.eotivity in~o County infrastructure; 

(h) utilize equipment that contains antivirus protection software, an updated operating system, 
firmware, and third party-appl.icatim1 patches, and that is configured for least privileged 
access; 
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. ' 

{i) utilize, at a minimum, industry stari_dard security measures, as determined in County's sole 
discretion, to safeguard County Data that resides in or transits through Contractor's internal 
network from unauthorized access and disclosure; and 

{j) activate remote access from ContrcJctor and its approved subcontractors into the County 
network only to the extent necessary tc perform services under this Agreement, deactivating 
such access immediately ofter use. : · 

If at any point in time County, in the sole discretion of its Chief Information Officer {CIO), determines 
that Contractor's access to any aspect bfCounty's network presents an unacceptable security risk, or 
if Contractor exceeds the scope ofaccess required to perform the required services under the 
Agreement, County may immediately suspend or terminate Contractor's access and, if the risk is not 
promptly resolved to the reasonable satisractfon of the County's CIO, may terminate this Agreement 
or any applicable Work Authorization upon ten {10) business days' notice {including, without 
limitation, without restoring any actes·s to County network to Contractor). 

Data and Priv_~- To the extent applicable to the serv'ices being provided by Contractor under the 
Agreement, Contractor shall comply with ail applicable data and privacy laws and regulations, 
including without limitation Florida Statutes Section 501.171, and shall ensure that County 
Confidential Data processed, transmitted, or stored by Contractor or in Contractor's system is not 
accessed, transmitted or stored outside the United States. Contractor shall not sell, market, publicize, 
distribute, or otherwise make available to any third party any personal identification information (as 
defined by Florida Statutes Section 501.171, Section 817.568, or Section 817.5685, as amended) that 
Contractor may receive or otherwise .have access to .in- connection with this Agreement, unless 
expressly authorized in advance by Countt... If applicable and requested by County, Contractor shall 
ensure that all hard drives or other storage d~vic.es and media that contained County Data have 
been wiped in accordance_ with the then-c;uffent best industry practices, incl_uding without limitation 
DOD 5220.22~M, and that_ an approp,riate data. wipe certificatipn is provided to the 
satisfaction of the Contract Admir_,istrator. 

Managed or Professional Services. Contractor shall immediately notify County of any terminations or 
separations of Contractor's employees.who performed services under the Agreement and who had 
access to County Confidential Information or the County network. If any unauthorized party is 
successful in accessing any area, including' any information technology component related to 
Contractor, where Countv Data or file.~ exist or are housed, Contractor shall notify County within 
twenty-four (24) hours after becoming aware of such ·breach, unless an extension is granted by 
County's CIO. Contractor shall provide Count'}with a detailed.incident report within five (5) days after 
becoming aware of the breach, including remeciial measures instituted and any law enforcement 
involvement. Contractor shall fully co_operate with County on incident response, forensics, and 
investigations into Contractor's infrastructure as it re.I ates to any County Data or County applications. 
Contractor shall not release County Dato or copies of County Data without the advance written 
consent of County. Contractor shall ensure adequate background checks have been performed on 
any personnel having access to County Confidential.lnformat1on. To the extent permitted by such 
checks, Contractor shall notknowingly allow c.onvictedfeions or other persons deemed by Contractor 
to be a security risk to access County Data..Contractor shall ensure the use of any open source or 
third-party software or hardware does not :.mdermine-the security posture of the Contractor or 
County. 
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System and Organization Controls (SOC) Report. Contractor must provide County with a copy of a 
current unqualified System and Organization Controls (SOC) 2 "fype II Report for Contractor and for 
any third party that provides the applicable. services comprising the system, inclusive of all five Trust 
Service Principles (Security, Availability, Processing Integrity, Confidentiality, and Privacy), prior to 
commencement of the Agreement, cinless this requirement is waived in writing by the County's CIO 

or designee. 

Payment Card Industry (PCI) Compliance. If and to the extent at·any point during the Agreement 
that Contractor accepts, handles, transmits, 6r stores any credit cardholder data or is reasonably 
determined by County to potentially impact the securify bf Cdunty's cardholder data environment 
("CDE"), Contractor must: 

(a) comply with the most recent -version of VISA Cardholder Information Security Program 
("CISP") Payment Applfcatiori' · Best . Practir.e:S and Audit Procedures including Security 
Standards Council's PCI DSS and the functions relating to storing, processing, and transmitting 
of the cardholder data to the exter(t applicable to Contractor and set forth in the PCI DSS 
responsibility matrix (see Exhibit G); 

(b) Maintain PCI DSS validation throughout the Agreement; 
(c)) Prior to commencement of the Agreement, and annually, provide to County: a Self­

Assessment Questionnaire ("SAQ") for SP Plus and a written acknowledgment of 
responsibility for the security of card holder data Contractor possesses or otherwise stores, 
processes, or transmits, and for any service Contractor provides that could impact the 
security of County's CDE (if Contractor subcontracts or in any way outsources the credit card 
processing, or provides an API that redirects or transmits cardholder to a payment gateway, 
Contractor is responsible for maintaining PCI compliance for the API and providing the AOC 
for the subcontractor or payment gateway to County); 

(d) Maintain and provide to County a PC! DSS responsibility matrix (see Exhibit G) that outlines 
the exact PCI DSS controls that,are not applicable to the Agreement, are the responsibility of 
either Party, or that are the shared responsibility of Contractor and County (or another 
entity); 

(e) Immediately notify County, and to the extent applicable the vendor providing the equipment 
and software that accepts or processes payments, if Contractor learns or suspects that 
Contractor, the equipment or software that accepts or process payments or any component 
thereof is no longer PCI DSS compliant and to the extent applicable, provide County the steps 
being taken to remediate the non-compliant status no later than seven (7) calendar days 
after Contractor learns or suspects an issue related to PCI DSS compliance; and 

(f) Activate remote access from Contractor and.its approved subcontractors into County's 
network only to the extentnecessary to perform services under this Agreement, deactivating 
such access immediately after use.. 
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	Structure Bookmarks
	AGREEMENT BETWEEN BROWARD COUNTY AND SP PLUS CORPORATION FOR PARKING MANAGEMENT SERVICES (RFP # PNC2116816Pl) 
	AGREEMENT BETWEEN BROWARD COUNTY AND SP PLUS CORPORATION FOR PARKING MANAGEMENT SERVICES (RFP # PNC2116816Pl) 
	This Agreement ("Agreement") is made and entered by and between Broward County, a political subdivision of the State of Florida ("County"), and SP Plus Corporation, a Delaware corporation authorized to transact business in the State of Florida ("Contractor") (each a "Party" and collectively referred to as the "Parties"}. 

	RECITALS 
	RECITALS 
	A. County issued RFP # PNC2116816P1 {"RFP") soliciting proposals from qualified vendors to provide parking management services for various County agencies. 
	B. The RFP separated the various facilities on or in which services are to be performed into two {2) groups: Group 1-County Facilities Management facilities; and Group 2Port Everglades parking facilities and ground lots, with a separate contract to be awarded for each group. 
	-

	C. Contractor was the top ranked proposer for Group 1, County and Contractor entered into negotiations and this Agreement represents the final and complete understanding of the Parties regarding Contractor's performance of services. 
	Now, therefore, for good and valuable consideration, the receipt and sufficiency of which are hereby acknowledged, the Parties agree as follows: 

	ARTICLE 1. DEFINITIONS 
	ARTICLE 1. DEFINITIONS 
	1.1. Board means the Board of County Commissioners of Broward County, Florida. 
	1.2. Contract Administrator means the Director of Facilities Management Division, the Assistant Director of Facilities Management Division, or such other person designated by the Director of Facilities Management Division in writing. 
	1.3. County Business Enterprise or CBE means an entity certified as meeting the applicable requirements of Section 1-81, Broward County Code of Ordinances. 
	1.4. Notice to Proceed means a written authorization to proceed with the project, phase, or task issued by the Contract Administrator. 
	LS; · Purchasing Director means County's Director ofPurchasing as appointed by the Broward County Administrator. 
	1.6. Services means all work required by Contractor under this Agreement, including without limitation all deliverables, consulting, training, project management, or other services specified in Exhibit A ("Scope of Services"), and any Optional Services procured under this Agreement. 
	RLI/RFP/Contract # PNC2116816Pl [BCF #101 {Rev. 12.02.2019)) 
	Page 1 of 162 
	1.7. Small Business Enterprise or SBE means an entity certified as meeting the applicable requirements of Section 1-81, Broward County Code of Ordinances. 
	1.8. Subcontractor means an entity or individual providing services to County through Contractor for all or any portion of the work under this Agreement. The term "Subcontractor" shall include all subconsultants. 
	ARTICLE 2. EXHIBITS 
	ARTICLE 2. EXHIBITS 
	Exhibit A Scope of Services Exhibit B Fees and Expenses Exhibit C Minimum Insurance Coverages Exhibit D Work Authorization Form Exhibit E CBE/SBE Subcontractor Schedule and Letters of Intent Exhibit F Certification of Payments to Subcontractors and Suppliers Exhibit G PCI Responsibility Matrix Exhibit H Security Requirements 
	ARTICLE 3. SCOPE OF SERVICES 
	3.1. Scope of Services. Contractor shall perform all Services required under this Agreement including, without limitation, the work specified in Exhibit A (the "Scope of Services"). The Scope of Services is a description of Contractor's obligations and responsibilities and is deemed to include preliminary considerations and prerequisites, and all labor, materials, equipment, and tasks that are such an inseparable part of the work described that exclusion would render performance by Contractor impractical, i
	3.2. Optional Services. Contractor acknowledges that the Contract Administrator has no authority to make changes that would increase, decrease, or otherwise modify the Scope of Services except as expressly set forth in this Agreement or, to the extent applicable, set forth in the Broward County Procurement Code. If any goods or services under this Agreement, or the quantity thereof, are identified as optional ("Optional Services"), County may select the type, amount, and timing of such goods or services pur
	than $50,000.00; (b) 

	RLI/RFP/Contract # PNC2116816Pl [BCF #101 (Rev. 12.02.2019}] 
	Page 2 of 162 
	any Work Authorization, the Contract Administrator will issue a Notice to Proceed for those authorized Optional Services. Contractor shall not commence work on any Work Authorization until after receipt of a purchase order and Notice to Proceed. 
	ARTICLE 4. TERM AND TIME OF PERFORMANCE 
	ARTICLE 4. TERM AND TIME OF PERFORMANCE 
	4.1. Term. The term of this Agreement shall begin on the date it is fully executed by the Parties ("Effective Date") and shall end at 11:59 PM on the day prior to the third anniversary of the Effective Date ("Initial Term"}, it being the intention of the parties that the Initial Term be for a period of three (3) years. 
	4.2. Extensions. County may renew this Agreement for up to two (2) additional one (1) year terms (each an "Extension Term") by sending notice of renewal to Contractor at least thirty (30} days prior to the expiration of the then-current term. The Purchasing Director is authorized to exercise this renewal option. 
	4.3. Additional Extension. If unusual or exceptional circumstances, as determined in the sole discretion of the Purchasing Director, render the exercise of an Extension Term not practicable, or if no extension is available and expiration of this Agreement would, as determined by the Purchasing Director, result in a gap in the provision of Services necessary for the ongoing operations of County, then the Purchasing Director may extend this Agreement on the same terms and conditions for period(s) not to excee
	4.4. Extension Rates and Terms. For any extension beyond the Initial Term, Contractor shall be compensated at the rates in effect when the extension was invoked by County, unless otherwise expressly stated in Exhibit B. Contractor shall continue to provide the Services upon the same terms and conditions as set forth in this Agreement for such extended period. 
	4.5. Fiscal Year. The continuation of this Agreement beyond the end of any County fiscal year is subject to both the appropriation and the availability of funds in accordance with Chapter 129, Florida Statutes. 
	4.6. Time of the Essence. Unless otherwise agreed by the Parties in writing, all duties, obligations, and responsibilities of Contractor required by this Agreement shall be completed no later than thedate or time specified for completion. Time is of the essence in performing the duties, obligations, and responsibilities required by this Agreement. 

	ARTICLE 5. COMPENSATION 
	ARTICLE 5. COMPENSATION 
	5.1. Maximum Amounts. For all goods and Services provided under this Agreement, County will pay Contractor an annual fee (Annual Management Fee"), expenses expressly identified on 
	RLI/RFP/Contract # PNC2116816P1 [BCF #101 (Rev. 12.02.2019)) 
	Exhibit B, and Optional Services up to the respective maximum annual amount of expense set forth on Exhibit B . The Annual Management Fee is payable in equal, monthly installments, in arrears. 
	Figure
	Total 3 Year Management Fee Initial 
	$153,000 Term Total 3 Year Expenses Initial Term 
	$5,699,700 Total 3 Year Continency for Other 
	$46,364 Operating Costs and Expenses 
	TOTAL NOTTO EXCEED 
	$5,899,064 
	Payment shall be made only for Services actually performed and completed pursuant to this Agreement, as set forth on Exhibit B, and, except as set forth below for police services, the amount set forth on Exhibit B for each item of expense shall be accepted by Contractor as full compensation for all such Services. Contractor acknowledges that, except for police security services, the amounts set forth in this Agreement are the maximum amounts payable and constitute a limitation upon County's obligation to co
	5.2. Method of Billing and Payment. 
	5.2.1. Contractor may submit invoices for compensation no more often than on a monthly basis, but only after the Services for which the invoices are submitted have been completed. An original invoice plus one copy are due within fifteen (15) days after the end of the month covered by the invoice, except that the final invoice must be received no later than sixty {60) days after expiration or earlier termination of this Agreement. Invoices shall designate the Services performed and, as applicable, the person
	5.2.2. Any invoice submitted by Contractor shall be in the amount set forth in Exhibit B for the applicable Services, minus any agreed upon retainage as stated in Exhibit B. Retainage amounts shall only be invoiced to County upon completion of all Services, unless otherwise stated in Exhibit B. 
	RLI/RFP/Contract # PNC2116816Pl [BCF #101 (Rev. 12.02.2019)] 
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	5.2.3. County shall pay Contractor within thirty (30} days of receipt of Contractor's proper invoice, as required under the "Broward County Prompt Payment Ordinance," Section 1-51.6, Broward County Code of Ordinances. To be deemed proper, all invoices must comply with the requirements set forth in this Agreement and must be submitted on the then-current County form and pursuant to instructions prescribed by the Contract Administrator. Payment may be withheld for failure of Contractor to comply with a term, 
	5.2.4. Contractor shall pay Subcontractors and suppliers within fifteen (15} days following receipt of payment from County for such subcontracted work or supplies. Contractor agrees that if it withholds an amount as retainage from Subcontractors or suppliers, it will release such retainage and pay same within fifteen (15} days following receipt of payment of retained amounts from County. Failure to pay a Subcontractor or supplier in accordance with this subsection shall be a material breach of this Agreemen
	5.3. Reimbursable Expenses. For reimbursement of any travel costs or travel-related expenses permitted under this Agreement, Contractor agrees to comply with Section 112.061, Florida Statutes, except to the extent that Exhibit B expressly provides to the contrary. County shall not be liable for any such expenses that exceed those allowed by Section 112.061 or that have not been approved in writing in advance by the Contract Administrator. 
	5.4. Subcontractors. Contractor shall invoice all Subcontractor fees, whether paid on a "lump sum" or other basis, to County with no markup. All Subcontractor fees shall be invoiced to County in the actual amount paid by Contractor. 
	S.S. Withholding by County. Notwithstanding any provision of this Agreement to the contrary, County may withhold, in whole or in part, payment to the extent necessary to protect itself from loss on account of inadequate or defective work that has not been remedied or resolved in a manner satisfactory to the Contract Administrator or failure to comply with any provision of this Agreement. The amount withheld shall not be subject to payment of interest by County. 
	ARTICLE 6. REPRESENTATIONS AND WARRANTIES 
	6.1. Representation of Authority. Contractor represents and warrants that this Agreement constitutes the legal, valid, binding, and enforceable obligation of Contractor, and that neither the execution nor performance of this Agreement constitutes a breach of any agreement that Contractor has with any third party or violates any law, rule, regulation, or duty arising in law or equity applicable to Contractor. Contractor further represents and warrants that execution of this Agreement is within Contractor's l
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	on behalf of Contractor is duly authorized by all necessary and appropriate action to do so on behalf of Contractor and does so with full legal authority. 
	6.2. Solicitation Representations. Contractor represents and warrants that all statements and representations made in Contractor's proposal, bid, or other supporting documents submitted to County in connection with the solicitation, negotiation, or award of this Agreement, including during the procurement or evaluation process, were true and correct when made and are true and correct as of the date Contractor executes this Agreement, unless otherwise expressly disclosed in writing by Contractor. 
	6.3. Contingency Fee. Contractor represents that it has not paid or agreed to pay any person or entity, other than a bona fide employee working solely for Contractor, any fee, commission, percentage, gift, or other consideration contingent upon or resulting from the award or making of this Agreement. 
	6.4. Truth-In-Negotiation Representation. Contractor's compensation under this Agreement is based upon its representations to County, and Contractor certifies that the wage rates, factual unit costs, and other information supplied to substantiate Contractor's compensation, including without limitation those made by Contractor during the negotiation of this Agreement, are accurate, complete, and current as of the date Contractor executes this Agreement. Contractor's compensation will be reduced to exclude an
	6.5. Public Entity Crime Act. Contractor represents that it is familiar with the requirements and prohibitions under the Public Entity Crime Act, Section 287.133, Florida Statutes, and represents that its entry into this Agreement will not violate that Act. Contractor further represents that there has been no determination that it committed a "public entity crime" as defined by Section 287.133, Florida Statutes, and that it has not been formally charged with committing an act defined as a "public entity cri
	6.6. Discriminatory Vendor and Scrutinized Companies Lists. Contractor represents that it has not been placed on the "discriminatory vendor list" as provided in Section 287.134, Florida Statutes, and that it is not a "scrutinized company" pursuant to Section 215.473, Florida Statutes. Contractor represents and certifies that it is not ineligible to contract with County on any of the grounds stated in Section 287.135, Florida Statutes. 
	6.7. Claims Against Contractor. Contractor represents and warrants that there is no action or proceeding, at law or in equity, before any court, mediator, arbitrator, government-al or other board or official, pending or, to the knowledge of Contractor, threatened against or affecting Contractor, the outcome of which may (a) affect the validity or enforceability of this Agreement, 
	(b) materially and adversely affect the authority or ability of Contractor to perform its obligations under this Agreement, or (c) have a material and adverse effect on the consolidated financial condition or results of operations of Contractor or on the ability of Contractor to conduct its business as presently conducted or as proposed or contemplated to be conducted. 
	RLI/RFP/Contract # PNC2116816P1 [BCF #101 (Rev. 12.02.2019)] 
	Page 6 of 162 
	6.8. Warranty of Performance. Contractor represents and warrants that it possesses the knowledge, skill, experience, and financial capability required to perform and provide all Services and that each person and entity that will provide Services is duly qualified to perform such services by all appropriate governmental authorities, where required, and is sufficiently experienced and skilled in the area(s) for which such person or entity will render such Services. Contractor represents and warrants that the 
	6.9. Domestic Partnership Requirement. Unless this Agreement is exempt from the provisions of the Broward County Domestic Partnership Act, Section 16½-157, Broward County Code of Ordinances, Contractor certifies and represents that it will comply with the provisions of Section 16½-157 for the duration of this Agreement. The contract language referenced in Section 16½157 is deemed incorporated in this Agreement as though fully set forth in this section. 
	-

	6.10. Warranty Regarding PCI Compliance. Contractor warrants that, to the extent applicable, Contractor will comply with the most recent version of the Payment Card Industry Data Security Standard ("PCI DSS"). The Parties agree to adhere to the PCI Responsibility Matrix set forth in Exhibit G. 
	6.11. Breach of Representations. In entering into this Agreement, Contractor acknowledges that County is materially relying on the representations, warranties, and certifications of Contractor stated in this article. County shall be entitled to recover any damages it incurs to the extent any such representation or warranty is untrue. In addition, if any such representation, warranty, or certification is false, County shall have the right, at its sole discretion, to terminate this Agreement without any furth


	ARTICLE 7. INDEMNIFICATION 
	ARTICLE 7. INDEMNIFICATION 
	Contractor shall indemnify, hold harmless, and defend County and all of County's current, past, and future officers, agents, servants, and employees (collectively, "Indemnified Party") from and against any and all causes of action, demands, claims, losses, liabilities, and expenditures of any kind, including attorneys' fees, court costs, and expenses, including through the conclusion of any appellate proceedings, raised or asserted by any person or entity not a party to this Agreement, and caused or alleged
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	Agreement. If considered necessary by the Contract Administrator and the County Attorney, any sums due Contractor under this Agreement may be retained by County until all Claims subject to this indemnification obligation have been settled or otherwise resolved. Any amount withheld shall not be subject to payment of interest by County. 
	ARTICLE 8. INSURANCE 
	ARTICLE 8. INSURANCE 
	8.1. For the duration of the Agreement, Contractor shall, at its sole expense, maintain the minimum insurance coverages stated in Exhibit C in accordance with the terms and conditions of this article. Contractor shall maintain insurance coverage against claims relating to any act or omission by Contractor, its agents, representatives, employees, or Subcontractors in connection with this Agreement. County reserves the right at any time to review and adjust the limits and types of coverage required under this
	8.2. Contractor shall ensure that "Broward County" is listed and endorsed as an additional insured as stated in Exhibit Con all policies required under this article. 
	8.3. On or before the Effective Date or at least fifteen (15) days prior to commencement of Services, Contractor shall provide County with a copy of all Certificates of Insurance or other documentation sufficient to demonstrate the insurance coverage required in this article. If and to the extent requested by County, Contractor shall provide complete, certified copies of all required insurance policies and all required endorsements within thirty (30) days after County's request. 
	8.4. Contractor shall ensure that all insurance coverages required by this article shall remain in full force and effect for the duration of this Agreement and until all performance required by Contractor has been completed, as determined by Contract Administrator. Contractor or its insurer shall provide notice to County of any cancellation or modification of any required policy at least thirty (30) days prior to the effective date of cancellation or modification, and at least ten 
	(10) days prior to the effective date of any cancellation due to nonpayment, and shall concurrently provide County with a copy of its updated Certificates of Insurance evidencing continuation of the required coverage(s). Contractor shall ensure that there is no lapse of coverage at any time during the time period for which coverage is required by this article. 
	8.5. Contractor shall ensure that all required insurance policies are issued by insurers: 
	(1) 
	(1) 
	(1) 
	assigned an A. M. Best rating of at least "A-" with a Financial Size Category of at least Class VII; 

	(2) 
	(2) 
	authorized to transact insurance in the State of Florida; or (3) a qualified eligible surplus lines insurer pursuant to Section 626.917 or 626.918, Florida Statutes, with approval by County's Risk Management Division. 


	8.6. If Contractor maintains broader coverage or higher limits than the minimum insurance requirements stated in Exhibit C, County shall be entitled to any such broader coverage and higher limits maintained by Contractor. All required insurance coverages under this article shall provide primary coverage and shall not require contribution from any County insurance, self-
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	insurance or otherwise, which shall be in excess of and shall not contribute to the insurance required and provided by Contractor. 
	8.7. Contractor shall declare in writing any self-insured retentions or deductibles over the limit(s) prescribed in Exhibit C and submit to County for approval at least fifteen (15) days prior to the Effective Date or commencement of Services. Contractor shall be solely responsible for and shall pay any deductible or self-insured retention applicable to any claim against County. County may, at any time, require Contractor to purchase coverage with a lower retention or provide proof of ability to pay losses 
	8.8. Unless prohibited by the applicable policy, Contractor waives any right to subrogation that any of Contractor's insurer may acquire against County and agrees to obtain same in an endorsement of Contractor's insurance policies. 
	8.9. Contractor shall require that each Subcontractor maintains insurance coverage that adequately covers the Services provided by that Subcontractor on substantially the same insurance terms and conditions required of Contractor under this article. Contractor shall ensure that all such Subcontractors comply with these requirements and that "Broward County" is named as an additional insured under the Subcontractors' applicable insurance policies. 
	8.10. If Contractor or any Subcontractor fails to maintain the insurance required by this Agreement, County may pay any costs of premiums necessary to maintain the required coverage and deduct such costs from any payment otherwise due to Contractor. Contractor shall not permit any Subcontractor to provide Services unless and until the requirements of this article are satisfied. If requested by County, Contractor shall provide, within one (1) business day, evidence of each Subcontractor's compliance with thi
	8.11. If any of the policies required under this article provide claims-made coverage: (1) any retroactive date must be prior to the Effective Date; (2) the required coverage must be maintained after termination or expiration of the Agreement for at least the duration stated in Exhibit C, and (3) if coverage is canceled or nonrenewed and is not replaced with another claims­made policy form with a retroactive date prior to the Effective Date, Contractor must obtain and maintain "extended reporting" coverage 


	ARTICLE9. TERMINATION 
	ARTICLE9. TERMINATION 
	9.1. This Agreement may be terminated for cause by the aggrieved Party if the Party in breach has not corrected the breach within ten (10) days after receipt of written notice from the aggrieved Party identifying the breach. This Agreement may also be terminated for convenience by the Board. Termination for convenience by the Board shall be effective on the termination date stated in written notice provided by County, which termination date shall be not less than 
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	thirty (30) days after the date of such written notice. This Agreement may also be terminated by the County Administrator upon such notice as the County Administrator deems appropriate under the circumstances if the County Administrator determines that termination is necessary to protect the public health, safety, or welfare. If County erroneously, improperly, or unjustifiably terminates for cause, such termination shall be deemed a termination for convenience and shall be effective thirty (30) days after s
	9.2. This Agreement may be terminated for cause by County for reasons including, but not limited to, any of the following: 
	9.2.1. Contractor's failure to suitably or continuously perform the Services in a manner calculated to meet or accomplish the objectives in this Agreement or Work Authorization, or repeated submission (whether negligent or intentional) for payment of false or incorrect bills or invoices; 
	9.2.2. By the Contract Administrator or the Director of Office of Economic and Small Business Development ("OESBD") for any fraud, misrepresentation, or material misstatement by Contractor in the award or performance of this Agreement or that otherwise violates any applicable requirement of Section 1-81, Broward County Code of Ordinances; or 
	9.2.3. By the Director of OESBD upon the disqualification of Contractor as a CBE or SBE if Contractor's status as a CBE or SBE was a factor in the award of this Agreement and such status was misrepresented by Contractor, or upon the disqualification of one or more of Contractor's CBE or SBE participants by County's Director of OESBD if any such participant's status as a CBE or SBE firm was a factor in the award of this Agreement and such status was misrepresented by Contractor during the procurement or the 
	9.3. Notice of termination shall be provided in accordance with the "Notices" section of this Agreement except that notice of termination by the County Administrator to protect the public health, safety, or welfare may be oral notice that shall be promptly confirmed in writing. 
	9.4. If this Agreement is terminated for convenience by County, Contractor shall be paid for any Services properly performed through the termination date specified in the written notice of termination, subject to any right of County to retain any sums otherwise due and payable. Contractor acknowledges that it has received good, valuable, and sufficient consideration for County's right to terminate this Agreement for convenience in the form of County's obligation to provide advance notice to Contractor of su
	9.5. In addition to any right of termination stated in this Agreement, County shall be entitled to seek any and all available remedies, whether stated in this Agreement or otherwise available at law or in equity. RLI/RFP/Contract # PNC2116816Pl [BCF #101 (Rev. 12.02.2019)] 
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	ARTICLE 10. EQUAL EMPLOYMENT OPPORTUNITY AND CBE COMPLIANCE 
	ARTICLE 10. EQUAL EMPLOYMENT OPPORTUNITY AND CBE COMPLIANCE 
	10.1. No Party may discriminate on the basis of race, color, sex, religion, national origin, disability, age, marital status, political affiliation, sexual orientation, pregnancy, or gender identity and expression in the performance of this Agreement. Contractor shall include the foregoing or similar language in its contracts with any Subcontractors, except that any project assisted by the U.S. Department of Transportation funds shall comply with the nondiscrimination requirements in 49 C.F.R. Parts 23 and 
	10.2. Contractor shall comply with all applicable requirements of Section 1-81, Broward County Code of Ordinances, in the award and administration of this Agreement. Failure by Contractor to carry out any of the requirements of this article shall constitute a material breach of this Agreement, which shall permit County to terminate this Agreement or exercise any other remedy provided under this Agreement, the Broward County Code of Ordinances, the Broward County Administrative Code, or under other applicabl
	10.3. Contractor will meet the required CBE goal by utilizing the CBE firms listed in Exhibit E (or a CBE firm substituted for a listed firm, if permitted) for twenty-five percent (25%) of total Services (the "Commitment"). 
	10.4. In performing the Services, Contractor shall utilize the CBE firms listed in Exhibit E for the scope of work and the percentage of work amounts identified on each Letter of Intent. Promptly upon execution of this Agreement by County, Contractor shall enter into formal contracts with the firms listed in Exhibit E and, upon request, shall provide copies of the contracts to the Contract Administrator and OESBD. 
	10.5. Each CBE firm utilized by Contractor to meet the CBE goal must be certified by OESBD. Contractor shall inform County immediately when a CBE firm is not able to perform or if Contractor believes the CBE firm should be replaced for any other reason, so that OESBD may review and verify the good faith efforts of Contractor to substitute the CBE firm with another CBE firm, as applicable. Whenever a CBE firm is terminated for any reason, Contractor shall provide written notice to OESBD and, upon written app
	10.6. The Parties stipulate that if Contractor fails to meet the Commitment, the damages to County arising from such failure are not readily ascertainable at the time of contracting. If Contractor fails to meet the Commitment and County determines, in the sole discretion of the OESBD Program Director, that Contractor failed to make Good Faith Efforts (as defined in Section 1-81, Broward County Code of Ordinances) to meet the Commitment, Contractor shall pay County liquidated damages in an amount equal to fi
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	amount by which Contractor failed to achieve the Commitment, up to a maximum amount of ten percent (10%) of the total contract amount excluding costs and reimbursable expenses. An example of this calculation is stated in Section 1-81.7, Broward County Code of Ordinances. As elected by County, such liquidated damages amount shall be either credited against any amounts due from County or must be paid to County within thirty (30) days after written demand. These liquidated damages shall be County's sole contra
	10.7. Contractor acknowledges that the Board, acting through OESBD, may make minor administrative modifications to Section 1-81, Broward County Code of Ordinances, which shall become applicable to this Agreement if the administrative modifications are not unreasonable. Written notice of any such modification shall be provided to Contractor and shall include a deadline for Contractor to notify County in writing if Contractor concludes that the modification exceeds the authority under this section. Failure of
	10.8. County may modify the required participation of CBE firms in connection with any amendment, extension, modification, change order, or Work Authorization to this Agreement that, by itself or aggregated with previous amendments, extensions, modifications, change orders, or Work Authorizations, increases the initial Agreement price by ten percent {10%) or more. Contractor shall make a good faith effort to include CBE firms in work resulting from any such amendment, extension, modification, change order, 
	10.9. Contractor shall provide written monthly reports to the Contract Administrator attesting to Contractor's compliance with the CBE goal stated in this article. In addition, Contractor shall allow County to engage in onsite reviews to monitor Contractor's progress in achieving and maintaining Contractor's contractual and CBE obligations. The Contract Administrator in conjunction with OESBD shall perform such review and monitoring, unless otherwise determined by the County Administrator. 
	10.10. The Contract Administrator may increase allowable retainage or withhold progress payments if Contractor fails to demonstrate timely payments of sums due to all Subcontractors and suppliers. The presence of a "pay when paid" provision in a Contractor's contract with a CBE firm shall not preclude County or its representatives from inquiring into allegations of nonpayment. 
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	ARTICLE 11. MISCELLANEOUS 
	ARTICLE 11. MISCELLANEOUS 
	11.1. Contract Administrator Authority. The Contract Administrator is authorized to coordinate and communicate with Contractor to manage and supervise the performance of this Agreement. Unless expressly stated otherwise in this Agreement or otherwise set forth in an applicable provision of the Broward County Procurement Code, Broward County Code of Ordinances, or Broward County Administrative Code, the Contract Administrator may exercise any ministerial authority in connection with the day-to-day management
	11.2. Rights in Documents and Work. Any and all reports, photographs, surveys, documents, materials, or other work created by Contractor in connection with performing Services shall be owned by County, and Contractor hereby transfers to County all right, title, and interest, including any copyright or other intellectual property rights, in or to the work. Upon termination of this Agreement, any reports, photographs, surveys, and other data and documents prepared by Contractor, whether finished or unfinished
	11.3. Public Records. To the extent Contractor is acting on behalf of County as stated in Section 119.0701, Florida Statutes, Contractor shall: 
	11.3.1. Keep and maintain public records required by County to perform the Services; 
	11.3.2. Upon request from County, provide County with a copy of the requested records or allow the records to be inspected or copied within a reasonable time and at a cost that does not exceed that provided in Chapter 119, Florida Statutes, or as otherwise provided by law; 
	11.3.3. Ensure that public records that are exempt or confidential and exempt from public record requirements are not disclosed except as authorized by law for the duration of this Agreement and following completion or termination of this Agreement if the records are not transferred to County; and 
	11.3.4. Upon c9mpletion or termination of this Agreement, transfer to County,at no cost, all public records in possession of Contractor or keep and maintain public records required by County to perform the services. If Contractor transfers the records to County, Contractor shall destroy any duplicate public records that are exempt or confidential and exempt. If Contractor keeps and maintains the public records, Contractor shall meet all applicable requirements for retaining public records. All records store
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	must be provided to County upon request in a format that is compatible with the information technology systems of County. 
	A request for public records regarding this Agreement must be made directly to County, who will be responsible for responding to any such public records requests. Contractor will provide any requested records to County to enable County to respond to the public records request. 
	Any material submitted to County that Contractor contends constitutes or contains trade secrets or is otherwise exempt from production under Florida public records laws (including Chapter 119, Florida Statutes) ("Trade Secret Materials") must be separately submitted and conspicuously labeled "EXEMPT FROM PUBLIC RECORD PRODUCTION-TRADE SECRET." In addition, Contractor must, simultaneous with the submission ofany Trade Secret Materials, provide a sworn affidavit from a person with personal knowledge attesting
	IF CONTRACTOR HAS QUESTIONS REGARDING THE APPLICATION OF CHAPTER 119, FLORIDA STATUTES, TO CONTRACTOR'S DUTY TO PROVIDE PUBLIC RECORDS RELATING TO THIS AGREEMENT, CONTACT THE CUSTODIAN OF PUBLIC RECORDS AT (954) 357-7935, , 115 S. ANDREWS AVE., SUITE 501, FORT LAUDERDALE, FLORIDA 33301. 
	WDAHLGREN@BROWARD.ORG

	11.4. Audit Rights and Retention of Records. County shall have the right to audit the books, records, and accounts of Contractor and its Subcontractors that are related to this Agreement. Contractor and its Subcontractors shall keep such books, records, and accounts as may be necessary in order to record complete and correct entries related to this Agreement and performance under this Agreement. All such books, records, and accounts shall be kept in written form, or in a form capable of conversion into writ
	Contractor and its Subcontractors shall preserve and make available, at reasonable times within Broward County, Florida, for examination and audit, all financial records, supporting documents, statistical records, and any other documents pertinent to this Agreement for at least three (3) years after expiration or termination of this Agreement or until resolution of any audit findings, whichever is longer. Any audit or inspection pursuant to this section may be performed by any County representative (includi
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	hereby grants County the right to conduct such audit or review at Contractor's place of business, if deemed appropriate by County, with seventy-two (72) hours' advance notice. 
	Any incomplete or incorrect entry in such books, records, and accounts shall be a basis for County's disallowance and recovery of any payment upon such entry. If an audit or inspection in accordance with this section discloses overpricing or overcharges to County of any nature by Contractor in excess of five percent (5%) of the total contract billings reviewed by County, the reasonable actual cost of County's audit shall be reimbursed to County by Contractor in addition to making adjustments for the overcha
	Contractor shall ensure that the requirements of this section are included in all agreements with its Subcontractor(s). 
	11.5. Independent Contractor. Contractor is an independent contractor of County, and nothing in this Agreement shall constitute or create a partnership, joint venture, or any other relationship between the Parties. In providing Services, neither Contractor nor its agents shall act as officers, employees, or agents of County. Contractor shall not have the right to bind County to any obligation not expressly undertaken by County under this Agreement. 
	11.6. Regulatory Capacity. Notwithstanding the fact that County is a political subdivision with certain regulatory authority, County's performance under this Agreement is as a Party to this Agreement and not in its regulatory capacity. If County exercises its regulatory authority, the exercise of such authority and the enforcement of any rules, regulation, laws, and ordinances shall have occurred pursuant to County's regulatory authority as a governmental body separate and apart from this Agreement, and sha
	11.7. Sovereign Immunity. Except to the extent sovereign immunity may be deemed to be waived by entering into this Agreement, nothing herein is intended to serve as a waiver of sovereign immunity by County nor shall anything included herein be construed as consent by County to be sued by third parties in any matter arising out of this Agreement. County is a political subdivision as defined in Section 768.28, Florida Statutes, and shall be responsible for the negligent or wrongful acts or omissions of its em
	11.8. Third-Party Beneficiaries. Neither Contractor nor County intends to directly or substantially benefit a third party by this Agreement. Therefore, the Parties acknowledge that there are no third-party beneficiaries to this Agreement and that no third party shall be entitled to assert a right or claim against either of them based upon this Agreement. 
	11.9. Notices. In order for a notice to a Party to be effective under this Agreement, notice must be sent via U.S. first-class mail, hand delivery, or commercial overnight delivery, each with a contemporaneous copy via email, to the addresses listed below and shall be effective upon 
	RLI/RFP/Contract # PNC2116816P1 [BCF #101 (Rev. 12.02.2019)] 
	Page 15 of 162 
	mailing or hand delivery (provided the contemporaneous email is also sent}. The addresses for notice shall remain as set forth in this section unless and until changed by providing notice of such change in accordance with the provisions of this section. 
	FOR COUNTY: Broward County Facilities Management Division Attn: Division Director 115 South Andrews Avenue, Room 501 Fort Lauderdale, Florida 33301 Email address: 
	scampbell@broward.org 

	FOR CONTRACTOR: SP Plus Corporation Attn: Senior Vice President 2 S. Biscayne Blvd, Suite 200 · Miami, FL 33131 Email address: 
	cescobar@spplus.com 

	11.10. Assignment. All Subcontractors must be expressly identified in this Agreement or otherwise approved in advance and in writing by County's Contract Administrator. Except for subcontracting approved by County in advance, neither this Agreement nor any right or interest in it may be assigned, transferred, subcontracted, or encumbered by Contractor without the prior written consent of County. Any assignment, transfer, encumbrance, or subcontract in violation of this section shall be void and ineffective,
	11.11. Conflicts. Neither Contractor nor its employees shall have or hold any continuing or frequently recurring employment or contractual relationship that is substantially antagonistic or incompatible with Contractor's loyal and conscientious exercise of judgment and care related to its performance under this Agreement. During the term of this Agreement, none of Contractor's officers or employees shall serve as an expert witness against County in any legal or administrative proceeding in which he, she, or
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	11.12. Materiality and Waiver of Breach. Each requirement, duty, and obligation set forth in this Agreement was bargained for at arm's-length and is agreed to by the Parties. Each requirement, duty, and obligation set forth in this Agreement is substantial and important to the formation of this Agreement, and each is, therefore, a material term of this Agreement. County's failure to enforce any provision of this Agreement shall not be deemed a waiver of such provision or modification of this Agreement. A wa
	11.13. Compliance with Laws. Contractor and the Services must comply with all applicable federal, state, and local laws, codes, ordinances, rules, and regulations including, without limitation, American with Disabilities Act, 42 U.S.C. § 12101; Section 504 of the Rehabilitation Act of 1973, and any related federal, state, or local laws, rules, and regulations. 
	11.14. Severability. If any part of this Agreement is found to be unenforceable by any court of competent jurisdiction, that part shall be deemed severed from this Agreement and the balance of this Agreement shall remain in full force and effect. 
	11.15. Joint Preparation. This Agreement has been jointly prepared by the Parties and shall not be construed more strictly against either Party. 
	11.16. Interpretation. The titles and headings contained in this Agreement are for reference purposes only and shall not in any way affect the meaning or interpretation of this Agreement. All personal pronouns used in this Agreement shall include the other gender, and the singular shall include the plural, and vice versa, unless the context otherwise requires. Terms such as "herein," "hereof," "hereunder," and "hereinafter" refer to this Agreement as a whole and not to any particular sentence, paragraph, or
	11.17. Priority of Provisions. If there is a conflict or inconsistency between any term, statement, requirement, or provision of any document or exhibit attached to, referenced by, or incorporated in this Agreement and any provision of Articles 1 through 11 of this Agreement, the provisions contained in Articles 1 through 11 shall prevail and be given effect. 
	11.18. Law, Jurisdiction, Venue, Waiver of Jury Trial. This Agreement shall be interpreted and construed in accordance with and governed by the laws of the State of Florida. The exclusive venue for any lawsuit arising from, related to, or in connection with this Agreement shall be in the state courts of the Seventeenth Judicial Circuit in and for Broward County, Florida. If any claim arising from, related to, or in connection with this Agreement must be litigated in federal court, the exclusive venue for an
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	AGREEMENT, CONTRACTOR AND COUNTY HEREBY EXPRESSLY WAIVE ANY RIGHTS EITHER PARTY MAY HAVE TO A TRIAL BY JURY OF ANY CIVIL LITIGATION RELATED TO THIS AGREEMENT. IF A PARTY FAILS TO WITHDRAW A REQUEST FOR A JURY TRIAL IN A LAWSUIT ARISING OUT OF THIS AGREEMENT AFTER WRITTEN NOTICE BY THE OTHER PARTY OF VIOLATION OF THIS SECTION, THE PARTY MAKING THE REQUEST FOR JURY TRIAL SHALL BE LIABLE FOR THE REASONABLE ATTORNEYS' FEES AND COSTS OF THE OTHER PARTY IN CONTESTING THE REQUEST FOR JURY TRIAL, AND SUCH AMOUNTS S
	11.19. Amendments. No modification, amendment, or alteration in the terms or conditions contained in this Agreement shall be effective unless contained in a written document prepared with the same or similar formality as this Agreement and executed by duly authorized representatives of County and Contractor. 
	11.20. Prior Agreements. This Agreement represents the final and complete understanding of the Parties regarding the subject matter and supersedes all prior and contemporaneous negotiations and discussions regarding that subject matter. There is no commitment, agreement, or understanding concerning the subject matter of this Agreement that is not contained in this written document. 
	11.21. HIPAA Compliance. County has access to protected health information ("PHI") that is subject to the requirements of 45 C.F.R. Parts 160, 162, and 164 and related regulations. If Contractor is considered by County to be a covered entity or business associate or is required to comply with the Health Insurance Portability and Accountability Act of 1996 ("HIPAA") or the Health Information Technology for Economic and Clinical Health Act ("HITECH"), Contractor shall fully protect individually identifiable h
	http://www.broward.org/Purchasing/Pages/StandardTerms.aspx

	11.22. Payable Interest 
	11:22.1. Payment of Interest. County shall not be liable to pay any interest to Contractor for any reason, whether as prejudgment interest or for any other purpose, and in furtherance thereof Contractor waives, rejects, disclaims, and surrenders any and all entitlement it has or may have to receive interest in connection with a dispute or claim arising from, related to, or in connection with this Agreement. This subsection shall not apply to any claim for interest, including for post-judgment interest, if s
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	11.22.2. Rate of Interest. If the preceding subsection is inapplicable or is determined to be invalid or unenforceable by a court of competent jurisdiction, the annual rate of interest payable by County under this Agreement, whether as prejudgment interest or for any other purpose, shall be, to the full extent permissible under applicable law, one quarter of one percent (0.25%) simple interest (uncompounded). 
	11.23. Incorporation by Reference. Any and all Recital clauses stated above are true and correct and are incorporated in this Agreement by reference. The attached Exhibits are incorporated into and made a part of this Agreement. 
	11.24. Prevailing Wage Requirement. If construction work in excess of Two Hundred Fifty Thousand Dollars ($) is required of, or undertaken by, Contractor as a result of this Agreement, Section 26-5, Broward County Code of Ordinances, shall be deemed to apply to such construction work. Contractor shall fully comply with the requirements of such ordinance. 
	250,000.00

	11.25. Counterparts and Multiple Originals. This Agreement may be executed in multiple originals, and may be executed in counterparts, each of which shall be deemed to be an original, but all of which, taken together, shall constitute one and the same agreement. 
	11.26. Use of County Logo. Contractor shall not use County's name, logo, or otherwise refer to this Agreement in any marketing or publicity materials without the prior written consent of County. 
	11.27. Drug-Free Workplace. To the extent required under Section 21.31(a)(2), Broward County Administrative Code, or Section 287.087, Florida Statutes, Contractor certifies that it has a drug­free workplace program that it will maintain such drug-free workplace program for the duration of this Agreement. 
	11.28. Living Wage Requirement. If Contractor is a "covered employer" within the meaning of the Broward County Living Wage Ordinance, Sections 26-100 through 26-105, Broward County Code of Ordinances, Contractor agrees to and shall pay to all of its employees providing "covered services," as defined in the ordinance, a living wage as required by such ordinance, and Contractor shall fully comply with the requirements of such ordinance. Contractor shall ensure all of its Subcontractors that qualify as "covere
	11.29. Workforce Investment Program. This Agreement constitutes a "Covered Contract" under the Broward Workforce Investment Program, Section 19.211, Broward County Administrative Code ("Workforce Investment Program"). Contractor affirms it is aware of the requirements of the Workforce Investment Program and agrees to use good faith efforts to meet the First Source Referral Goal and the Qualifying New Hires Goal as set forth the Workforce Investment Program, including by (a) publicly advertising exclusively 
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	to hire Qualifying New Hires, as defined by the Workforce Investment Program, for at least fifty percent (50%} of the vacancies that are the direct result of this Agreement. Until at least one year after the conclusion of this Agreement, Contractor shall maintain and make available to County upon request all records documenting Contractor's compliance with the requirements of the Workforce Investment Program, and shall submit the required Workforce Investment Reports to the Contract Administrator annually b
	(The remainder of this page is intentionally left blank.) 
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	Figure
	IN WITNESS WHEREOF, the Parties hereto have made and executed this Agreement: BROWARD COUNTY, through its BOARD OF COUNTY COMMISSIONERS, signing by and through its Mayor or Vice-Mayor authorized to execute same by Board action on the / -::>--,-day of 
	b.Q c__e_.M ki.z../L-,_ ~ 2020, and Contractor, signing by and through its VI C,L,-~ <o ,e,le( b-f-duly authorized to execute same. 
	COUNTY 
	BROWAR TY, by a its Boar 
	Figure

	• 
	.--Hfi.­rd County aunty ioners 2020_
	By: 

	I 
	Approved as to form by Andrew J. Meyers Broward County Attorney Governmental Center, Suite 423 115 South Andrews Avenue ~ Fort Lauderdale, Florida 333Q1 / Telephone: (954) 357-O Telecopier: (954) 357, 7 ~n 
	~ ~~~.....J~~ ~J7'!b~2d
	Figure

	,,4 
	Figure
	ate) { 

	.._ 
	By:_ _ _ --+---+-------+---'--Michael Kerr Deputy County 
	-

	JSS/mdw 2020-08-20-SP Plus FMD.doc 08/ 21/2020 
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	AGREEMENT BETWEEN BROWARD COUNTY AND SP PLUS PARKING CORPORATION FOR PARKING MANAGEMENT SERVICES (RFP # PNC2116816Pl) 
	CONTRACTOR 
	WITNESSES: 
	Figure
	-'3'At:.•·m y Ut/'S '7 Ul 
	'l-' 
	Print Name of Witness above Print Name and Title 
	'5~day of ()e,,h l.,To 
	20

	Figure
	r' ~ 
	Print Name of Witness above 
	Print Name of Witness above 


	ATTES 
	C /h r person authorized to attest 
	(CORPORATE SEAL OR NOTARY) 
	Notary Public State of Florida Suray Delgado Jimenez My Commission GG 972011 Expires 03/22/2024 
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	EXHIBIT A Scope of Work Group 1 Parking Management Services for Various County Agencies (Facilities Management) 
	Responsibilities of Operator 
	Responsibilities of Operator 
	1. General Terms 
	1.1. During the term of this Agreement, the parking management services firm ("Contractor") shall be obligated to manage all parking operations at the awarded location(s) and additional services, as specified, in a safe, efficient, and cost-effective manner. Contractor shall provide the highest level of professional management services on a continuous basis, seven (7) days a week, 365 days a year the hours set forth in Section 4 below. 
	1.2. 
	1.2. 
	1.2. 
	Valet parking may be operated as a concession within the Agreement, as requested by the Contract Administrator. 

	2. 
	2. 
	Deleting, Adding or Changing Locations or Areas 


	2.1. County may, in its absolute discretion during the term of the Agreement, unilaterally add to or remove Parking Facilities (as defined in Section 3.1 below), wholly or in part. 
	2.2. If a Parking Facility (as defined in Section 3.1 below) is removed, the quoted cost for service at the Parking Facility being removed shall be deleted from the monthly invoice amount. County will provide written notice at least thirty (30) days prior to the effective date of the removal. 
	2.3. If a parking facility location not set forth in Section 3.1 below is added by County to the Agreement, prior to the parking facility addition, the Parties shall immediately begin negotiating adjustments to the existing compensation based on the addition of staff and scope of services. Costs per parking space in current contracted locations will be used to determine new fees and expenses. County will provide written notice at least thirty (30) days prior to the effective date of the addition. 
	2.4. County reserves the absolute right to change, remove or switch public parking areas, employee parking areas or other designated areas in this Agreement. If the County takes such action, a written notice. of the change will be sent to the Contractorat le~st thirty (30) days prior to the change. The Parties shall immediately begin negotiating adjustments to the existing compensation based on the addition or subtraction of staff and scope of services. Costs per parking space in current contracted location
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	2.5. County's notice to Contractor of an addition or deletion to Section 3.1 below, or of a change, removal or switch of public parking areas, employee parking areas, or other areas designated in this Agreement shall constitute an amendment to this Agreement. 
	3. Facility Description 
	3.1. Currently, parking facilities managed by County's Facilities Management Division ("FMD"), excluding Broward County Governmental Center -West (BCGCW), are managed by a private parking man·agement firm, utilizing HUB Parking Technology's (HUB) parking revenue access control system (PARCS). The repair and maintenance of the revenue control equipment is provided by HUB-certified service technicians. The FMD parking facilities (individually a "Parking Facility" or "Facility" and collectively "Parking Facili
	3.1.1. Broward County Governmental Center East (BCGCE) 1200 Parking Garage: Seven story 1,200 space parking garage 
	3.1.2. Broward County Governmental Center East (BCGCE) 350 Parking Garage: Five story 350 space parking garage 
	3.1.3. Broward County Judicial Complex (BCJC) East Parking Garage: Five story 2200 space parking garage 
	3.1.4. Broward County Judicial Complex (BCJC) South Parking Garage: Six story 1026 space parking garage 
	3.1.5. Broward County Governmental Center West (BCGCW) Garage: (Optional) 
	Three story 480 space parking garage (employee), located at 1 N. University Drive, Plantation, FL 33324 (Note: BCGCW garage does not currently utilize a PARCS) 
	4. Hours of Operation 
	4.1. Contractor shall operate BCGCE 1200 Garage, BCGCE 350 Garage, BCJC South Garage 24 hours per day, seven (7) days a week, 365 days a year. 
	4.2. Contractor shall operate BCJC East Garage Monday thru Friday from 7:00 a.m. -7:00 p.m. 
	5. Parking Fees 
	5.1. For each Parking Facility, fees are in accordance with County's set fee schedule set forth in Exhibit 1 -Facilities Management Facilities Parking Fees. 
	5.2. The parking fee schedule for the parking of a vehicle in the employee parking areas, public parking areas and for self-parking will be established by County. County shall 
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	have the right to amend or otherwise change the schedule at any time during the term of this Agreement. 
	6. General Management -Contractor shall: 
	6.1. Provide parking management services at each Facility in a manner to maximize revenues and minimize costs, while providing the highest level of professional and courteous customer service in all phases of parking transactions and operations. 
	6.2. Manage all current and future garage parking operations including public parking and valet parking when req_uested by the Contract Administrator and render other parking related services as m~y be requested by the Contract Administrator. 
	6.2.1. Diligently monitor the space. co1,1nt for all Parking Facilities and promptly notify the Contract Administrator when a facility is closed due to capacity limits. Notification is to be via ema.il to the assi_gned FMD building manager with a follow up phone call to that building manager's mobile phone. 
	6.2.2. Remove from any Facility, any parked vehicle, if directed by FMD. The direction from FMD will be issued via an email to Contractor. The towing service company which is approved by County to perform such service shall be used. All vehicles shall be towed to the site designated by FMD. 
	. . 
	6.2.3. Forward to the Contract Administrator, no later than the fifteenth (15) day of each calendar month, a written list of complaints, whether verbal or written, for each Facility that was received by Contractor during the prior calendar month, accompanied by a statement about Contractor's resolution of any such complaints. 
	th

	6.2.4. Respond to all questions or complaints regarding the quality of services or rates received by County and submitted Jo Contractor for response in writing to the Contract Administrator within seven (7) days following County's submission. 
	6.2.5. At the Contract Administrator's request, meet with FMD to review any complaints or concerns and to promptly correct any deficiencies regarding Contractor's operations under this Agreement. The Contract Administrator's determination as to quality of operation or services shall be conclusive and curative measures shall be 'implemented by the Contractor as expeditiously as possible.. 
	6.2.6. Open and .close Parking. Facilities for special events, cleaning and maintenance, repairs and construction activities, as directed by the Contract Administrator. 
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	6.2.7. Create and deploy portable message signs (Wind-Master, A Frame) for daily and special events as directed by FMD. 
	6.3. Provide all general rrianag·ement office ·personnel, software, hardware, equipment and supplies related to the Contractor's· operation and management of current and future parking facilities, except for PARCS Equipment and related supplies may include, but not be limited to software; hardware; equipment; radios; uniforms; maintenance and cleaning equipment; tools; office and ·accounting supplies; golf carts; vehicles; office furniture and custodial supplies. 
	6.3.1. Be responsible repair of equipment and furnishings installed or assigned to Parking Facilities except for parts noted in section 10.2. The Contractor shall obtain written approval of the Contract Administrator prior to conducting maintenance or repairs. 
	for alf m·aintenan.ce and 

	6.4. Hire and manage custodial service for all Parking Facilities, including but not limited to, cleaning all surfaces, the sidewalks leading to, from and within the parking facilities, parking garage structure, exit booths, facility entrance and exit roadway, ramps, stairwells, vestibules and parking administrative offices. Refer to Exhibit 2 -Cleaning Services Schedule -FMD Parking Garages for details. 
	6.4.1. The Contract Administrator will be the sole judge of the quality of custodial services. If it is determined by the Contract Administrator that custodial services are not being performed to the Contract Administrator's satisfaction, the Contract Administrator shall notify the Contractor in writing. If corrective action required by the Contract Administrator is not performed by the Contractor within five (5) days after receipt of such notice, County shall have the right to have such custodial services 
	6.4.2. Contractor will keep each Parking .Facility in a clean, safe, and sanitary manner free from trash and, periodically pick up and dispose of litter from within the Facility, and provide for adequate sanitary handling and removal of all trash, garbage, and other refuse caused as a result of the Contractor's operations and will deposit such trash, garbage, and refuse at a site designated by FMD. The Contractor agrees to provide and use suitable covered receptacles for all garbage, trash, and other refuse
	6.5. Provide updates, information, reco_n1mendations, and suggestions, as requested by the Contract Administrator, relating to the parking industry and the management of public parking facilities. 
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	6.5.1. Upon request by the Contract Administrator, provide information and input with respect to the operation and management of County facilities. The Contractor agrees to fully cooperate with ~uch inquiries and to be available to meet with the Contract Administrator upon request to discuss such inquiries. 
	.. . 
	6.5.2. The Contractor shall develop and partner with FMD to implement innovative programs that will increase· the overafl · percentage of net revenue from all parking related facilities and services. This may include promotional activities, new products, or new se·rvice.s that promote County facilities in the local market. 
	6.5.3. The Contractor shall submit a written business plan for each new product or service to the Contract Administrator for approval, and the implementation of new products or services shall · be' at• the sole risk of Contractor. The implementation of any new products or services by Contractor must be approved in writing, in advance, by the qontract Administrator. 
	6.5.4. The Contractor shall develop and partner with FMD to implement innovative programs that will increase the overall percentage of net revenue from all parking related facilities and services. This may include promotional activities, new products, or new services that promote County facilities in the local market. 
	6.6. Attend parking related meetings and events as directed by the FMD. 
	7. Staffing 
	7.1. Contractor shall provide qualified and adequate staffing, including an exclusive on-site parking manager and assistant r:nanager, attendants, custodial service, at each Parking Facility set forth in Section 3.1, to facilitate activities relating to public parking and for valet parking, when required. The staffing level at each Facility shall be adjusted according to passenger traffic and business demands, refer to Exhibit 3 Group 1 (FMD) Parking Garages -Non-Event Staffing Schedules. All parking staff 
	-

	7.2. Annually Contractor shall develop and submit a written staffing plan for each Parking Facility to the Contract Administrator for approval, outlining the base number of employees the Contractor will use to operate each Parking Facility during various hours of the day. The staffing plan must, at a minimum, comply with the minimum staffing schedule provided in this Agreement, unless the Contract Administrator directs Contractor, via email, to reduce staffing below that level. 
	7.3. The proposed staffing plan shall be based upon generally anticipated normal operations at each Facility, as well as staffing needs for peak seasons. The staffing 
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	plan shall include the classifications of employee positions and the responsibilities of i · • 
	each position. · 

	7.4. Contractor shall meet with the ·Contract Administrator each month to review Contractor's proposed staffing plan for the following calendar month. The monthly plan shall be reviewed with the Contract Administrator by the fifteenth (15th) of each calendar month prior to the calendar month it covers to ensure all peak or slow periods and holidays are properly covered. · 
	7.5. Contractor shall provide for the additi'on or reduction of employees at each Facility as directed by the Contract Administrator. Contractor shall be reimbursed for the costs for additional employees. 
	7.6. Contractor shall· manage and operate each Facility through the superv1s1on and direction of an active, qualified competent on-site manager at each Facility who shall always be subject to the direction and control of the Contractor. 
	7.7. An exclusive on-site resider:t manager shall be assigned by Contractor to each Parking Facility and shall be available during normal business hours or other hours as designated by the Contract Administrator. 
	7.8. Contractor shall assign a qualified e.x;clusiv~ .assist~nt on-site manager to oversee each Fa~ility's public operations and to be available in the absence of the on-site manager and to act on behalf of the exclusive resident manager. 
	7.9. Contractor's appointment of each exclusive on-site manager and exclusive assistant on-site manager shall be subject Jo the prior written approval of the Contract Administrator, in his or her sole discretion. 
	7.10. Contractor shali always retain qualified, competent, and experienced employees at Parking Facilities to conduct its operations.-C9ntractor's employees shall be clean, courteous, efficient, and nei;lt in apoearance. 
	7.11. Contractor shall maintain a friendly and cooperative relationship with other tenants on the premises of Parking Fa,cili.ties, ar,d shall not engage in open or public disputes, disagreements, or .conflicts, t~ndipg to d~teriora-ie the quality of the services offered at Parking Facilities;: orb~-incompatiblEi to, the best interest of the public or County . 
	7.12. Contractor shall in,mediately 1;f?move and keep removed from Facilities any employee who participates in illegal ~cts, wl1<) violates County rules and regulations, or the provisions of this Agreement, or who, in the. opinion of Contractor or the Contract Administrator is otherwise detrimental to the public interest at Parking Facilities. 
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	7.13. Contractor shall provide uniforms and badges to its employees which shall be reimbursed subject to the prior written approval of the Contract Administrator. 
	! 
	7.14. All Contractor's employees that work ~ta Parki~g Facilities are required to wear the appropriate County approved uniforms ~rid 'identification badges provided by Contractor, when on duty. Contractor ensu·res· that all employee and uniforms wil be clean and neat while at the Facility · · 
	7.15. Contractor shall inform each-of its. employees of the pertinent County rules and regulations and_theappticable provisions bf this Agreement. 
	7.16. If theft, fraud or embezzlement or ·suspiciori' of same occurs, it is Contractor's responsibility to immediatefy notify: the Contract Administrator of the incident or suspected incident as soon as Contractor becomes aware. Notice shall be by telephone, followed by written· notice within twenty-four hours after the telephone notice. Contractor shall provide full disclosure including, but not limited to, copies of police reports of investigation, reports to bonding and insurance companies, bonding and i
	7.17. All employees of Contractor assigned to work under this Agreement, must sign a pre­employment statement stating they are aware they will fully be investigated and prosecuted of the law for any theft. ·fraud, embezzlement, or similar activity. 
	7.18. Contractor's employees are required to review customer service training materials provided by County. 
	7.19. Employees of Contractor and its Subcontractors shall use the Parking Facilities designated by FMD at no cost to the Operator, its employees, or Subcontractors. 
	8. Subcontractors 
	8.1 . The Services provideq by Contractor shall not be performed by any party other than Contractor without prior written approval of the Contract Administrator. 
	8.2. The fee schedules for valet and any changes_ thereto shall be subject to the prior written approval of Contract Administr;ator. 
	9. Equipment and Furnishing Ownership. 
	9.1. County owns all existing equipment and furnishings that are located at the public parking areas, employee p~rking areas, and the assigned areas. 
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	9.2. Except for title to motor vehicles, title to all other items that are paid for by County as a Reimbursable Expense shall be vested in County, upon payment of such Reimbursable Expense to the Contractor. Motor vehicles purchased by Contractor for use in performance of this Agreement _will be assigned a County asset number upon County's reimburseme~t of Contractor's· cost of a~quisition of the vehicle. Title to such motor vehicle(s) will be transferred to Coynty by Contractor upon expiration or earlier t
	9.3. Contractor shall not disppse of any equipment or furnishings except in accordance 
	with County procedures :and . with•, \h.e' prior, ·written consent of the Contract Administrator. · · ·· .· •, · · 
	10. Inspections and Repairs' . 
	. '' } ' .. . 
	10.1. Contractor shall manage, troubleshoot, and provide · routine maintenance on the exterior of Parking Access and Revenue Control System ("PARCS"), including wiping down all System equipment, minor repair of broken gate arms, loading of tickets, clearing ticket jams and card readers. 
	10.2. Contractor shall operate the current PARCS (and any new future equipment) at BCGCE 1200 Garage, 350 Garage and BCJC East Garage, and South Garage parking facilities. The major components may include entry/exit lane equipment, intercom system, pay-on-foot. stations, vehicle count system, automatic vehicle identification system, license plate recognition (LPR), license plate inventory (LPI), dynamic signage system, pay-by-phone service, reservation system, and manual handheld credit card machines. Repai
	10.2.1. Contractor shall be responsible· for the proximity card program at designated Parking Facilities, including billing for lost proximity cards. 
	10.2.2. Contractor shall provide such assistance as Contract Administrator may request, including, but not limited to; parking operator level preventative maintenance, routine maintenance, repair gate arms, load tickets, clear ticket jams, card readers, and ,revenue control equipment recommendations. In no event shall Contractor perform any work or modifications on the PARCS other than specifically_ approved in writing, in advance, by Contract Administrator. 
	10.2.3. Contractor shall monitor the intercom system that is integrated in PARCS and the call box system located throughout each Facility and respond to calls for assistance received from patrons in five (5) minutes or less. 
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	10.2.4. Contractor shall report any known malfunctions in the parking revenue control system (PARCS) in writing tG the Contract Administrator within twenty­four (24) hours after discovery by Contractor. 
	10.3. Contractor shall perform daily Facility inspectiqns to ensure all safety standards are met or exceeded. Any hazardous conditions· found must be reported to Contract Administrator for resolution immediately and noted in the Contractor's Daily Operational Report for record keeping. Contractor shall protect parking customers from any hazardous conditions using C.>ontractor-provided visible barriers. 
	10.4. Contractor shall conduct daily F·acility ·obse'rvations to ensure all revenue control equipment, elevators, lighting fixture~ and other infrastructures are in proper working order and to help prevent, deter or minimize vandalism, damages, and theft of vehicles and equipment. Any issues founcf must be reported to Contract Administrator by email within twenty-four (24) hours after inspection and noted in the Contractor's Daily Operational Report for record keeping. 
	10.5. If structural or permanent portions of any Parking Facility shall be partially damaged by fire or other casualty, Contractor shall give immediate notice thereof to Contract Administrator,, and the_ same 'l'epc;lired at the expense of County without unreasonable. delay unless.County det~rmines tha.t the damage is so extensive that the repair or rebuilding is not feasible. 
	shaH_.Qe 

	10.5.1. The management obligations of Contractor hereunder shall not cease or be abated during any repair period. 
	10.5.2. If County elects to rebuild. the damage to any Facility, County shall notify the Contractor of such intention within sixty (60) days after the date of the damage; otherwise, the Agreem!3nt as it applies to such Facility shall be deemed terminated and of no further force or effect, and the Management Fee payable hereunder shr.ill be decreased in an eqLJitable manner taking into account the reduced level of operations. 
	10.6. Contractor shall immediately noHfy County ir:i writing when striping, re-striping, re­lamping, or other maintenf:lnce. items, ir;tcluding maintenance of the revenue control system, . becomes. n_ece,ssary in any Parking Facility. The Contract Administrator, at its sole discretion, will determine if striping, re-striping, re­lamping, or other maintenance items are necessary. 
	10.7. Contractor shall not cause to be damaged or destroyed any County fixtures, equipment, or property, including without limitation, equipment/furnishings. If Contract Administrator determines that any.-County fixtures, equipment, or property was 
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	destroyed or damaged by Contractor, Contractor shall make all repairs or replacements of same at the Contractor1s oWf-! expense. Contractor must complete repairs or submit a repair schedule to Contractor Administrator for approval within fifteen (15) days· after notification from Contract' Administrator's determination. 
	10.8. County shall not be liable to the Contractor for an'y damage caused by disrepair of any kind until County has had reasonable opportunity to perform repairs after being notified in writing of the need for same by Contractor.· If such damage is caused by the Contractor's employees, such costs for repair shall be recoverable as a deduction from the Annual Management Fees, which shall include County's standard rates plus any applicable overhead char~es. 
	10.9. County shall not be liable to the Contractor for any damage to merchandise, trade fixtures, or personal property of the Contractor caused by water leakage from any cause or source, whatsoever, includ:ing,,but not limited to, a Facility's roof, water lines, sprinkler, or heating and air conditioning equipment. 
	10.1 o.The Contractor shall, to the extent of its actual knowledge, promptly report any suspicious or il!egal activities, and incidents involving property damage to Parking Facilities during the Facility's operating hours. A written report of every reported event shall be kept on file by Contractor unless otherwise specified by Contract Administrator a!ld shall be provided to the Contract Administrator upon request.· .... 
	11. Management and Operations Plan 
	11.1. Within thirty (30) days after the Effective Date, Contractor shall prepare and submit to the Contract Administrator a written management and operations plan ("Management and Operations Plan") that includes a line item operating budget for the period from the Effective date through its one year term, using the form attached hereto and made a part hereof as Exhibit B. 
	11.2. Contractor shall provide Contract Administrator with a written emergency evacuation and continuity of operations plan (COOP), outlining the steps and process for resumption of parking operations following major business disruptions. The COOP shall be detailed procedures of actions to be takem by the Contractor before, during and after an event. The COOP is to be updated ~nnua!ly in writing, if requested by the Contract Administrator. · 
	11.3. Contractor shall prqvide the Contract Administrator with emergency telephone numbers at which the Contractor's manager or designee, as required may be reached on a 24-hour basi$. 
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	11.4. Contractor shall provide the. Services in a manner to max1m1ze revenues and minimize costs, while providing the highest level of professional and courteous customer service. 
	11.5. Contractor agrees to implement the approved Management and Operations Plan and further agrees to update the plan in wdting on an annual basis, if so directed by Contract Administrator. 
	11.6. The burden of proving compliance with the Management and Operations Plan rests with the Operator. · 
	11.7. All revisions and updateS' to the ~ahagement Operations Plan must be in writing and approved by the ContractAdministrator in wr_iting before implementation by Contractor. Contractor agrees to comply with th'e rules, regulations, and operating procedures contained within the Managenient and Operations Plan to the Contract Administrator's satisfaction. 
	11.8. Reasonable questions or complaints regarding the Contractor's compliance with the Management and Operations Plan, whether raised by customers' complaints, on Contract Administrator's own initiative, or otherwise, may be submitted in writing by Contract Administrator to Contractor, and Contractor's written response must be provided to the Contract Administrator within seven (7) days thereafter. In ·addition, at Contract Ad,ministrator's request, Contractor shall meet with Contract Administrator to 'rev
	11.9. In accordance with the County's annual budget preparation schedule, Contractor shall prepare and submit to County a proposed line item operating budget for the next County fiscal year, October 1st through September 3oth, in a form approved by the Contract Administrator. This must be submitted by January 15th of each year. 
	11.10. Contractor's proposed budget must reflect operations in accordance with the approved Management and Operations Plan and must correspond with the County's budgeting process. 
	11 .11. Any budget request by Contractor in excess of the dollar limits described in this Agreement must be separately item1zed in the Contractor's budget. 
	11.12. Contractor's proposed budget shall be subjer;;t to approval or disapproval in writing by Contract Administrator within thirty (30) days of Contract Administrator's receipt thereof and shall be subject. to review from time to time if requested by either Contractor or the Contract Administrator. If Contract Administrator fails to approve or disapprove the proposed budget wit.hin thirty (30) after. its receipt by the Contract Administrator, then the existing budget shall. remain in force until a new bud
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	Administrator shali be set forth in_ writing and shall thereafter be binding upon Contractor. 
	11.13. Contractor shall submit with its annual proposed budget, resumes of all its management and supervisory level employees. · 
	11.14. Contractor shall obtain level· one background checks from the State of Florida Department of Law Enforcement. · Contractor shall submit to the Contract Administrator the written results of. background checks, if requested by Contract Administrator. The Contract Adniinfstrator· shall have the right to approve or disapprove all personnel. 
	11.15. The approved annual operating budget may' be increased or decreased by the Contract Administrator from time to"liriie. bllt only if and to the extent that Contract Administrator, in its sole discretion, deems such revisions necessary and appropriate under this Agreement 
	12. Monthly Reports 
	12.1. On or before the fifteenth (15th) day of each calendar month during the Initial Term and each Extension Term, Contractor shall submit to the Contract Administrator a written monthly revenue report and monthly expense report along with supporting documentation, by category of parking services, certified by an officer of Contractor on a form approved in advance by the Contract Administrator. This report shall serve as a summary of parking gross revenues and reimbursable expenses and as an invoice to Cou
	12.2. The monthly revenue report and monthly expense report shall include a statement from Contractor. indicating, on a·monthly basis, the actual number of eight-hour cashier shifts, and part-time and overtime hours worked during the applicable month, including any additional personnel requested by Contract Administrator. 
	12.3. This report shall provide a summary of monthly reimbursable expenses for valet parking services and self-parking, services. 
	12.4. In no event shall the County be required to reimburse Contractor for more than the actual ho.urs of service provided by any Contractor employee. 
	12.5. Documentation of reimbursab!e expenses, including copies of invoices stamped paid, indicatrng date and check numbers, sh.all·-accompany the monthly revenue report and monthly expense report, inc;hJding. all premium billings and annual premium adjustment billings ·as submitted by Contractor's insurance company providing workers' compensation coverage, supporting logs and any other detailed 
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	documentation. County reserves the right to request copies of the front and back of canceled checks prior to reimbursement. 
	12.6. Contractor must submit a written request for reimbursement within thirty (30) days after Contractor's payment of a reimbursable expense that the Contractor incurred. 
	12.7. On or before the 15day of each month, the Contractor and each Subcontractor shall submit to the Contract Administrator a separate monthly revenue report and monthly expense report for the prior calendar month. Each report shall be certified by 
	th 

	an officer of the applicable entity and be on a separate form approved by Contract Administrator for each category of service. 
	13. Annual Report 
	13.1. Contractor and its Subcontractors shall each provide to County annually an audited 
	financial statement from operations at Parking Facilities for the self-parking services, and the valet parking services. 
	13.2. The special report shall be prepared. by an, independent certified public accountant in accordance with the provisions of the codification of Statements on Auditing Standards. 
	13.3. The annual report shall be filed with County within ninety (90) days after September 30 during each calendar year during the Initial Term or any Extension Term of this Agreement and shall include the following: 
	13.4. Schedule of all gross revenues as applicable by category, by month, and by the separate services of employee parking and self-parking. 
	13.5. Schedule of all operating expenses, including Reimbursable Expenses, by category, by month, and by the separate services of employee parking and self-parking. All Reimbursable Expenses for employee parking and self-parking services shall be designated as such, and all non-Reimbursable Expenses shall be so designated. 
	13.6. Differences, if any, by category between audited revenue and expenses and the sum of the monthly revenue report and monthly expense reports. 
	13.7. Failure of the Contractor to file the annual audit report within ninety (90) calendar days after the end of each Fiscal Year shall result in a reduction to the reimbursement for the annual 
	audit report as follows: 
	13.7.1. Up to thirty days late -a reduction of Seven Hundred fifty Dollars ($750); 
	13.7.2. Thirty-one to sixty days late -a reduction of One Thousand eight Hundred seventy five Dollars ($1,875); 
	13.7 .3. Sixty-one to ninety days late -a reduction of Three Thousand three hundred seventy five Dollars ($3,375); and 
	13.7.4. Ninety-one days or later -there will be no reimbursement payable for the annual audit report. 
	14. Reimbursable Expenses 
	14.1: The approved operating budget shall include all ordinary direct operating costs and 
	expenses to be incurred by the Contractor in providing the Services including, · but not limited to, the following: 
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	14.1.1. Salaries and benefits. Any adjustment to managers and supervisors' salaries or fringe benefits (including payroll taxes and Workers Compensation) must be in accordance with the operating budget Contract Administrator. Any such increase iri salaries or fringe benefits of managers and supervisors must be consistent with industry standa~ds based on staff performance. 
	14.1.2. The cost of ticket stock, employee parking media reporting forms, annual report, and other · e~pendable general office expenses directly used in the operation of the parking 'f~cilities (excluding general home office expenses, which shall be included in the Annui:1I Management Fee) 
	14.1.3. Use of towing service ai1thorized by the Contract Administrator. 
	14.1.4. The cost of purchasing equipment or furnishings and subsequent maintenance and repair' of,such:equipment or fu'rnishings. All purchases must be preapproved in writing by the Contract Administrator. 
	14.1.4.1. Maintenance and repair expenses made to Contractor's own equipment and furnishings shall not be a reimbursable expense. 
	14.1.4.2. All maintenance and repairs done by Contractor or on its behalf shall be of first-class quality in bqth materials and .workmanship. If in the sole judgment of Contract Administrator any maintenance, repair or replacement is not of first-class quality, Contractor shall not be entitled to the reimbursement of such cost until such time as Contractor makes the required corrections Contract Administrator deems necessary. 
	14.1.4.3. Contract Administrator shall not be entitled to reimbursement for any additional expenses paid by Contractor in taking corrective action as required in Section 14.1.4.2 to make the required corrections. 
	14.1.5. Supplies used for providing custodial services in the Parking Facilities. 
	14.1.6. Tile actual cost incurred by Contractor associated with any subcontracted services needed to fulfill a Contract Administrator requirement during the period of this Agreement. . 
	14.1.7. Security service used in connection with the handling of daily deposit of monies and the ma11agem.ent. of the County Change Fund (as hereinafter defined). 
	14.1.8. Credit card tra.nsaction fees and bank fees related to management of the County Change Fund, net of interest inqome if an interest-bearing account is utilized. 
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	14.1.9. Phone Service including phone sarvice for the operation of the Parking Access and Revenue Control System. Additionally, the Contractor is responsible for establishing all phone lines required to operate any additional or upgraded P~rking Access and R~venue Control System . 
	• 
	.... 

	' . . . 
	14.1.10. Temporary signage iocat~d on Parking Facilities' roadways and parking
	.·" ·,. ' ' . 
	areas. 
	14.1.11. The cost of employee uniforms and qadges, except that County shall be entitled to a credit for uniforms not returned by terminating employees or for 
	' .• -. .
	~ 
	excessive uniform replace-ment (excessive shall be reasonably determined by the Contract Administ(ator). 
	14.1.12. The cost of ail licer;ses-and permits obtained pursuant to existing federal, state, county or city statutes, ordinance, rules, regulation, or laws. 
	14.1.13. The costs for obtaining background checks from the state of Florida Department of Law Enforcement or from other sources approved by the Contract Administrator, including, but not limited to, drug testing and motor vehicle reports. 
	14.1.14. Insurance at the approv~q • .:, bu~geted amounts and agreed upon deductible amounts anp voluntaryJ,ettlements of patrons' claims for vehicle damage or lo~s_of contents if authoriz~d by County. Reimbursement shall not exceed Two Thousand. Fiv~ Hundred ($2,500) per occurrence for each claim, and Five Thousand per occurrence for each stolen vehicle. 
	Dollars ($5,000.00) 

	14.1.15. Reimbursable expenses shall be computed and payable monthly in arrears. Contractor shall not be reimbursed for any purchases made by Contractor that have not received Contract Administrator's written approval prior to purchase. 
	14.1.16. All costs incurred in performing the FACTA compliance services. 
	15. Non-Reimbursable Expenses· 
	15.1. The approved operating budget shall spe.qifical!y exclude the items listed below, which to the extent connected to the valet parking services, the self-parking services and the employee parking ser\1.ices, shall ba·deemed included in the Annual Management Fee. 
	15.1.1. Administration, bookkeeping, and leg~I costs and expenses associated with general home office matters. 
	15.1.2.· Postage assQciated with general ;home office matters. 
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	15.1.3. Travel, accommodation, and ge~eral home office expenses, including long distance calls in connection With general home office matters. 
	15.1.4. The cost of all licenses and permits obtained pursuant to existing federal, state, County, or city statutes, ordinances, rules, regulations, or laws. 
	15.1.5. Late fees, interests, penalties, and fines of any kind. 
	16. Change Fund . . 
	16.1. County shall fund a County Change Fund ·in an amount agreed to prior to the commencement of Contractor's performance of this Agreement by County and Contractor. The initially funded Coun'ty Change Funds is intended to be sufficient to meet daily change furid requirements ("County Change Fund") associated with the cash accepting pay on foot $t~tions. . 
	16.2. The County Change Fund shall be held in trust by Contractor for the account of County, and the County Change Fund shall never be considered Contractor's funds. 
	16.3. Contractor shall account for amounts into and disbursements from the County Change Fund through monthiy written reports to the Contract Administrator, at the time and in the format required by the Contract Administrator. 
	16.4. The monthly report shall include, .put not be limited to, the amount in the County Change Fund at the beginning and end of each report period, with tie-in to receipts from Parking Facilities operations: 
	16.5. Contractor will establish controls and provide written information regarding the County Change Fund as may be requested from time to time by the Contract Administrator. County shall replenish the County Change Fund as reasonably required by the Contract Administrator. 
	16.6. The amount of the County Change Fund may be increased or decreased from time to time at the sole discretion of Contract Administrator. 
	17. Unaccounted Tickets 
	17.1. Contractor will be assessed liquidated damages monthly for unaccounted tickets at the maximum daily r-ate per ticket for the appHcable Parking Facility per ticket for all tickets over one percent (1 %) of total tickets i?sued during such month. 
	17.2. Contractor's procedure for unaccounted tickets shall be incorporated by Contractor into the Management and Operations Plan, 
	18. Revenues 
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	18.1. All gross revenues derived from the Contractor's performance of Services shall belong to County and shall be held in trust by the Contractor while the funds are in its custody and control. 
	18.2. Should any gross revenues be lost, stolen, or otherwise removed without the authorization of County from the custody and control of the Contractor prior to their deposit in the bank account · designated by County, the Contractor shall be responsible, for and shall deposit in said account a like sum of monies within forty­eight (48) hours of such loss, theft, or removal. 
	18.3. Should said loss, theft, or removal be insured or otherwise secured by Contractor, payments made to County on account thereof shall, if appropriate, be reimbursed to the Contractor. 
	19. Revenue Collection and Control 
	19.1. The Contractor further agrees that its employees, agents, and Subcontractors will follow PCI-DSS Best Practices, as applicable. 
	19.2. Contractor shall monitor receipts issued by the pay stations located at the Parking Facilities, for compliance with the Fair and Accurate Credit Transactions Act (FACTA) of 2003, Section 1681 c(g)(1 ). 
	19.2.1. Contractor shall check, on a daily basis, one (1) credit or debit card receipt issued by each of the pay stations at the Parking Facilities to determine if the card numbers and expiration dates of the cards used are properly truncated in accordance with the requirements of FACTA. 
	19.2.2. If a receipt does not comply with FACTA, Contractor shall (i) close the affected pay station; (ii) promptly report the non-compliant receipt to the Contract Administrator and County's equipment and software vendor by telephone, followed by written notice by email within two (2) hours after the telephone notice; and (iii) re-open the affected pay station only after County and/or its equipment and software vendor produce a compliant receipt from the affected pay station verifying that the issue has be
	19.2.3 All costs associated with the monitoring services required by this Section 19 including, but not limited to, the cost incurred by the Contractor to do credit or debit card transactions required in Section 19.2.1 as well as Contractor's personnel costs directly related to time spent providing such monitoring services shall be a Reimbursable Expense, as set forth in Section 14 above. 
	19.3. Contractor shall assume all financial responsibility for loss of funds or non-collected funds, except that Contractor shall not be responsible for non-collected funds if, at the sole but reasonable discretio·n of the Contract Administrator, Contractor shows that diligently it attempted to collect such funds in a manner satisfactory to the Contract 
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	Administrator. Contractor shall only be responsible for funds lost while in the possession of the Contractor. 
	19.4. If Contractor charges any patron· a price in excess of the established schedule of rates, the amount by which the actual charge exceeds the established rate shall constitute an overcharge _which, upon demand of the patron or of Contract Administrator shall be promptly refunded .to the. patron. The amount of any such refund shall be deducted from the gross. revenues, provided that suitable substantiating evidence of such refund is provided 'to the Contract Administrator by Contractor, and provided furt
	19.5. 
	19.5. 
	19.5. 
	If the Contractor charges any patron a price which is less than the established schedule of rates, the amount by which the actual charge is !ess than the established rate schedule shall constitute an undercharge; an amount equivalent thereto shall, be paid by Contractor into the bank account designated by County for the deposit of gross revenues hereunder upon demand by the Contract Administrator. 

	20. 
	20. 
	Armored Car Service 


	20.1. Contractor shall collect, account for, and deposit daily, through an armored car service provided by County, by.5:00.P.M:in in the name of Broward .County Agencies' "Department/Division Name", all gross revenues, including sales tax, collected on the previous virtual day from the operation of County Facilities parking facilities, including, self-parking and, employee parking. 
	a bank account designated.by the County, 

	20.2. The armored car service shall pick up daily deposits on weekends and holidays and will deposit funds in-the bank no later than 5:00 P.M. on the next business day. 
	20.3. Any modification to the deposit schedule must have the prior written approval of Contract Administrator. 
	20.4. 
	20.4. 
	20.4. 
	Contractor shall provide Cqnt~act;\dministrator with written daily report of deposits no later than 2 PM (EST) the next business day after the deposit. 

	21. 
	21. 
	Emergency Relocation 


	21.1. It may be necessary from time to timq to relocate:Contractor from a Parking Facility or Facilities, or to suspend,. th~ Contra,ctor's provision of Services during periods of heightened security n~quirernel)_ts,, If such conditions exist, Contract Administrator will attempt to find suitable location(s) from which Contractor may provide Services; Contract Administrator may suspend Contractor's provision of Services completely, for a period determined by the Contract Administrator as necessary to satisfy
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	21.2. Contract Administrator sh~II give the. Contractor reasonable notice of any such change of location(s) or suspension of Services or any portion thereof, with such notice being at least twenty-four (24) hours prior written notice to Contractor, except in the case of an emergency. 
	22. Hazardous Materials 
	22.1. Contractor shall: · 
	22.1.1. Have a folder jn ·each. Facility that contains the Safety Data Sheet information for .all oleanin9 and maintenance chemicals used on site by Contractor or its Subcontrac;tors. 
	22.1.2. Allow inspection by appropriate ~gency personnel of all Contractor's business premises storing, using, or generating hazardous materials or bio­hazardous waste prior to the comme~cement of operation, and periodically thereafter to assure that adequate facilities and procedures are in place to properly manage hazardous materials and bio-hazardous waste projected to be located on the site. 
	22.1.3. Provide for proper maintenance, operation, and monitoring of hazardous materials management systems, including spill, hazardous materials and bio­hazardous waste containment systems, and equipment necessary on-site for the handling of first response ta releases of oil or hazardous materials along with the capacity to employ such equipment; contract with a licensed hazardous waste transporter • and/or treatment and disposal facility to assure proper pretreatment of wastewater and sludge and the treat
	22.1.4. Describe design features, response actions and procedures to be followed in case of spills or other accidents involving hazardous materials, bio-hazardous waste, or oil. 
	22.1.5. Comply with applicable reporting provIsIons of Title Ill of Superfund Amendment and Reauthorization Act (SARA) of the Emergency Planning and Community Right-to-know Act (EPCRA) and DNRP. Chapter 27 of Broward County Gode. 
	Responsibilities of County 
	Responsibilities of County 
	23. -County 
	General Manageme.nt 

	23.1. Maintain and make necessary structural repairs to the facility and the fixtures, including, without limitation, the inteiiorwindows, doors and entrances, floors, interior 
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	walls and ceiling, the interior surface, the surfaces of interior columns, elevators and escalators. 
	23.2. Provide a PARCS or equivalent.. County shall be responsible for the replacement, repair, and modification of the revenue control system. 
	23.3. Provide public utilities service lines where wa~er and :applicable utilities will be metered per usage. 
	23.4. Provide elevators, f1re-and security alarms, permanent lighting and air conditioning for offices. ' · 
	23.5. Provide landscaping. 
	23.6. Provide emptying of trash and recycling dumpsters. 
	23. 7. Provide permanent signage, located on Parking Facilities' roadways and parking areas. 
	23.8. Provide armored car service. 
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	EXHIBIT B 
	EXHIBIT B 
	EXHIBIT B 

	BUDGET SHEE"! •3roup 1 · Faciiities Mar.;igern~nt Divis;::,n Parki,~g Facilitie; l.ocation: Broward County Government Cehler E;,st 1.200 (GG Garage)/350 Garage, 151 SW 2nd Street, Ft. Lauderdale, FL 33301 (Price shall be inclusive of Living Wage Ordinancr, requirements, annually adjusted.) Yearl Year 2 Annual Total Annual Total MANAGEMENT FEE: The management fee that will be charged by the company for this location 29,070.00 1$ 29,070.00 1 $ 
	BUDGET SHEE"! •3roup 1 · Faciiities Mar.;igern~nt Divis;::,n Parki,~g Facilitie; l.ocation: Broward County Government Cehler E;,st 1.200 (GG Garage)/350 Garage, 151 SW 2nd Street, Ft. Lauderdale, FL 33301 (Price shall be inclusive of Living Wage Ordinancr, requirements, annually adjusted.) Yearl Year 2 Annual Total Annual Total MANAGEMENT FEE: The management fee that will be charged by the company for this location 29,070.00 1$ 29,070.00 1 $ 
	Year3 Annual Total 29,070.001 


	PAYROLL EXPENSES BUDGET· 
	Salaries/Fringe Benefits 
	Salaries/Fringe Benefits 
	Salaries/Fringe Benefits 
	$ 
	44,581.98 
	$ 
	45,473.62 
	$ 
	46,383.09 

	Wages/Fringe Benefits Wages for employees, including management 
	Wages/Fringe Benefits Wages for employees, including management 
	$ 
	298,496.55 
	$ 
	304,466.48 
	$ 
	310,555.81 

	Taxes &Workers Comp. Wage Taxes and Workers Comp Insurance ' 
	Taxes &Workers Comp. Wage Taxes and Workers Comp Insurance ' 
	$ 
	47,851.24 
	$ 
	48,808.26 
	$ 
	49,784.43 

	TR
	TOTAL: 
	$ 
	390,929.77 
	$ 
	398,748.37 
	$ 
	406,723.33 


	OTHER MAJOR EXPENSES BUDGET: 
	Uniforms 
	Employee uniforms, name tags, belts, hats, coats, etc. 
	Insurance Insurance (per agreement insurance requirements) 
	·
	-

	Background Checks Pre-employment criminal background check 
	•-w---~-•
	Pre Employment Testing Drug screen process before hiring " 
	' 

	Timeclock 
	,, Electronic time clock system fees ICleanmg Services All daily cleaning services, seven days a week 24 hcurs add'/, must have pressure cleani~g ability ,.
	, __,_ 

	·---· 
	Pressure Cleaning Services (Optional Services) Included 
	Pressure cleaning as needed for troubled areas ' --,-!l!"--r-
	,. 

	Licenses & Permits city of jurisdiction Occupational license for project specific location onl1y " 
	·,·

	"
	-

	Audit Fees & Accounting Fees Yearly external audit and monthly accourting fees 
	•--u. 
	Customer Service Cart Golf cart for counts, lost vehicles, flat tires. etc. 
	---
	-


	: ----,-~--· -... -· 
	-

	Supervisor's Truck Purchase of a new operations truck for travel to garages. 2mpb\1 e<:: breaks, n;st_onier s,mvite~ etc.
	., __ 
	__

	' 
	-
	AVI Transponders 
	Yearly expense to purchase transponders 
	-
	Ticket Stock 
	-

	$ 300.00 
	$ $ 
	20,311.20 
	20,311.20 

	1,069.89 

	$ 
	1,069.89 

	$ $ 
	$ $ 
	1,191.00 
	1,191.00 

	123,099.48 

	$ 309.00 

	'.$ 
	'.$ 
	'.$ 
	'· 
	.. 
	-

	$' 
	$' 
	327.00 

	$ 
	$ 
	5,\}00.00 

	$, " 
	$, " 
	-

	$ 
	$ 
	" 

	.$ 
	.$ 
	-


	Yearly expense to purchase spitter tickets 
	Yearly expense to purchase spitter tickets 
	Yearly expense to purchase spitter tickets 
	·-
	-

	'$ 
	3,960.00 

	Towing/Booting Service 
	Towing/Booting Service 

	Tow or boot a vehicle 
	Tow or boot a vehicle 
	---------
	-

	$ 
	-

	Equipment Repair & Maintenance 
	Equipment Repair & Maintenance 
	... 

	Maintain and repair spitters, !ag machines, gates. etc. 
	Maintain and repair spitters, !ag machines, gates. etc. 
	,..,_______ -----
	-

	$ 
	8,094.00 

	Police Security Servite 
	Police Security Servite 

	Ft. Lauderdale Police detail for Thur., Fri., and Sat. nights gcarding GG Garage 
	Ft. Lauderdale Police detail for Thur., Fri., and Sat. nights gcarding GG Garage 
	$ 
	24,000.00 

	Phone & Internet Service 
	Phone & Internet Service 

	Communication servkes to C(?_nduct busin~ss Temporary Signage 
	Communication servkes to C(?_nduct busin~ss Temporary Signage 
	·--~·-.~... ----··~-. 
	-

	~---. 
	$ 
	2,120.00 

	Special events signage, sandv,.,ich board signage, ·1irecti,:>nal services. qtc. 
	Special events signage, sandv,.,ich board signage, ·1irecti,:>nal services. qtc. 
	$ 
	500.00 

	Drinking Water 
	Drinking Water 
	·-~
	-

	~•.· 

	Supplied to the customer service booth Garage Supplies 
	Supplied to the customer service booth Garage Supplies 
	-
	J..L 
	700.00 

	Advertising, broom & dust pan, flags, hand lights, etc. 
	Advertising, broom & dust pan, flags, hand lights, etc. 
	$ 
	2,000.00 

	Contingency for Other Operat!ng Costs & F.xpenses: F-;:;;:;ds avaiiable for-;;~~~;-nconditions, 
	Contingency for Other Operat!ng Costs & F.xpenses: F-;:;;:;ds avaiiable for-;;~~~;-nconditions, 

	em·ergency situations, etc. (5% of Annual Operati'1g fxpense Budget) 
	em·ergency situations, etc. (5% of Annual Operati'1g fxpense Budget) 
	-
	$ 
	7,000.00 

	TOTAL OTHE~ MJ\JOR EXPENSES BUDGET: 
	TOTAL OTHE~ MJ\JOR EXPENSES BUDGET: 
	$ 
	200,742.46 


	$ 
	$ 
	$ 
	20,920.54 

	$ 
	$ 
	1,101.99 

	$ 
	$ 
	1,101.99 

	$ 
	$ 
	1,226.73 

	$ 
	$ 
	126,792.46 


	$ 
	-

	$ 
	$ 
	$ 
	336.81 

	$ 
	$ 
	5,150.00 

	$ 
	$ 

	$. 
	$. 
	-


	$ 
	$ 
	4,078.80 

	$ 
	$ 
	8,336.82 

	$ 
	24,720.00 

	$ 
	2,18:1.60 

	$ 515.00 
	$ 721.00 
	$ 
	2,060.00 

	$ 
	7,210.00 

	$ 
	$ 
	206,764.73 

	$ 318.27 

	$ $ 
	21,548.15 
	1,135.05 

	$ 
	1,135.05 

	$ $ 
	1,263.53 
	130,596.24 

	$ 
	-

	$ 346.91 
	$ 
	5,304.50 

	$ $ 
	-

	.. 
	$ 
	-

	$ 
	4,201.16 

	$ 
	-

	$ 
	8,586.92 

	$ 
	25,461.60 

	$ 
	2,249.11 

	$ 530.45 
	$ 742.63 
	$ 
	2,121.80 

	$ 
	7,426.30 

	$ 
	212,967.68 

	TOTAL ANNUAL MANAGEMENT FEE & OVERAi.L Of'ERA_!ING E,!1:~~ES BUD_G_F._r..1,:..:,$____6_20...;,_74_2_.2_3...L.$~____63_4..;.,5..;8_3_.1_0,..;$____64___8,_7_61_._o1_, 
	EXI-IIBIT B 
	BUDGET SHEl:T Group 1 · Facilities Management Divisicn Parking F~cilities Location: Broward Cou~ty Judiciai C:ompi-,,c"E~si Garage, ·540 SE 3rd Avenue, Ft. Lauderdale, FL 33301 (Price sha_ll be lndusive of ti1Jing \lv:,ge OrdiMr,ce requirements, annually adjusted.) 
	_Year 1 Year2 Year3 Annual Total Annual Total Annual Total 
	MANAGEMENT FEE: The management fee that will be charged by the company for this location . 
	I$ 12,750:00 I$ I
	12,750.00 
	12,750.00 




	~-= 
	~-= 
	I$
	-


	PAYROLL EXPENSES BUDGET· 
	Salaries/Fringe Benefits 
	Salaries/Fringe Benefits 
	Salaries/Fringe Benefits 
	$ 
	19,553.00 
	$ 
	19,944.06 
	$ 
	20,342.94

	-.Wages/Fringe Benefits Wages for employees, including management 
	-.Wages/Fringe Benefits Wages for employees, including management 
	.. 
	$ 
	154,096.43 
	$ 
	157,178.36 
	$ 
	160,321.93 

	Taxes & Workers Comp. .. Wage Taxes and Workers Comp Insurance 
	Taxes & Workers Comp. .. Wage Taxes and Workers Comp Insurance 
	$ 
	20,987.50 
	$ 
	21,407.25 
	$ 
	21,835.40 

	TR
	TOT.AL: 
	$ 
	194,636.93 
	$ 
	198,529.67 
	$ 
	202,500.27 


	OTHER MAJOR EXPENSES BUDGET· 
	[Uniforms 
	[Uniforms 
	[Uniforms 

	Employee uniforms, name tags, belts, hats, coats, etc. 
	Employee uniforms, name tags, belts, hats, coats, etc. 
	-
	' ----
	-

	:s 
	200.00 
	$ 206.00 
	$ 212.18 

	Insurance 
	Insurance 

	Insurance (per agreement insurance requirements) 
	Insurance (per agreement insurance requirements) 
	·------· 
	$ 20,311.20 
	$ 20,920.54 
	$ 21,548.15 

	Background Checks 
	Background Checks 

	Pre-employment criminal background check 
	Pre-employment criminal background check 
	.. 
	$ 200.00 
	$ 206.00 
	$ 212.18 

	Pre Employment Testing 
	Pre Employment Testing 

	Drug screen process before hiring 
	Drug screen process before hiring 
	-
	·-
	-

	$ 200.00 
	$ 206.00 
	$ 212.18 

	Timeclock 
	Timeclock 
	' 

	Electronic time clock system fees 
	Electronic time clock system fees 
	$ 200.00 
	$ 206.00 
	$ 212.18 

	I Cleaning Services 
	I Cleaning Services 

	All daily cleaning services, seven days a Wf~ek 24 hours a dav, must have pressure dean;ng ability 
	All daily cleaning services, seven days a Wf~ek 24 hours a dav, must have pressure dean;ng ability 
	$ 53,991.00 
	$ 55,610.73 
	$ 57,279.05 

	Pressure Cleaning Services {Optional Services) 
	Pressure Cleaning Services {Optional Services) 
	Included 

	Pressure cleaning as needed for troul:Jl2d areas 
	Pressure cleaning as needed for troul:Jl2d areas 
	$ 
	-
	$ 
	-
	$ 
	-

	Licenses & Permits 
	Licenses & Permits 

	city of jurisdiction Occupational License for project specific !0cati0n orllY 
	city of jurisdiction Occupational License for project specific !0cati0n orllY 
	. ·. ~ 
	: .,. 
	$ 143.00 
	$ 
	147.29 
	$ 
	151.71 

	Audit Fees & Accounting Fees 
	Audit Fees & Accounting Fees 

	Yearly external audit and monthly accounting fees 
	Yearly external audit and monthly accounting fees 
	$ 2,500.00 
	$ 2,575.00 
	$ 2,652.25 

	Customer Service Cart 
	Customer Service Cart 

	Golf cart for counts, lost vehicles, flat tires, etc. 
	Golf cart for counts, lost vehicles, flat tires, etc. 
	$ 
	-
	$ 
	-
	$ 
	-

	---·· 
	---·· 

	Supervisor's Truck 
	Supervisor's Truck 

	Purchase of a new operations truck for travel to ga;ages, employee break~, CU'itqmer ser•ir~1 .e_tc.-----~-
	Purchase of a new operations truck for travel to ga;ages, employee break~, CU'itqmer ser•ir~1 .e_tc.-----~-
	-

	$ 
	-
	$ 
	$ 
	-

	AVI Transponders 
	AVI Transponders 

	Yearly expense to purchase transponders 
	Yearly expense to purchase transponders 
	,_.;.._ 
	.,, 
	$ 
	-
	$ 
	$ 
	-

	Ticket Stock 
	Ticket Stock 

	··
	··
	-


	Yearly expense to purchase spitter tickets 
	Yearly expense to purchase spitter tickets 
	$ 
	2;640.00 
	$ 2,719.20 
	$ 2,800.78 

	Towing/Booting Service 
	Towing/Booting Service 

	.. 
	.. 

	Tow or boot a vehicle 
	Tow or boot a vehicle 
	$ 
	$ 
	-
	$ 
	-

	Equipment Repair & Maintenance 
	Equipment Repair & Maintenance 

	Maintain and repair spitters, lag machines, gates, etc. 
	Maintain and repair spitters, lag machines, gates, etc. 
	$ 3,550.00 
	$ 3,656.50 
	$ 3,766.20


	·--.........----~ -·--
	-

	Police Security Service 
	Ft. Lauderdale Police detail for Thur., Fri., and Sat. r.ights guarding GG Garc1ge 
	$ 
	$ 
	" 
	$ 


	$ 
	-

	~----.-~~-
	-

	Phone & Internet Service 
	Communication services to conduct business 
	$ 930.00 
	$ 930.00 
	$ 957.90 

	$ 986.64
	~--~-.•-.. -
	-

	Temporary Signage 
	Temporary Signage 
	. 

	Special events signage, sandwich board signage,.directional serv1res, etc. 
	$ 250.00 
	$ 257.50 
	$ 265.23 
	.. •-_.,. ..,.,
	-

	Drinking Water Supplied to the cu~tomer serv_ice booth 
	$ 
	" 
	$ 

	$ Advertising, broom & dust pan, flags, hana lights, etc. 
	-
	Garage Supplies 
	~ 

	$ 
	20,000.00 

	$ 
	20,600.00 

	$ ;;iiable for~reseen·cond;t;ons, emergency situations, etc. (5% of Annual Operating Expense Bud~et) 
	21,218.00 
	Contingency for Other Operating Costs· & ExpensE<s: Funds av-

	$ 
	5,304.50

	$ 
	5,000.00 

	$ 
	5,150.00 

	TOTAL OTHER MAJOR EXPENSES BUDGET: 
	$ 
	110,115.20 

	$ 
	113,418.66 

	$ 
	116,821.23 

	..---------~----------•------·-~-.---------.-------.....--------, 
	TOTAL ANNUAL MANAGEMENT FEE & OVERALL OPERATING EXPENSES BUDGET: $ $ $ 
	317,502.13 
	324,698.33 
	332,071.50 

	·Year 1 Annual Total Year2 Annual Total 
	·Year 1 Annual Total Year2 Annual Total 

	EXHIBIT B 
	BUDGET SHEET 
	BUDGET SHEET 
	Group 1 -Facili!ies·!l/lanagement Division Parking Facilities Location: Broward County Judicial Comple,1 South Garage, 612 S Andrews Avenue, Ft. Lauderdale, FL 33301 (Price shall be inclusive of Living Wage Ordinance requirements, annually adjusted.) 
	Year3 Annual Total 
	...,.M..A"'N,.,..A..,.E"M-EN""'T'"'F"E"E'":-----------------------------------.----------.----------. 
	The management fee that will be charged by the company for this /or.ation. 9,180.00 
	PAYROLL EXPENSES BUDGET: 
	Salaries/Fringe Benefits 
	Salaries/Fringe Benefits 
	Salaries/Fringe Benefits 
	$ 
	14,078.00 
	$ 
	14,359.56 
	$ 
	14,646.75 

	Wages/Fringe Benefits 
	Wages/Fringe Benefits 

	Wages for employees, including management Taxes & Workers Comp. 
	Wages for employees, including management Taxes & Workers Comp. 
	.. 
	. ··~ 
	.. 
	_s· 
	113,Z05.12 
	$ 
	1.15,469.22 
	$ 
	117,778.61 

	Wage Taxes and Workers Comp Insurance 
	Wage Taxes and Workers Comp Insurance 
	,. 
	$ 
	15,111.00 
	$ 
	15,413.22 
	$ 
	15,721.48 

	TR
	TOTAL:,$ 
	142,394.12 
	$ 
	145,242.00 
	$ 
	148,146,84 


	OTHER MAJOR EXPENSES BUDGET: 
	1unirorms -· 
	1unirorms -· 
	1unirorms -· 
	.. 
	.. 

	.,Employee·uniforms, name tags, belts, hats, coats, etc. 
	.,Employee·uniforms, name tags, belts, hats, coats, etc. 
	$ 
	100.00 
	$ 
	103.00 
	$ 
	106.09 

	Insurance ..-
	Insurance ..-

	Insurance (per agreement insurance requirements) .. -..--,.~. 
	Insurance (per agreement insurance requirements) .. -..--,.~. 
	$ 
	10,155.60 
	$ 
	10,460.27 
	$ 
	10,774.08 

	Background Checks 
	Background Checks 

	Pre-employment criminal background check 
	Pre-employment criminal background check 
	$ 
	200.00 
	$ 
	206.00 
	$ 
	212.18 

	Pre Employment Testing 
	Pre Employment Testing 

	Drug screen process before hiring 
	Drug screen process before hiring 
	$ 
	200.00 
	$ 
	206.00 
	$ 
	212.18 

	Timeclock 
	Timeclock 

	Electronic time clock system fees ·
	Electronic time clock system fees ·
	-

	$ 
	-
	$ 
	$ 

	1c:1ean1ng services 
	1c:1ean1ng services 

	All daily cleaning services, seven days a week 24 hours a day, must have pressure cleaning abiljt~, 
	All daily cleaning services, seven days a week 24 hours a day, must have pressure cleaning abiljt~, 
	$ 
	38,873.52 
	$ 
	40,039.73 
	$ 
	41,240.92 

	1Pressure Cleaning Services I Optional Services) Included. 
	1Pressure Cleaning Services I Optional Services) Included. 

	Pressure cleaning as needed for troubled areas 
	Pressure cleaning as needed for troubled areas 
	$ 
	-
	$ 
	-
	$ 
	-

	Licenses & Permits 
	Licenses & Permits 

	city of jurisdiction Occupational License for project specific location only 
	city of jurisdiction Occupational License for project specific location only 
	$ 
	109.06 
	$ 
	112.33 
	$ 
	115.70 

	Audit Fees & Accounting Fees 
	Audit Fees & Accounting Fees 

	Yearly external audit and monthly accounting fees 
	Yearly external audit and monthly accounting fees 
	$ 
	-
	$ 
	$ 
	-

	Customer Service Cart 
	Customer Service Cart 

	Golf cart for counts, lost vehicles, flat tires, etc. 
	Golf cart for counts, lost vehicles, flat tires, etc. 
	$ 
	-
	$ 
	-
	$ 
	-

	Supervisor's Truck 
	Supervisor's Truck 

	Purchase of a new operations truck for travel to garages, employee b:·eaks, customer -'>Hvice, etc. 
	Purchase of a new operations truck for travel to garages, employee b:·eaks, customer -'>Hvice, etc. 
	$ 
	-
	$ 
	-
	$ 
	-

	AVI Transponders 
	AVI Transponders 

	Yearly expense to purchase transponders 
	Yearly expense to purchase transponders 
	$ 
	$ 
	$ 

	Ticket Stock 
	Ticket Stock 

	Yearly expense to purchase spitter tickets -
	Yearly expense to purchase spitter tickets -
	$ 
	-
	$ 
	-
	$ 

	Towing/Booting Service 
	Towing/Booting Service 

	Tow or boot a vehicle 
	Tow or boot a vehicle 
	$ 
	-
	$ 
	-
	$ 
	-

	Equipment Repair & Maintenance 
	Equipment Repair & Maintenance 

	Maintain and repair spitters, lag machines, gates, etc. -
	Maintain and repair spitters, lag machines, gates, etc. -
	$ 
	2,556.00 
	$ 
	2,632.68 
	$ 
	2,711.66 

	Police Security Service 
	Police Security Service 

	Ft. Lauderdale Police detail for Thur., Fri., and Sat. nights guarding GG Garage 
	Ft. Lauderdale Police detail for Thur., Fri., and Sat. nights guarding GG Garage 
	$ 
	-
	$ 
	$ 
	-

	Phone & Internet Service 
	Phone & Internet Service 

	Communication services to conduct business -
	Communication services to conduct business -
	-

	$ 
	669.00 
	$ 
	689.07 
	$ 
	709.74 

	Temporary Signage 
	Temporary Signage 

	Special events signage, sandwich board signage,.directional services, etc. 
	Special events signage, sandwich board signage,.directional services, etc. 
	$ 
	250.00 
	$ 
	257.50 
	$ 
	265.23 

	Drinking Water 
	Drinking Water 

	Supplied to the customer service booth 
	Supplied to the customer service booth 
	$ 
	-
	$ 
	-
	$ 
	-

	Garage Supplies 
	Garage Supplies 

	Advertising, broom & dust pan, flags, hand lights, etc. 
	Advertising, broom & dust pan, flags, hand lights, etc. 
	$ 
	1,000.00 
	$ 
	1,030.00 
	$ 
	1,060.90 

	Contingency for Other Operating Costs & Expenses: Funds available for unforeseen conditions, 
	Contingency for Other Operating Costs & Expenses: Funds available for unforeseen conditions, 

	emergency situations, etc. (5% of Annual Operating Expense Budget) 
	emergency situations, etc. (5% of Annual Operating Expense Budget) 
	$ 
	3,000.00 
	$ 
	3,090.00 
	$ 
	3,182.70 

	TOTAL OTHER MAJOR EXPENSES BUDGET: 
	TOTAL OTHER MAJOR EXPENSES BUDGET: 
	$ 
	57,113.18 
	$ 
	58,826.58 
	$ 
	60,591.38 


	TOTAL ANNUAL MANAGEMENT FEE & OVERALLOPE~ATING EXPENSES BUDGET: $ $ $ 
	208,687.30 
	213,248.58 
	217,918.22 

	Project: PNC2116816Pl Parking Management Services for V ;:,·ious Coun~n,'ic ,, [FMD and FO&!} 
	GEN~:RAL LIABILITY -Broad form EZI Commercial General Liability EZI Premises-Operations D XCU Explosion/Collapse/Underground EZI Products/Completed Operations Hazard 0 Contractual Insurance EZI Broad Fonn Property Damage 0 Independent Contractors 0 Personal Injury Per Occurrence or Claims-Made: 0 Per Occurrence □ Claims-Made Gen'I Aggregate Limit Applies per: □ Project o Policy □ Loe. o Other AUTO LIABILITY 0 Comprehensive Form 0 Owned 0 Hired 0 Non-owned EZI Any Auto, Ifapplicabie Note: May be waived ifno 
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	EXHIBITD WORK AUTHORIZATION FOR AGREEM.ENT' 
	EXHIBITD WORK AUTHORIZATION FOR AGREEM.ENT' 
	Contract Number: Work Authorization No. 
	This Work Authorization is between Bro.ward County and --~---("Contractor") pursuant to the Agreement, executed on ·· ________. The provisions of the Agreement govern and control over any inconsistency b.etween this Work Authorization and the Agreement. 
	Services to be provided: [DESCRIBE IN DETAIL] 
	Services to be provided: [DESCRIBE IN DETAIL] 
	[Simple summary] See Exhibit A for additional detail. 
	Agreement at issue is __ Lump Sum/ Not-to-Exceed in the amount: $________ 
	The time period for this Work Authorization will be from the date of complete execution until __ (_)days after County's Notice to Proceed for the Services to be provided under this Work Authorization, unless otherwise extended or terminated by the Contract Administrator. 
	Fee Determination; Payment for service'.:. under: this Work Authorization is as follows: 
	Services 
	Services 
	Services 
	$__ 

	General Services 
	General Services 
	$________ 

	Goods or Equipment 
	Goods or Equipment 
	$________ 

	Total Cost of this Work Authorization 
	Total Cost of this Work Authorization 
	$_____ 


	The foregoing amounts shall be written acceptance by County of all goods and services provided under this Work Authorization. 
	invoiced.by Contractor upon 


	County 
	County 
	Contract Administrator Date 
	Project Manager Date Board or Designee Date 

	Contractor 
	Contractor 
	'signed Date 
	Attest Typed Name 
	Title 
	RLI/RFP/Contract# PNC2116816P1 [BCF #101 (Rev. 12.02.2019)] 
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	Exhibit E 
	Exhibit E 
	CBEISBE Subcontractor Schedule and Letters of Intent Contractor represents that the CBE or SSE participants referenced in the attached Letters of Intent have agreed by written subcontract to perform the percentage of work amounts set forth and that the following information regarding participating Subcontractors is true and correct to the best of his or her knowledge. 
	Figure
	LETTER OF INTENT BETWEEN BIOOER/OFFEROR AND COUNTY BUSINESS ENTERPRISE·(CBE) FIRM/SUPPLIER 
	' ' 
	Thia form la to be completed and •lgned for each CBE fltm. Ifthe PRIME 11 1 CSE flnn, plelle Indicate the percentage pll'formlng With your own forcea. · ' 
	. . Sollcftatlon No.: !!~~1188!_8P1 _.i...-.._.,.,~--'--___,___________ 
	PrqNt nu.: e!~!J M■nao 1111111t 6eNlce1 lot v111ou1 county AOMaaa . 
	-, ,······· ········'~"'........ «<« ________ 
	Bldder/Offlror N1111e: SP PIUI Corporation ~~i'i!..-<~~··"'""'-·-""'~------=-~i1-· , _________ Addru1: 4448rlcte11Ava,8ulte'200 . , . · ·.~City; ~liml__ .. ..state; EL_z1p:.!!!!L Aulhorl:.edRepre1antatlve:.Cfllt•ter,§pcobar ·-• · · · · e Phone: ,305}2189032_ 
	Cll l'lnnllupplltr Name: ~vi•&Ataoclatu, P.A.-~·-·-------------Addree1: i.~1 Hol!)::W<>Od Boulevard__, • _,, _City: HollYNOOd ____State: FL _Zip: ~_ Authorized Repreuntatlve:.Sheu10,"8 Phone: S~l 927-5Q()(l _ 
	-

	A. Thia II aletter of Intent between the bfdder/ofl'eror m 1h11 project and aCBE firm for Iha CBE to perform work on thlle project. 
	B.e Bi, 1lgnlng below. the bl~rfofferor 11 commatlng to utlllze th• above-named CBE to perform the WOl'k delcrlbede below. · ... • 
	c. By algnlng below, the 1bole-n1med CBE 11 eommlttlng to perfotm;the WOik clelcrtbtd bllow,e 
	O.a By 11gl l1tlQ belcw, 1111 bldder/offeror111d CBE affirm that Ifthe. CIJE 1ubcontract1 any of the work deacribed below, lt may only aubGontraot that wm:k lo anothet: CSE, • 
	. ... , _ __ •. Work to b 
	...:. 
	i,;_...u.UJi&m,f+Al~~UU.iU

	. ,.... -~ ............a. .. --~~ ~. ~.-~,,~-¥--~.--
	I
	I 
	~ 
	. 
	l
	-

	Al'PIRMATION: Ihereby affi,m that lh• lnronnltlon above 11 llue and COmlCt, 
	CBI! Plnnllu Pllf,ftAJ~ll'imt!!!IRtPntl,ntlilvt 
	CBI! Plnnllu Pllf,ftAJ~ll'imt!!!IRtPntl,ntlilvt 
	Figure
	>Viel! Coo•Mt,SQY and ulect&!Qi to sellfCh and ldentlfy the oorrect codea. Match type of work with NAICS CQde as clOMly II p<>ad,11. , To be provldld only when the 10Hcft1tlon requlflil that blddartor.eror lnelude adollar amount In Ill bid/offer. 
	2 

	In lh,ewnt,,,, ~rordol,nof NOM IMfdttlthtl IHfm. r.ri!tl11al. ff!)' Wl/lll"'1'tflnfftlonl /nth!, Lt/tllfol ltltttlt Ind Atflrmlllon ,,,.,be nuhnd't'Old. 
	Rav.: Juno 2018 Compliance Form No. 004 
	Broward Coonly eoa«J ore 81912019 County~alonara 
	Exhibit E 
	Figure
	.LETTER OF INTENT BElWEEN BIDDER/OFFEROR AND COUNTY BUSINESS ENTERPRISE (CBE) FIRM/SUPPLIER 
	This form Is to be completed and signed for each CBE flfm. lflhe PRIME Is a cae nrm, please Indicate the percentage palfomllng wlh your own fo~•· 
	SollcltAtlftn No.l , AJ~ ZUt, i llitP.l,______~··· 
	-•~-e.,;~;,: fV\oo,~te ◄A~~-.-.cu-,!~-~-
	4

	-~~-,~s Bldder!Offeror Name: s~ P(w Gw:41 . . _ . · Ar:klress: -~!l....ii:J.l:UM /;a::J,, • ; 1• ,Cily: ~\j1:Jo \ Slate: f_L Zip: .!1!11 Authorized Remaentat1ye;:G;t;G,; 1; C&kJ : .............................. --Phone:.l3o~11:9o,'2
	-

	cae Flnn/Suppller Nam,: Ann's Janttorla! Seivloea Inc Addreaa: 11846 SW 8th Ste .. .. .. ... ..... ,.._ City: Pembroke Pines State; .fh_ Zip: 33025 
	0 Authorized Repmentatl\lt: Norma Ann Kendall . Phone· 954-693·0707
	""""'-... ii! ...._,~ • _______........____ 
	A.. Thia Is a letter ofIntent between the bkkler/otteror on thhl proJtct and aCSE flnn for the CBE to perfnnn wOtk on lhlse 
	project. 
	B.e By algnlng btllow. the bkiderlo~ror Ill commltllng to utlllze the abovfJ-named cse to perform the work desortbede
	below. . ,, ,. 
	C.e By signing below, lhe above-named CSE Is oommntlno to perform ttie work descnbed below. 
	D. By signing below, the bldder/offeror and CBE affirm thBt If the cee subcontraots any of the work deacrfbed below, tte may only auboontreat that wolt! to another CBE. 
	Figure
	AFPIRMATION: 1hereby ammi that the Information above 1.5 true and correc,1,e · " 
	Tffie: f!!~.;.;.;,.____...:,_ Date: ,Jul~ 24, 2019e TI!lt:.,{LfH ~~---Date:. S-2:C3. _ 
	CBE Fl Vl>Pller AU1horl:z, Repnia,ntatlvee ~~;;a...;si,::.i,.;'~·~·..a.,i.:..,;.~ ➔ A&dhcumd.NN...-m 



	,--------·-~\II(
	,--------·-~\II(
	'Vlsll "1JA\lt,98)1 and select~to search and klantify th.., correct codes. Match type of wotk with NAICS oode as 
	dOH!y 88 poeatbla. . .. . ' 
	To be prow,eo only when the so11c1tat1on requlm th&t b!Clder/otreror !1101uae 8101111' amount 111 IIS tll!J/offilr. 
	2 

	fn 11H, WWII /hi ~O>Nnot~""",Volt/Ml 1/M!'i ~.111'1/ Md al~In'"" I.Mt9roll!lillnt 1111d AIWnHtJorl 1h11 Ille
	'Nii 1111d void.& . ' ' 
	Rw.: Jun• 201 a Comptlanca Ponn No. 004 
	8/9/2019 
	Figure
	EXHIBIT F 
	EXHIBIT F 
	Certification of Payments_ to Subcontractors and Suppliers 
	Certification of Payments_ to Subcontractors and Suppliers 
	RU/Bid/Contract No. Project Title ___
	_______ 

	The undersigned Contractor hereby swears under penalty of perjury that: 
	1. 
	1. 
	1. 
	Contractor has paid all Subcontractors and -suppliers all undisputed contract obligations for labor, services, or materials provided on this project in accordance with the "Compensation" article of this Agreement, except as provid~d in paragraph 2 below. 

	2. 
	2. 
	The following Subcontractors and suppliers have not been paid because of disputed contractual obligations; a copy of the notification sent to each, explaining in reasonably specific detail the good cause why payment has not been made, is attached to this form: 


	,-----------------·---
	~-,..,_ 

	Amount in
	Subcontractor or supplier's name and addre ss 
	Date of disputed 
	invoice 
	dispute 
	Figure
	3. The undersigned is authorizedto execute this Certification on behalf of Contractor. 
	Dated ______,20 Contractor By_____ (Signature) . By_______ (Name and Title) STATE OF 
	COUNTY OF 
	Sworn to (or affirmed) and subset ihed before this ____ day of·------~ __, by____ .who is personally known to me or who has produced as identification. 
	Signature of Notary Public 
	(NOTARY SEAL) Print, Type or Stamp Name of Notary 
	RLI/RFP/Contract # PNC2116816Pl fBCF #101 (Rev. 12,02.2019)] 
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	Table
	TR
	PCI Responsibility Matrix 

	TR
	Responsibility of 

	Requirement 
	Requirement 
	Requirement Text 
	N/A 
	Provider/ Vendor 
	County 
	Joint 
	Notes 

	1.1 
	1.1 
	Establish and implement firewall and router configuration standards that include the following: 
	X 
	Equipment vendor 

	1.1.1 
	1.1.1 
	A formal process for approving and testing all network connections and changes to the firewall and router configurations 
	X 

	1.1.2 
	1.1.2 
	Current diagram that identifies all networks, network devices, and system components, with all connections between the COE and other networks, including any wireless networks 
	X 

	1.1.3 
	1.1.3 
	Current diagram that shows all cardholder data flows across systems and networks 
	X 

	TR
	PCI Responsibility Matrix 

	TR
	Responsibility of 

	Requirement 
	Requirement 
	Requirement Text 
	N/A 
	Provider/ Vendor 
	County 
	Joint 
	Notes 

	1.1.4 
	1.1.4 
	Requirements for a firewall at each Internet connection and between any demilitarized zone (DMZ) and the internal network zone 
	X 

	1.1.5 
	1.1.5 
	Description of groups, roles, and responsibilities for management of network components 
	X 

	1.1.6 
	1.1.6 
	Documentation and business justification for use of all services, protocols, and ports allowed, including documentation of security features implemented for those protocols considered to be insecure. 
	X 

	1.1.7 
	1.1.7 
	Requirement to review firewall and router rule sets at least every six months 
	X 


	Table
	TR
	PCI Responsibility Matrix 

	TR
	Responsibility of 
	I 

	Requirement 
	Requirement 
	Requirement Text 
	N/A 
	Provider/ Vendor 
	County 
	Joint 
	Notes 

	1.2 
	1.2 
	Build firewall and router configurations that restrict connections between untrusted networks and any system components in the card holder data environment. Note: An "untrusted network" is any network that is external to the networks belonging to the entity under review, and/or which is out of the entity's ability to control or manage. 
	X 

	1.2.1 
	1.2.1 
	Restrict inbound and outbound traffic to that which is necessary for the card holder data environment, and specifically deny all other traffic. 
	X 

	1.2.2 
	1.2.2 
	Secure and synchronize router configuration files. 
	X 

	1.2.3 
	1.2.3 
	Install perimeter firewalls between all wireless networks and the cardholder data environment, and configure these firewalls to deny or, if traffic is necessary for business purposes, permit only authorized traffic between the wireless environment and the cardholder data environment. 
	X 
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	Table
	TR
	PCI Responsibility Matrix 

	TR
	Responsibility of 
	I 

	Requirement 
	Requirement 
	Requirement Text 
	N/A 
	Provider/ Vendor 
	County 
	Joint 
	Notes 

	1.3 
	1.3 
	Prohibit direct public access between the Internet and any system component in the card holder data environment. 
	X 

	1.3.1 
	1.3.1 
	Implement a DMZ to limit inbound traffic to only system components that provide authorized publicly accessible services, protocols, and ports. 
	X 

	1.3.2 
	1.3.2 
	Limit inbound Internet traffic to IP addresses within the DMZ. 
	X 

	1.3.3 
	1.3.3 
	Implement anti-spoofing measures to detect and block forged source IP addresses from entering the network. (For example, block traffic originating from the Internet with an internal source address.) 
	X 

	1.3.4 
	1.3.4 
	Do not allow unauthorized outbound traffic from the cardholder data environment to the Internet. 
	X 

	1.3.5 
	1.3.5 
	Permit only "established" connections into the network. 
	X 

	TR
	PCI Responsibility Matrix 

	TR
	Responsibility of 
	I I 

	Requirement 
	Requirement 
	Requirement Text 
	N/A 
	Provider/ Vendor 
	County 
	Joint 
	Notes 

	1.3.6 
	1.3.6 
	Place system components that store card holder data (such as a database) in an internal network zone, segregated from the DMZ and other untrusted networks. 
	X 

	TR
	PCI Responsibility Matrix 

	TR
	Responsibility of 

	Requirement 
	Requirement 
	Requirement Text 
	N/A 
	Provider/ Vendor 
	County 
	Joint 
	Notes 

	1.3.7 I I I ' 
	1.3.7 I I I ' 
	Do not disclose private IP addresses and routing information to unauthorized parties. Note: Methods to obscure IP addressing may include, but are not limited to: " Network Address Translation (NAT) • Placing servers containing cardholder data behind proxy servers/firewalls, • Removal or filtering of route advertisements for private networks that employ registered addressing • Internal use of RFC1918 address space instead of registered addresses. 
	X ' 

	TR
	PCI Responsibility Matrix 

	TR
	Responsibility of 

	Requirement 
	Requirement 
	Requirement Text 
	N/A 
	Provider/ Vendor 
	County 
	Joint 
	Notes 

	1.4 I 
	1.4 I 
	Install personal firewall software equivalent functionality on any portable computing devices (including company and/or employee-owned) that connect to the Internet when outside the network (for example, laptops used by employees), and which are also used to access the CDE. Firewall (or equivalent) configurations include: • Specific configuration settings are defined for personal firewall software. • Personal firewall software (or equivalent functionality) is actively running. • Personal firewall (or equiva
	X 


	Requirement 1.5 
	Requirement 1.5 
	Requirement 1.5 
	PCI Responsibility Matrix Responsibility of Requirement Text N/A Provider/ County Vendor Ensure that security policies and X operational procedures for managing firewalls are documented, in use, and known to all affected parties. 
	Joint 
	Notes 

	--· I2.1 I I I i 
	--· I2.1 I I I i 
	-Always change vendor-supplied defaults and remove or disable unnecessary default accounts before installing a system on the network. 1• This applies to ALL default passwords, including but not limited to those used by operating systems, software that provides I security services, application and system 1 accounts, point-of-sale (POS) terminals, Simple Network Management Protocol (SNMP) community strings, etc.). 
	I 
	X 
	I I I ! 
	' I l 
	; 


	Table
	TR
	PCI Responsibility Matrix 

	TR
	Responsibility of 
	TD
	Figure


	Requirement 
	Requirement 
	Requirement Text N/A Provider/ County Vendor 
	Joint 
	Notes 

	2.1.1 
	2.1.1 
	For wireless environments connected to X Ithe card holder data environment or transmitting card holder data, change ALL wireless vendor defaults at installation, 1 including but not limited to default wireless encryption keys, passwords, and SNMP community strings. I i II ' !i i I 
	i 
	I 
	I 


	I 
	I 
	PCI Responsibility Matrix 
	PCI Responsibility Matrix 
	PCI Responsibility Matrix 

	Responsibility of 
	Responsibility of 

	Requirement 
	Requirement 
	Requirement Text 
	N/A 
	Provider/ 
	County 
	Joint 
	Notes 

	TR
	Vendor 

	2.2 
	2.2 
	Develop configuration standards for all 
	X 

	TR
	system components. Assure that these 

	TR
	standards address all known security 

	TR
	vulnerabilities and are consistent with 

	TR
	industry-accepted system hardening 

	TR
	standa.-ds 

	TR
	Sources of industry-accepted system 

	I 
	I 
	hardening standards may include, but are 

	i I 
	i I 
	not limited to: • Center for Internet Security (CISj I • International Organization for Standardization (ISO) • SysAdmin Audit Network Security (SANS) 
	I I I I I 
	I I I I i 
	-

	I I 
	I I 
	Institute I " National Institute of Standards 
	i I I 
	I 

	TR
	1 Technology (NIST). 

	TR
	I 


	PCI Responsibility Matrix 
	Responsibility of 
	Requirement 
	Requirement 
	Requirement Text 
	County 
	Joint 

	Notes J Vendor 
	N/A ! Provider/ 
	2.2.1 
	implement only one primary function per 
	X I 
	server to prevent functions that require 
	I 
	I 
	I 

	different security levels from co-existing I I'on the same server. (For example, web I
	I 
	I 

	servers, database servers, and DNS should 
	I
	be implemented on separate servers.) Note: Where virtualization technologies .are in use, implement only one primary 
	I 
	I I 
	!
	function per virtual system component. 
	I 
	I
	! 
	i i 
	i 

	i 
	l 
	I 
	i 
	I 
	I

	I 
	!
	I 
	I 

	j 
	I 
	I 
	i
	I 
	I 
	i 

	I 
	I 
	I 
	! 

	I
	I 
	I
	I 
	I 

	I
	I 
	I 
	I 
	Figure

	I 
	__J
	i 
	J 
	Enable ~nly necessary services, protocols, 
	X 
	r--
	i
	-

	daemons, etc., as required for the function 
	I 

	I 
	, of the system. 
	!
	I I 
	I 
	I 
	I 
	I 
	I 
	I 
	i 

	PCI Responsibility Matrix 
	PCI Responsibility Matrix 
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	16.4.3 ----IProduction data (Uve'PANs) are not used X -I ~~ 
	16.4.3 ----IProduction data (Uve'PANs) are not used X -I ~~ 
	! Ifor testing or development · ! J Removal oftest data and accounts before X -----i i production systems become active I I 
	L 

	I 
	--·J I 
	Requirement 6.4.5 
	Requirement 6.4.5 
	Requirement 6.4.5 
	PCI Responsibility Matrix Responsibility of Requirement Text N/A Provider/ J County Vendor Change control procedures for the X implementation of security patches and software modifications must include the following: 
	I Joint 
	Notes 

	I 'Iu_s--116A.S.2 ! 16.4-.5:.3 
	I 'Iu_s--116A.S.2 ! 16.4-.5:.3 
	I i l ' II 1 ' IDocumentaUo~~i impact. ·-"----~ I Documented change approval by X t1 I authorized parties. -------1---~"'--+--Functionality testin"it~~~ify that the X I -change does not adversely impact the I securrty ohhe system. 
	-

	I,'--1 
	,J .-1 · ·· 
	..·..,.. ,:· 
	-• 
	~ 

	TR
	1 

	l6.4.s.4 
	l6.4.s.4 
	Back-out procedures. 
	X 
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	I 
	I
	I 6.4.6 
	Requirement Text 
	Upon completion of a significant change, all relevant PCi DSS requirements must be implemented on all new or changed systems and networks, and _documentation updated as applicable. 
	I 
	I 
	I

	I I 
	N/A 
	V 
	" 
	Responsibility of 
	Provider/ 
	County j Joint Vendor 
	I 
	I 
	I 
	I 
	I 
	I I I 
	! I 
	I 

	Notes 
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	I 
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	' 
	i , 
	I 
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	I

	_j_ __~-~---------~I 
	. I ' 

	Requirement 6.5 ' I I I ! 
	Requirement 6.5 ' I I I ! 
	Requirement 6.5 ' I I I ! 
	PCI Responsibility Matrix Responsibility of Requirement Text N/A Provider/ County. Vendor Address common coding vulnerabilities in X software-development processes as Ifollows: I• Train developers in secure coding techniques, including how to avoid common coding vulnerabilities, and I understanding hm~ sensitive data is handled in memory. • Develop applications based on secure I ' coding guidelines. i I ! I Note: The vulnerabiiities listed at 6.5.1 I through 6.5.10 were current with industry I lI ibest prac
	Joint I 
	Notes l ,. ~ 
	·••'• 
	-
	I I I I I I I i i I I I 
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	PCI Responsibility Matrix Responsibility of Requirement Requirement Text N/A Provider/ I County Joint Notes I Vendor 6.5.1 Injection flaws, particularly SQL injection. X Aiso consider OS Command Injection, 1DAP and XPath injection flaws as well as Iother injection flaws. I i I I I . I I ! I I i I I ---, 6.5.2 \ Buffer overflows X iI!nsec~~-~;yptographic storage ----6.5.3 X ; ! 6.5.4 J lnsecu.re communications -X -, .. ·-.·1 -·-. 6.5.5 4"'propererror handling X ' i 16.5.6 Ali "high risk" vulnerabilities iden
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	Figure

	6.5.8 
	Improper access control (such as insecure 
	X direct ob_ject references, failure to restrict I URL access; directory traversal, and failure j to restrict user access to functions). I 
	I 
	I
	I 

	I 
	I 

	I
	I 
	I 
	I 
	___...,_________ ! 
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	-----------. -
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	1. . I management · ! 
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	PCI Responsibility Matrix 
	Responsibility of 
	Requirement 

	, 6.6 , 
	I 
	' 
	I 

	I 
	Requirement Text 
	Requirement Text 
	For public-facing web applications, 
	address new threats and vulnerabilities on 
	an ongoing basis and ensure these 
	applications are protected against known 

	attacks by either of the following methods: 
	• Reviewing public-facing web applications via manual or automated 
	• Reviewing public-facing web applications via manual or automated 

	appiication vu1nerability security cc1ssessment tools or methods, at least 1 ·annually and after any changes 
	I
	I

	N/A Provider/ County Joint Notes Vendor 
	N/A Provider/ County Joint Notes Vendor 
	X 
	i 
	I 

	I 
	I 
	I 
	I
	i
	I I 
	I 
	! 

	,
	-

	I 
	I 
	I I 
	I 

	I I i ' 
	I I ; 
	I 
	i 
	i 
	.
	-


	I . ' 
	I 
	I 
	I 

	i 

	Note: This assessment is not the same as the vulnerability scans performed for Requirement 11.2. 
	.
	I 

	1 
	1 
	• Installing an automated technical solution that detects and prevents web­based attacks (for example, a web­application firewall) in front of public­facing web applications, to continually check all traffic. 
	PCI Responsibility Matrix 
	Responsibility of 
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	I 
	Requirement 
	Requirement 
	Requirement Text IN/A 

	Provider/ 
	County 
	County 
	Joint 

	Notes Vendor 
	6.7 
	Ensure that security policies and 
	X 
	operational procedures for developing and maintaining secure systems and applications are documented, in use, and 

	known to all affected parties. 
	I 

	I 
	I 
	! 


	I 
	.. 
	.. 
	.

	~
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	-·--·---
	-·--·---
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	----·
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	'
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	Umit access to system components and 
	X

	I .. 
	I 
	I 
	I 
	,.

	I 
	I
	I

	I 
	cardholder:data to orily those individuals 
	cardholder:data to orily those individuals 
	I 
	. . i
	I 
	I 
	1 whose job requires such access. 


	I 
	I 
	. I 
	f-----
	-

	------~ 
	7.1.1 
	Define access needs for each role, 
	X 
	i 
	'including: 
	• System components and data resources 
	I 
	.. . . 
	that each role needs to access for their job 
	I 
	function 
	function 
	i 

	• Level of privilege required (for example, user, administrator, etc.) for accessing resources. 
	7.1.2 
	Restrict access to privileged user IDs to 
	X 
	least privileges necessary to perform job 
	responsibilities. 
	PCI Responsibility Matrix 
	Responsibility of 
	Requirement 
	Requirement 
	Requirement Text i N/A


	I I I ::~~:;r/ ICounty I Joint I Notes j 
	1 
	1 
	7.1.3 
	Assign access based on individuai 
	X 
	SP Plus wili provide the equipment 
	I 
	Ivendor with the names and titles of , I employees that will need access to j equipment. Ap·proved by the County. ! 
	personnel's job classification and function. 

	SP Plus will provide the equipment 7 I authorized parties specifying required 
	i 

	Require documented approval by 
	Require documented approval by 
	X
	I ii4 

	vendor with the names and titles of jprivileges.. 
	I

	employees that will need access to : equipment. Approved by the Count !
	employees that will need access to : equipment. Approved by the Count !
	•• I

	I . , ! f I ' 
	I . , ! f I ' 
	---i
	---i


	-······· I 
	-······· I 
	-······· I 
	--t 
	I

	Establish an ;:iccess wr.trcl system for X
	1

	7.2 
	7.2 
	l


	I )_ :Systems components that restricts access I j I
	! 
	J 
	: 

	Ibased on a user's need to know, and is set I I 
	I 
	l 

	to "deny all" unless specificaliy allowed. I 
	to "deny all" unless specificaliy allowed. I 
	I 

	I
	I This access control system must include 
	I 

	the following: 
	I 
	I 
	I

	' 
	i 
	i
	I 
	i 
	; 
	I 
	----------· 

	----·--·· 7.2.1 
	Coverage of all system components 
	Coverage of all system components 
	Coverage of all system components 
	X 

	7 
	SP Plus will provide the equipment 
	X
	7.2.2 
	Assignment of privileges to individuals 
	' 
	i 
	i 
	vendor with the names and titles of employees that will need access to equipment. Approved by the Count 
	vendor with the names and titles of employees that will need access to equipment. Approved by the Count 
	based on job classification and function. 

	Default "deny-all" setting. 
	X
	7.2.3 
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	Requirement 
	Requirement Text 
	County 
	Joint 

	Notes Vendor 
	Notes Vendor 
	Provider/

	N/A 
	I 
	Ensure that security policies and 
	X
	7.3 
	i

	operational procedures for restricting
	I 
	access to card holder data are
	I 
	documented, in use, and known to all affected parties. 
	I 
	i 
	-·-
	-

	·---1
	·---1
	I 

	Define and implement policied
	s an

	8.1 
	X 
	! 
	I
	I
	procedures to ensure proper user 
	·-I 
	.. 
	" .. I
	identification management for non-
	I
	i 
	I
	! 

	!
	I
	consumer t:Jsers ,,nd administrator:; on aB 
	I 

	I 
	I 
	! 

	system -;:omponents as follows: i 
	I 
	! 

	I 
	-· 
	I 

	-··-·--l
	I 
	.,
	8.1.l 
	Assign all users a unique ID before Ix 

	' allowing them to access system components or cardholder data. 
	I 

	I I 
	I I 
	I 
	I 
	I 

	I 
	I
	i 
	I
	I 
	I 
	8.1.2 
	Control addition, deletion, and 
	X modification of user IDs, credentials, and other identifier objects. 
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	Requirement 8.1.3 :L I 8 1.4 l ! >---· -8.1.5 
	Requirement 8.1.3 :L I 8 1.4 l ! >---· -8.1.5 
	Requirement Text Immediately revoke access for any terminated users. ·-, Remove/disable inactive user accounts I·within 90 days. Manage IDs used by Provider/Vendors to access, sup.port, or maintain system components via remote access as follows: • Enabled only during the time period needed and disabled when not in use. • Monitored when in use. I 
	-

	! IN/A ! I X I I I I I I h-·' _l . ··-.I X I I 
	-

	Responsibility of Provider/ County Vendor I . I ; ' : I 
	Joint I i I I i I I I I I I I 
	Notes 
	. 
	-
	' .. ' ·---··-·
	-

	li I I i 

	I 8.1.6 
	I 8.1.6 
	Limit repeated access attempts by locking out the user ID after not more than six attempts. 
	X 

	TR
	I I 
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	Requirement 
	Requirement Text 
	Joint 

	Notes Vendor I 
	Provider/ / County 
	N/A 

	8.1.7 i Set the lockout duration to a minimum of 
	I

	X 
	X 
	I 30 minutes or until an administrator 
	! 
	i
	enables the user 10. 

	I 
	I 
	I 
	_J 
	_J 
	_J 
	I 


	P
	Figure
	1 
	X 

	I
	I
	8.1.8· 
	If a has been idle for more than 15 
	session 

	I 
	i 
	I
	minutes, require the user to re-
	I I 
	.. I
	-
	authenticate to re-activate the terminal or 
	I I 
	I .. !
	i
	I 

	I i

	session.
	I

	I I 
	l 

	1 i 
	1 i 
	I
	i 
	i 
	I 
	I 

	I

	--··"------,. 
	8.2 I In addition to assigning a unique ID, ensure proper user-authentication management for non-consumer users and administrators on all system components by employing at !east one of the following methods to authenticate all users: 
	• Something you know, such as a password or passphrase 
	• Something you know, such as a password or passphrase 
	• Something you have, such as a token device or smart card 
	• Something you are, such as a biometric. 

	i 
	I 
	I 
	I

	I 
	--+ 
	I

	X 
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	I . 
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	: 
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	I 
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	I 
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	Requirement 
	Requirement Text 
	N/A 
	Provider/ Vendor 
	County 
	Joint 
	Notes 

	8.2.1 
	8.2.1 
	Using strong cryptography, render all authentication credentials (such as passwords/phrases) unreadable during transmission and storage on all system components. 
	X 

	8.2.2 
	8.2.2 
	Verify user identity before modifying any authentication credential-for example, performing password resets, provisioning new tokens, or generating new keys. 
	X 

	8.2.3 
	8.2.3 
	Passwords/phrases must meet the following: • Require a minimum length of at least seven characters. • Contain both numeric and alphabetic characters. Alternatively, the passwords/phrases must have complexity and strength at least equivalent to the parameters specified above. 
	X 
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	TR
	Responsibility of 
	I 

	Requirement 
	Requirement 
	Requirement Text 
	N/A 
	Provider/ Vendor 
	County 
	Joint 
	Notes 

	8.2.4 
	8.2.4 
	Change user passwords/passphrases at least once every 90 days. 
	X 

	8.2.5 
	8.2.5 
	Do not allow an individual to submit a new password/phrase that is the same as any of the last four passwords/phrases he or she has used. 
	X 

	8.2.6 
	8.2.6 
	Set passwords/phrases for first-time use and upon reset to a unique value for each user, and change immediately after the first use. 
	X 

	TR
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	TR
	Responsibility of 
	I 

	Requirement 
	Requirement 
	Requirement Text 
	N/A 
	Provider/ Vendor 
	County 
	Joint 
	Notes 

	8.3 
	8.3 
	Secure all individual non-console administrative access and all remote access to the COE using multi-factor authentication. Note: Multi-factor authentication requires that a minimum of two ofthe three authentication methods (see Requirement 8.2 for descriptions ofauthentication methods) be used for authentication. Using one factor twice (for example, using two separate passwords) is not considered multi-factor authentication 
	X 

	8.3.1 
	8.3.1 
	Incorporate multi-factor authentication for all non-console access into the COE for personnel with administrative access. 
	X 

	TR
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	TR
	Responsibility of 
	I 

	Requirement 
	Requirement 
	Requirement Text 
	N/A 
	Provider/ Vendor 
	County 
	Joint 
	Notes 

	8.3.2 
	8.3.2 
	Incorporate multi-factor authentication for all remote network access (both user and administrator, and including third party access for support or maintenance) originating from outside the entity's network. 
	X 

	8.4 
	8.4 
	Document and communicate _authentication procedures and policies to all users including: • Guidance on selecting strong authentication credentials • Guidance for how users should protect their authentication credentials • Instructions not to reuse previously used passwords • Instructions to change passwords if there is any suspicion the password could be compromised. 
	X 
	As it relates to user level access to the PARCS system. SP Plus will not h not seek access to administrative level programming of any kind. 

	TR
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	TR
	Responsibility of 

	Requirement 
	Requirement 
	Requirement Text 
	N/A 
	Provider/ Vendor 
	County 
	Joint 
	Notes 

	8.5 
	8.5 
	Do not use group, shared, or generic IDs, passwords, or other authentication methods as follows: • Generic user IDs are disabled or removed. • Shared user IDs do not exist for system administration and other critical functions. • Shared and generic user IDs are not used to administer any system components. 
	X 
	As it relates to user level access to the PARCS system. SP Plus will not have not seek access to administrative level programming of any kind. 
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	Responsibility of 
	I 
	Requirement 
	Requirement 
	Requirement Text 
	County 
	Joint 

	Notes Vendor 
	Notes Vendor 
	Provider/

	N/A 
	8.5.1 
	Additional requirement for service 
	X providers only: Service providers with remote access to County premises (for example, for support of POS systems or servers) must use a unique authentication credential (such as a password/phrase) for each customer. 

	Note: This requirement is not intended to ! apply to shared hosting providers 
	I 

	I 
	I 
	I
	accessing their own hosting environment, 
	I 
	I
	where multiple customer environments are \ 1 
	hosted. 


	! 
	I

	l I 
	I 
	I 

	PCI Responsibility Matrix 
	PCI Responsibility Matrix 
	Responsibility of 
	I 
	Requirement 
	Requirement 
	Requirement Text 

	Provider/ 
	County 
	County 
	Joint 

	Notes Vendor 
	N/A 
	Where other authentication mechanisms 
	X are used (for example, physical or logical security tokens, smart cards, certificates, etc.), use of these mechanisms must be assigned as follows: 
	8.6 
	• 
	• 
	• 
	Authentication mechanisms must be assigned to an individual account and not shared among multiple accounts. 

	• 
	• 
	Physical and/or logical controls must be 



	I 
	I 
	I 
	i
	,in place to ensure only the intended 
	I 
	account can use that mechanism to gain

	I 
	I 
	I 
	access. 
	i 
	I 
	I 
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	I 

	Requirement 
	Requirement 
	Requirement Text 
	N/A 
	Provider/ Vendor 
	County 
	Joint 
	Notes 

	8.7 Ali access to any database containing cardholder data (including access by J applications, administrators, and all other users) is restricted as follows: • All user access to, user queries of, and user actions on databases are through programmatic methods. • Only database administrators have the I ability to directly access or queryI I databases. I • Application IDs for database applications 1 can only be used by the applications (and not by individual users or other non-application processes}. I I 
	8.7 Ali access to any database containing cardholder data (including access by J applications, administrators, and all other users) is restricted as follows: • All user access to, user queries of, and user actions on databases are through programmatic methods. • Only database administrators have the I ability to directly access or queryI I databases. I • Application IDs for database applications 1 can only be used by the applications (and not by individual users or other non-application processes}. I I 
	X 
	I I 
	I I I 

	8.8 
	8.8 
	Ensure that security policies and operational procedures for identification and authentication are documented, in use, and known to all affected parties. 
	X 
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	Responsibility of Requirement 
	Requirement Text 
	Requirement Text 
	N/A 
	County 
	County 
	Joint 

	Notes Vendor 
	Notes Vendor 
	Provider/ 

	X 

	limit and monitor physical access to I systems in the card holder data environment. 
	I

	9.1 I Use appropriate facility entry controls to 
	I
	I
	I 
	I 
	i 
	_J 
	_J 
	I 

	-
	--· 
	9.1.1 
	Use video cameras and/or access control 
	Use video cameras and/or access control 
	The

	X 
	mechanisms to monitor individual physical 
	mechanisms to monitor individual physical 
	and

	j 
	I 
	I 
	.. i I 
	access to sensitive areas; Review collected 
	access to sensitive areas; Review collected 
	-I i , and p

	I 
	i I
	I 
	I 

	data and correlate with other entries. · 
	l 
	cons
	I 
	'· I
	! 
	plac,
	Store for at least three months, unless i
	i 

	1
	I 
	I 
	I

	! otherwise restricted by law. Note: 
	i 

	1
	1
	the 

	I 
	I 
	I 

	:"Sensitive areas" refers to any data center, 
	'server room or any area that houses
	I 
	systems that store, process, or transmit 

	cardholder data. This excludes public-I 
	1 

	facing areas where only point-of-sale 
	1 

	'terminals are present, such as the cashier 
	'terminals are present, such as the cashier 
	areas in a retail store. 
	I 
	I 
	I 
	I 
	I 
	I 
	I 
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	I 

	Requirement 
	Requirement 
	Requirement Text 
	N/A 
	Provider/ Vendor 
	County 
	Joint 
	Notes 

	9.1.2 Implement physical and/or logical controls to restrict access to publicly accessible network jacks. 1I i For example, network jacks located in / pub!ic areas and areas accessible to ! visitors could be disabled and only ! enabled when network access is explicitly authorized. Alternatively, processes could be implemented to ensure that visitors areI I J escorted at ail times in areas with active I network jacks. I 
	9.1.2 Implement physical and/or logical controls to restrict access to publicly accessible network jacks. 1I i For example, network jacks located in / pub!ic areas and areas accessible to ! visitors could be disabled and only ! enabled when network access is explicitly authorized. Alternatively, processes could be implemented to ensure that visitors areI I J escorted at ail times in areas with active I network jacks. I 
	X l .1 I! I 
	I I 

	I I I 
	I I I 

	·-· 
	·-· 

	9.l.3 
	9.l.3 
	Restrict physical access to wireless access points, gateways, handheld devices, networking/communications hardware, and telecommunication lines. 
	X 
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	Responsibility of 
	I 

	Requirement 
	Requirement 
	Requirement Text 
	N/A 
	Provider/ Vendor 
	County 
	Joint 
	Notes 

	I 9.2 Develop procedures to easily distinguish X I between onsite personnel and visitors, to II J include: I ! i I · ldenttfying onsite personnel and visitors (for example, assigning badges) I I I j • Changes to access requirements ; ; I • Revoking'or terminating onsite I personnel and expired visitor i Iidentification (such as ID badges). 
	I 9.2 Develop procedures to easily distinguish X I between onsite personnel and visitors, to II J include: I ! i I · ldenttfying onsite personnel and visitors (for example, assigning badges) I I I j • Changes to access requirements ; ; I • Revoking'or terminating onsite I personnel and expired visitor i Iidentification (such as ID badges). 
	I: 
	'. .. · 
	, . .. .·1•. 

	l 
	l 

	i 9.3 I 
	i 9.3 I 
	Control physical access for onsite personnel to the sensitive areas as 
	X 

	TR
	follows: 

	TR
	• Access must be authorized and based on individual job function. 

	TR
	• Access is revoked immediately upon 

	TR
	termination, and all physical access 

	TR
	mechanisms, such as keys, access cards, 

	TR
	etc., are returned or disabled. 

	9.4.x 
	9.4.x 
	Implement procedures to identify and 
	X 

	TR
	authorize visitors. Procedures should 

	TR
	include the following: 
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	I Responsibility of Requirement 
	Requirement Text 
	Requirement Text 
	Requirement Text 
	Provider/ 
	County 
	Joint 

	Notes Vendor 
	N/A 
	I 
	9.4.1 

	Visitors are authorized before entering, 
	X 
	X 
	I 
	i

	and escorted at all times within, areas 
	where cardholder data is processed or 
	maintained. 
	I 
	I 
	I 
	!
	9.4.2 

	Visitors are identified and given a badge or 
	X 
	X 
	I

	other ide11tificatior1 th.::t expires and that 
	I 

	I 
	I 
	I 
	-· I

	,visibly distinguishes the visitors from 
	j 

	I
	I
	I
	i 
	. l 
	. l 
	I 

	'-·

	onsite personne!. 1 i 
	I
	I
	I ' 
	' 
	. ·
	-

	: I 
	i 
	I 
	I

	' 
	·I I 
	: 
	I 

	I 

	Visitors are ask.ed to surrender the badge I X or identification before leaving the facility or at the date of expiration. 
	! 
	! 
	! 
	. I 
	J 

	j months, 11riless otherwise restricted by j i i ,law. ___ I 
	1

	:
	19.s-:-·--·--i.Phy_sically s.ecure all media: X ___ -----,---+-----• . j 
	Requirement I 9.4.4 PCI Responsibility Matrix Requirement Text N/A A visitor log is used to maintain a physical I X audit trail of visitor activity to the facility as well as computer rooms and data centers where cardholder data is stored or transmitted. Responsibility of Provider/ I County Vendor I J Joint I Notes I I j Document the visitor's name; the firm 1 represented, and the onsite personnel j amhorizing physical access on the log. I Retain this :log for a minimum of three I / •A·_____ 
	1 9.5.1 IStore media ba:ku~s i~ ~ secure location, X i ! . 
	l Ipreferably an off-site facility, such as an 1 , 1 1 alternate or backup s;ite, or a commercial j l I 1---· 9.6 9.6.1 storage facility. Review the location's j ! 1 I security at least annually. I i Maintain strict control over the internal or I X external distribution of any kind of media, including the following: Classify media so the sensitivity of the I X data can be determined. I . 1 I 
	PCI Responsibility Matrix 
	PCI Responsibility Matrix 
	PCI Responsibility Matrix 

	TR
	Responsibility of 

	Requirement 
	Requirement 
	Requirement Text 
	N/A 
	Provider/ Vendor 
	County 
	Joint 
	Notes 

	9.6.2 
	9.6.2 
	Send the media by secured courier or .other delivery method that can be accurately tracked. 
	X 
	' I . . 

	9.6.3 Insure management approves any and all media that is moved from a secured area' I ! (including when media is distributed to i Iindividuals).I I i Ii 
	9.6.3 Insure management approves any and all media that is moved from a secured area' I ! (including when media is distributed to i Iindividuals).I I i Ii 
	X 
	·, i .·.I I l II . I i I 

	I! 9.7 I 
	I! 9.7 I 
	--Maintain strict control over the storage and accessibility of media. 
	X 
	' ' I 
	.. 
	' ' i 

	19,7.1 ' 
	19,7.1 ' 
	Properly maintain inventory logs of all media and conduct media inventories at least annually. 
	X 
	! 

	9.8 
	9.8 
	Destroy media when it is no longer needed for business or legal reasons as follows: 
	X I I 
	i 


	I I 
	I I 
	I I 
	I 
	I I 
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	Responsibility of Requirement I Requirement Text N/A Provider/ County Joint Notes I _______________ Vendor 
	9.8.1 --rShred, incinerate, or pulp hard-copy ----+-------+-x---------+------+---A-s-it_r_e_la-t-es_t_o_a_n_y_m_an_u_a_l__7 
	I 
	I 
	I 
	J materials so that cardholder data cannot j be reconstructed. Secure storage -., . 
	, 
	transactions performed.during emergency operations when 
	·1 

	TR
	i containers :used for materials thatare.to 
	/ 
	equipment is malfunctioning. 

	I 
	I 
	be destroyed. 
	1 

	i 
	i 
	I 
	--. 
	. 
	-

	. :: ~ 
	. :: ~ 
	-

	---1-R~~der cardhoider d~ta on electroni·;·-~-_~ 
	I j 
	. J· 
	. 
	·, 
	-1 . • 
	. . · 
	I ----1 

	, I I 
	, I I 
	j media unrecoverable so that cardho!der II data cannot ':Je reconstructed. I 
	. I 
	i ' II 
	! I 
	1 I , 

	! ;. _
	! ;. _
	. ____
	i ______ i___).______________ 
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	PCI Responsibility Matrix 
	PCI Responsibility Matrix 
	Responsibility of 
	Requirement 
	Requirement 
	Requirement Text 


	N/A 
	N/A 
	Notes
	Provider/ I County I Joint 
	Vendor 
	9.9 

	Protect devices that capture payment card 
	X 
	X 
	SP Plus, to the best of our ability, will 
	· 1

	data via direct physical interaction with 
	limitaccess to the office where the 
	limitaccess to the office where the 
	I

	the c3rd from tampering and substitution. 
	servers will be placed. SP Plus will aid 
	servers will be placed. SP Plus will aid 
	.,
	.,
	I


	_Note: These requirements apply to card
	i
	-

	_the County in recommending best 
	_the County in recommending best 
	l

	reading devices used in .card-present 
	I

	practices for proper security measures 
	practices for proper security measures 

	' transactions (ti,at is, card swipe or dip) at 
	I 

	on critical equipment. The initial
	on critical equipment. The initial
	I 
	I 
	I 
	I

	I

	_the point of sale. This requirement is not .. 
	I
	I

	intended to apply to manual key-entry -. ··-· ; ! i components such as computer keyboards 
	I 

	! l
	Iar,d POS keypads. . 
	i

	I i I l i 
	i 
	I 

	I I j'
	i 

	I, 
	; 

	I
	I

	I I
	I 

	I I 
	;
	;

	I I 
	I 

	'Maintain an up-to-date list of devices. The . X
	I 9.9.1 
	list should include the following: 
	I 
	I 
	I 
	I I 
	I 


	• 
	• 
	• 
	Make, model of 

	• 
	• 
	Location of device (for example, the 


	! address of the site or facility where the 
	I 

	device is located) 
	• Device serial number or other method of unique identification. 
	burden on this is on the equipment 
	burden on this is on the equipment 
	I 
	I 
	vendor during the time of installation. 
	I 

	I 
	i 
	I 
	! 
	; . '
	i 

	Responsible in the following manner -·1 
	SP Plus will work with HUB to create I this list and keep it updated. 
	J 
	PCI Responsibility Matrix 
	Responsibility of 
	i 
	I
	Requirement 
	Requirement 
	Requirement Text 


	N/A 
	N/A 
	County 
	Joint 
	Notes
	Prov\der/ 
	I 
	Vendor 
	I 
	-
	---j
	9.9.2 

	Periodically inspect device surfaces to detect tampering (for example, addition of j 
	card skimmers to devices), or substitution (for example, by checking the serial 
	I 
	1 
	1 

	number or other device characteristics to verify it has not been swapped with a fraudulent device). Note: Examples of signs that a device might have been tampered with or substituted include unexpected 
	I 
	I 

	attachments or cables plugged into the device, missing o; changed security labels, 
	X 
	X 
	i 
	I 
	I


	broken or differently colored casing, or 
	changes to the serial number or other 
	external markings. 
	I 
	I 
	I 
	i

	I 
	I 
	l. ..
	,.
	I 

	I 
	! 
	' 
	\ 
	I 
	I
	:
	I 
	SP Plus.will conduct regular 
	inspections on the server protection cages and/or access rooms. 
	I 

	' 
	' 
	I
	' 
	,. ·,
	.. ' ' ,·· 
	:,
	I 


	Requirement I I 9.9.3' I i I I ! ' 
	Requirement I I 9.9.3' I i I I ! ' 
	Requirement I I 9.9.3' I i I I ! ' 
	PCI Responsibility Matrix Responsibility of Requirement Text NiA Provider/ County Vendor Provide training for personnel to be aware X J • ' of attempted tampering or replacement of devices. Training should include the following: . • Verify the identity of any third-party ' persons claiming to be repair or I maintenance personnel, prior to granting . them access to modify or troubleshoot 'Idevices. 1 ., Do not install, replace, or return devices I ' : ' j without verification. : I !! • Be aware: of suspiciou
	Joint ' 
	I Notes This is covered under SP Plus PCI training for all employees. ·, ' ---. ' i 
	-

	I I ! i I i I I I ' I ! 1 

	TR
	i 


	PCI Responsibility Matrix 
	PCI Responsibility Matrix 
	Responsibility of 
	I 
	Notes
	N/A 
	Provider/ 
	Cou:ity 'Joint

	Requirement 
	Requirement 
	Requirement Text 

	Vendor 
	Vendor 
	This is covered under SP Plus PCI

	Ensure that security policies and 
	Ensure that security policies and 
	I

	9.1 
	9.1 
	X
	I 

	operational procedures for restricting · 
	training for all employees. 
	training for all employees. 

	physical access to card holder data are 
	I
	I
	r

	I 
	I 
	I I
	I I

	documented, in use, and known to all 
	I 
	I 
	I

	1 
	affected parties. I 
	j 
	I
	I

	I 
	I 
	I 
	I 
	I
	l 
	I
	j 
	i I 
	·_..)..,. 

	~:-·------1-,~-ple;,;~ntaudit trails to link all acc~~s tc I X --··-L.~---~ 
	i 
	i 
	I 
	I 
	em components to each individual 
	I

	l!Ser. 
	I 
	I 
	..... -·-·-
	-

	.• 
	l


	Implement ;1utomnte_d audit trails for all
	P~t-I x·-~t-~ 
	P~t-I x·-~t-~ 
	-
	I 

	i
	i

	system components to reconstruct the 
	I 
	following events: 
	I 
	I 
	I 
	I


	I
	I 

	' I 
	' I 
	I 
	I 
	I 
	i 
	I

	All individual user accesses to card holder 
	X
	X
	10.2.1 

	data 
	.. 
	.. 
	10.2.2 

	All actions taken by any individual with ;X I
	I 
	root or administrative privileges 

	i 
	i 
	10.2.3 

	Access to all audit trails : X
	I 
	I 
	10.2.4 

	Invalid logical access attempts 
	Invalid logical access attempts 
	X 

	I 
	I 

	Figure
	PCI Responsibility Matrix Responsibility of Requirement Requirement Text N/A Provider/ County Joint Notes IVendor I 10.2.5 Use of and changes to identification and X authentication med1anisms-including but not lim.ited to creation of new I accounts and elevation of privileges-and I, all changes, additions, or deletions to 1accounts with root or administrative Iprivileges I ! 
	10.2.6 -· 10.2.7 
	10.2.6 -· 10.2.7 
	10.2.6 -· 10.2.7 
	l:', -----· 11nitialization, stopping, or pausing of the Iaudit logs , Creation ai)d deletion of system-level 
	i____ X X 
	' \ I ' 
	I ! 
	,. 
	.... I . 
	, . , 
	I -: i .. ....-~ 

	TR
	objects 
	; 

	TR
	----~~ 


	10.3 10.3.1 
	10.3 10.3.1 
	10.3 10.3.1 
	Record at least the fqllowing audit trail , entries for ail system components for each event: User identification 
	X X 
	I I 
	I 
	! i I 

	10.3.2 
	10.3.2 
	Type of event 
	X 

	10.3.3 
	10.3.3 
	Date and time 
	X 

	10.3.4 
	10.3.4 
	Success or failure indication 
	X 

	10.3.5 
	10.3.5 
	Origination of event 
	X 

	10.3.6 
	10.3.6 
	Identity or name of affected data, system 
	X 

	TR
	component, or resource. 


	PCI Responsibility Matrix 
	PCI Responsibility Matrix 
	I
	Responsibility of 
	-
	Provjder/ 
	County 
	Joint

	Requirement Text 
	N/A 
	N/A 
	Notes
	Requirement 
	Vendor 

	' 
	Figure

	10.4 1 Using time~synchronization technology, 
	X synchronize al! critical system docks and times and ensure that the following is implemented for acquiring, distributing, and storing time. Note: One example of 
	I 
	I 
	I

	time synchronization technology is 
	i
	i

	I 
	j Network Time Protocol {NTP}. 
	I 
	I 
	' 
	I
	I 
	I
	I 
	I 
	I 
	.. 
	; ·· As it relates to the equipmen.t mas::e,· -,
	; ·· As it relates to the equipmen.t mas::e,· -,
	10.4.'1 ICriti~~i -~ystems have the correct and 
	l



	!
	!
	!
	I 

	I 

	I-.-·. I'·*·. 
	I 
	I 

	comistent time.
	, 
	, 

	~-Timedata is protected. 
	f--
	f--
	f--
	-


	10.4.3 
	10.4.3 
	, Time settings are received from industry-

	TR
	accepted time sources. 

	10.5 
	10.5 
	Secure audit trails so they cannot be 


	..· .,.~ ._ I 
	..· .,.~ ._ I 
	I 
	I '. ·_-..-... ·~ i 
	i 
	X 
	I 

	X 
	X i 
	! I ! 
	! ! 
	' 
	' 
	time. If an ,irregularity is detected, SP ! 

	I 
	!
	Plus will place a service caH with 
	' 
	Equipment vendor. _ 
	: 

	. -1 
	·-···-----,
	i 
	' 
	I 

	··--·7 

	altered. 
	altered. 
	altered. 

	10.5.1 
	10.5.1 
	Limit viewing of audit trails to those with a 
	X 

	TR
	job-related need. 

	110.5.2 
	110.5.2 
	Protect audit trail files from unauthorized modifications. 
	X 


	PCI Responsibility Matrix 
	PCI Responsibility Matrix 
	PCI Responsibility Matrix 
	Responsibility of 
	l 
	Requirement 
	Requirement 
	Requirement Text 


	N/A 
	N/A 
	Provider/ I County I Joint 
	Notes Vendor 

	t--
	-

	10.5.3 
	10.5.3 

	Promptly hack up audit trail files to a 
	X centralized log server or media that is difficult to alter. 
	10.5.4 
	10.5.4 

	Write logs for external-facing technologies ! X :onto a secure, centra1ized, internai log !
	·1 
	·1 
	1·

	1 \ server or media device. . 
	1
	I 

	l 
	l 
	1 


	____7i
	____7i
	____7i
	1

	l I ' . I
	L -i -4---•---+
	!10.5.'5 : Use file-integrity monitoring or change-X I I · 
	1
	1

	detection software on logs to ensure that , f j existing log data cannot be changed l I ! 
	I 

	' without generating alerts (although new : I , data being added should not cause an I alert). 
	1 
	1 

	i 
	I 
	I 

	Table
	TR
	PCI Responsibility Matrix 

	TR
	Responsibility of 

	Requirement 
	Requirement 
	Requirement Text N/A 
	Provider/ Vendor 
	County Joint 
	Notes 

	10.6 I i 
	10.6 I i 
	Review logs and security events for all system corriponents to identify·anomalies or suspicious activity. Note: Log harvesting, parsing, and alerting tools may be used to meet this Requirement. !I i-------------~---· 
	-

	X -I I ! 1 
	-

	This is a joint responsibility since SP Plus has limited access to the equipment and reports. J 


	I 
	I 
	I 

	PCI Responsibility Matrix 
	PCI Responsibility Matrix 
	PCI Responsibility Matrix 

	Responsibility of ! 
	Responsibility of ! 

	Requirement . Requirement Text N/A "· 
	Requirement . Requirement Text N/A "· 
	Provider/ County Joint Notes Vendor 

	-·----· 10.6.1 Review the following at least daily: I X I• Ail security events ., Logs of ail system components that stor.e, process, or transmit CHO and/or ISAD, or that could impact the security of I :CHO and;'or SAD I • Logs of all critical system components l • I nncnf ::iirl C'L!U"\lot"<" "...1n~ C"\IC"f-.am 
	-·----· 10.6.1 Review the following at least daily: I X I• Ail security events ., Logs of ail system components that stor.e, process, or transmit CHO and/or ISAD, or that could impact the security of I :CHO and;'or SAD I • Logs of all critical system components l • I nncnf ::iirl C'L!U"\lot"<" "...1n~ C"\IC"f-.am 
	-

	-I ' I I 


	' 
	' 
	j 
	I ' 

	! I 
	J 

	I
	I

	.components that perform security \ functions (for example, firew.ili~,. ) :intrusion-detection systems/intrusion­j prevention systems (lDS/!PS), 3Uthentication ~eNers, e-commerceredirection servers, etc.). 
	I
	l

	I 
	I 
	' 
	i 
	' 

	LJ_ 
	LJ_ 
	I 
	' 
	I 

	PCI Responsibility Matrix 
	PCI Responsibility Matrix 
	Responsibility of 
	Requirement 
	Requirement 
	Requirement Text 

	Notes Vendor 
	N/A 
	Provider/ \ County I· Joint 

	X components periodically based on the organization's policies and risk management strategy, as determined by the organization's annual risk assessment. 
	10.6.2 
	10.6.2 
	Review logs of all other system 
	I 
	1 · 
	,..
	' 
	-


	i'
	i'
	I 
	l 

	i 
	i 
	I 
	____J
	i 
	X I

	r 
	r 
	I 

	~allow up exceptions and anomalies 
	_i 
	_i 
	·, -.
	I 

	identified during the review process. 
	I 
	.,
	I 
	j
	I
	I 
	I 

	I I i 
	Retain audit trail history for at least one 
	Retain audit trail history for at least one 
	Retain audit trail history for at least one 
	X 

	I I 

	110.7 
	year, with a minimum of three months immediately available for analysis (for example, online, archived, or restorable from backup). 
	year, with a minimum of three months immediately available for analysis (for example, online, archived, or restorable from backup). 

	PCI Responsibility Matrix 
	PCI Responsibility Matrix 
	PCI Responsibility Matrix 

	Requirement 10.8 
	Requirement 10.8 
	Requirement Text Additional requirement for service providers only: 
	N/A X 
	Responsibility of Provider/ County Vendor 
	Joint 
	Notes 

	I I I I 1 l 
	I I I I 1 l 
	,Implement a process for the timely detection arid reporting of failures of critical security control systems, including but not limited to failure of: • Firewalls •• IDS/IPS ·• FIM • Anti-virus • Physical access controls • Logical access controls • Audit logging mechanisms • Segmentation controls (if used) 
	' 
	I I I ' ! 
	'· 
	' ' •··. . . -' , , ... ,·, 
	··, 
	.. 
	I i I i I ! ' j 


	PCI Responsibility Matrix 
	PCI Responsibility Matrix 
	Responsibility of 
	I 
	I
	N/A
	Requirement 
	Requirement 
	Requirement Text 

	Provider/ 
	County 
	County 
	Joint 
	Notes 

	I 
	Vendor 
	! 
	7
	10.8.l 
	Additional requirement for service 
	X 
	i 
	i
	providers only: 
	l 
	' 
	Respond to failures of any critical security 

	i controls in a timely manner. Processes for 
	I
	1 

	I 
	I 
	responding to faiiures in security controls 
	I 
	!
	must include: 
	I
	I 
	• Restoring security functions 
	J 

	• Identifying and documenting the 
	I 
	duratinn (date .=ind time start to end) of i
	\ I
	I 
	i 

	the security failure 
	I 
	I
	I 

	• Identifying and documenting cause(s) of 
	i 
	I 
	l


	, failure, including root cause, and 
	.
	.
	I 
	I I
	documenting remediation required to 
	, 
	~ddress root cause 
	i 
	I
	" Identifying and addressing any security 
	I 
	;
	I
	I 

	issues that :arose during the failure 

	i 
	I 

	• Performing a risk assessment to 
	• Performing a risk assessment to 
	I determine whether further actions are required as a result of the security failure 
	:
	I 
	I 
	• Implementing controls to prevent cause of failure from reoccurring 
	• Resuming monitoring of security controls 

	PCI Responsibility Matrix I 
	PCI Responsibility Matrix I 
	PCI Responsibility Matrix I 
	I 
	Responsibility of 
	Requirement 
	Requirement 
	Requirement Text 
	County 
	Joint 

	Notes Vendor 
	N/A I Provider/ 
	Ensure that security policies and 
	X

	110.9 
	I 
	I 
	operational procedures for monitoring all access to network resources and 
	I 
	I

	·cardholder data are documented, in use, I 
	I 
	I 
	I 
	I
	and known to all affected parties. 
	and known to all affected parties. 
	I 

	I 
	I 
	I 
	I 
	I 
	I
	I 
	: ________L_ j
	Figure
	I 
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	l_____
	J____··· 
	I 

	' 
	' 
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	PCI Responsibility Matrix 
	Responsibility of 
	I 
	Requirement 
	Requirement 
	Requirement Text 

	Provider/ 
	County 
	County 
	Joint 

	Notes Vendor 
	N/A 
	Implement processes to test for the
	11.1 
	X 

	presence of wireless access points (802.11), and detect and identify all authorized and unauthorized wireless 
	I 

	access points on a quarterly basis. Note: 
	access points on a quarterly basis. Note: 
	I 
	I
	Methods that may be used in the process 
	I
	I 
	j network sc_ans, physical/logical inspections 
	j network sc_ans, physical/logical inspections 
	include but are not limited to wireless 

	I 
	-

	I
	i
	of system components and infrastructure, 
	! , 
	' 
	.. 
	·,• 
	I

	network access control (NAC), or wireless 
	' 
	l 

	·, 
	I


	, IDS/IPS. Whichever methods are used, 
	j they must be sufficient to detect and 
	: 

	" 
	" 
	I 
	' 
	J 
	identify both authorized and unauthorized 
	-
	I 
	I

	I devices. 
	I 
	I 
	i 

	I l
	I 

	I 
	I 
	I I 

	! 
	! 
	! 
	PCI Responsibility Matrix 

	I 
	I 
	Requirement 11.1.:1 
	'Requirement Text Maintain an inventory of authorized 'wireless access points including a documented business justification. : 
	N/A X : ! 
	Responsibility of 1IProvider/ CountyIVendor ! I I I 
	Joint 
	Notes I I I I I 
	I I i I 


	+-------+----------------•M----1 
	+-------+----------------•M----1 
	'Implement incident response procedures X fri the event unautho"riied wireless actess 
	i 

	J1.1.2 
	I 
	l 
	I
	'polnts are detected. 
	-

	I I -1 
	l

	! I 
	l. 
	I
	I 

	I j·
	I j·
	I ' 
	! 

	l 
	'


	i'
	i'
	I 

	I ! j I
	I ! j I

	! 
	I 
	I 
	I 
	I

	I 
	I 
	_j_ 
	----·----'··_____ _J__
	I 

	Run internal and external network I X vulnerability scans at least quarterly and after any significant change in the network (such as new system component 

	installations, changes in network topology, firewall rule modifications, product upgrades). 
	1 

	Note: Multiple scan reports can be 
	Note: Multiple scan reports can be 

	combined for the quarterly scan process 1 to show that all systems were scanned / and all applicable vulnerabilities have , been addressed. Additional .documentation r-iay be required to verify 
	!

	I 
	I 

	I non-remediated vulnerabilities are in the 
	I. 
	I. 

	i process of being addressed. 
	I: , 
	j For :nitial PCI DSS compliance, it :s not I required th.at four quarters of passing scans be completed if the assessor verifies 
	1) the most recent scan result was a passing scan, 
	1) the most recent scan result was a passing scan, 
	2) the entity has documented policies and procedures requiring quarterly scanning, and 3) vulnerabilities noted in the scan results have been corrected as shown in a re-scan(s). For subsequent years after the initial PCI D55 review, four quarters of passing scans must have occurred. 

	PCI Responsibility Matrix 
	PCI Responsibility Matrix 
	PCI Responsibility Matrix 

	Responsibility of 
	Responsibility of 

	Requirement Requirement Text N/A Provider/ County Joint Vendor 
	Requirement Requirement Text N/A Provider/ County Joint Vendor 
	Notes 

	I 11.2.1 Perform quarterly internal vulnerability X scans and rescans as needed, until ali "high-risk" vulnerabilities (as identified in .Requirement 6.1) are resolved. Scans must be performed by qualified personnel. l i II I I I i I . : -.----~-----·--·-·--·-J 
	I 11.2.1 Perform quarterly internal vulnerability X scans and rescans as needed, until ali "high-risk" vulnerabilities (as identified in .Requirement 6.1) are resolved. Scans must be performed by qualified personnel. l i II I I I i I . : -.----~-----·--·-·--·-J 
	-
	-
	-

	-. ,_ 
	-



	PCI Responsibility Matrix 
	PCI Responsibility Matrix 
	PCI Responsibility Matrix 
	! 
	Responsibility of 
	I 
	Requirement 
	Requirement 
	Requirement Text 

	Notes
	Provider/ 
	County I Joint
	N/A 
	I 
	·, 
	Vendor 
	I 
	11.2.2 
	Perform quarterly external vulnerability 
	X 
	scans, via an Approved Scanning 
	I 
	I
	Provider/Vendor (ASV) approved by the 
	;
	J 

	I 
	I I 
	Payment Card Industry Security Standards Council (PCI SSC). Perform rescans as needed, until passing scans are achieved. 
	Payment Card Industry Security Standards Council (PCI SSC). Perform rescans as needed, until passing scans are achieved. 
	Payment Card Industry Security Standards Council (PCI SSC). Perform rescans as needed, until passing scans are achieved. 
	Payment Card Industry Security Standards Council (PCI SSC). Perform rescans as needed, until passing scans are achieved. 

	Note: Quarterly external vulnerability scans must be performed by an Approved Scanning Provider/Vendor (ASV}, approved by the Payment Card Industry Security Standards Council (PCI SSC). 
	Note: Quarterly external vulnerability scans must be performed by an Approved Scanning Provider/Vendor (ASV}, approved by the Payment Card Industry Security Standards Council (PCI SSC). 
	i I 

	Refer to the ASV Program Guide published on the PCI SSC website for scan County responsibilities, scan preparation, etc. 
	Refer to the ASV Program Guide published on the PCI SSC website for scan County responsibilities, scan preparation, etc. 


	i 
	I 
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	Table
	TR
	PCI Responsibility Matrix 

	TR
	Responsibility of 
	I 

	I Requirement I 
	I Requirement I 
	Requirement Text N/A i Provider/ County Vendor 
	Joint Notes 

	I 11.2.3 I I I 
	I 11.2.3 I I I 
	Perform internal and.external scans, and I rescans as needed, after any significant I I I IIchange. Scans must be performed by I I qualified personnel. I I II ;-I 
	I I ! ___J 


	I 
	I 
	I I 
	I I 

	I 
	I I 
	I 
	I 
	84 
	Page 134 of 162 

	11.3 
	11.3 
	11.3 
	Implement a methodology for penetration 
	X 

	TR
	testing that includes the following: 

	TR
	• Is based on industry-accepted 

	TR
	penetration testing approaches (for 

	TR
	example, NIST SP800-115) 

	TR
	• Includes coverage for the entire CDE 

	TR
	perimeter and critical systems 

	TR
	• Includes testing from both inside and 

	TR
	·outside the network . 

	TR
	• Includes testing to validate any segmentation and scope-reduction 
	I 

	TR
	I 

	TR
	controls 

	I 1 
	I 1 
	• Defines application-layer penetr3tion tests to include, at a minimum, the :vulnerabilities listed in Requirement 6.5 
	I I 

	TR
	11 Defines network-layer penetration tests to include components that support network functions as well as operating 
	I i 
	' 
	I 
	: 

	TR
	systems 

	TR
	• Includes review and consideration of 

	TR
	' 

	TR
	threats and vulnerabilities experienced in 

	TR
	the last 12 months 

	TR
	• Specifies retention of penetration 

	TR
	testing results and remediation activities 
	I 

	TR
	results. Note: This update to Requirement 

	TR
	11.3 is a best practice until June 30, 2015, 

	TR
	after which it becomes a requirement. PCI 

	TR
	DSS v2.0 requirements for penetration 

	TR
	testing must be followed until v3.0 is in 

	TR
	place. 
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	;
	;

	I ! i 
	r 
	l 
	I

	I 
	I 
	I 

	Requirement 11.3.1 L-..-----/ 11.3.2 PCI Responsibility Matrix Requirement Text N/A Perform external penetration testing at I X least annually and after any significant infrastructure or application upgrade or modification (such as an operating system upgrade, a sub-network added to the environment, or a web server added to the environment). Perform internal penetration testing at . least annuaily and after any significant I X Responsibility of Provider/ ICounty I Joint Vendor Notes ··-·------, i I 
	l 
	l 
	em I 
	i 

	J
	I 


	i 
	I 
	i 
	I 

	l I 
	l I 

	I I 
	i 
	I 
	I 

	I ! 
	I ! 
	I 
	I 
	i 

	I 
	PCI Responsibility Matrix 
	PCI Responsibility Matrix 
	Responsibility of 
	Notes Vendor ' 
	Notes Vendor ' 
	Requirement 
	_Requirement Text 

	N/A 
	Provider/ I County I Joint 
	11.3.3 
	Exploitable vulnerabilities found during 
	X penetration testing are corrected and testing is repeated to verify the .corrections. 
	11.3.4 
	If segmentation is used to isolate the COE 
	X from other networks, perform penetration tests at least annually and after any changes to_segmentation controls/methods to :Verify that the 
	I
	i 
	i 
	I

	I 
	I 
	j 

	I 
	I 
	I 
	i 

	I I 
	I 
	I 
	i l 
	l 
	I 

	I 

	! i I 
	I11.3.4.1. Additional requirement for service providers only: If segmentation is used, confirm PCI DSS scope by performing 
	IX 
	I 
	I 
	i 

	I penetration testing on segmentation I controls at least every six months and after any changes to segmentation controls/methods. 
	I penetration testing on segmentation I controls at least every six months and after any changes to segmentation controls/methods. 
	PCI Responsibility Matrix 
	Responsibility of 
	N/A

	Requirement Text 
	Notes Vendor 
	Notes Vendor 

	Requirement Provider/ \ County I Joint 
	X prevention techniques to detect and/or 
	Use intrusion-detection and/or intrusion­
	11.4 
	11.4 
	--1 

	prevent intrusions into the network. Monitor all traffic at the perimeter of the 
	I
	I
	I
	I

	card holder data environment as well as at 
	critical points in the cardholder data environment, and alert personnel to suspected compromises. Keep all intrusion-detection and ·prevention engines, baselines, and signatures up to date. 
	Deploy a change-detection mechanism 
	J.1.5 
	I

	(for example, file-integrity monitoring 
	tools) to alert personnel to unauthorized 
	modification (including changes, additions, 
	and deletions) of critical system files, 
	configuration files, or content files; and 
	configure the software to perform critical 
	file comparisons at least weekly. 
	I 
	I 
	: 
	I 
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	I 
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	i 
	i I 
	l 
	i 
	PCI Responsibility Matrix 
	Responsibility of 
	I 

	Requirement Requirement Text Joint Notes Vendor 
	Provider/ 
	Provider/ 
	County
	N/A 

	11.5.1 Implement a process to respond to any 
	X 
	X 
	alerts generated by the change-detection solution. 
	!
	I 
	I

	11.6 Ensure that security policies and 
	1 

	X 
	X 
	l 
	I
	..

	operational procedures for security 
	I

	! 
	! 
	-
	i 

	I 
	•.

	_monitoring and testing are documented, 
	in use, and known to all affected parties. 
	l 

	i
	i
	I 

	. . 
	,, I
	,, I
	l

	' . 
	I

	I 
	I 
	Figure
	I 

	I 
	I 
	I 

	I
	i 
	I ..
	i 
	I
	I 
	I 
	I 
	I

	I 
	----j 
	Figure


	12.1 Establpublish, maintain, and X 
	ish,

	~ 
	~ 
	! 
	i
	disseminate a security policy. 
	! 
	I 
	I 
	I 

	i 
	--
	7 

	I 
	I 

	12.1.1 Review the security policy at least X annually and update the policy when the environment changes. 
	I 
	I 
	I 
	I 
	PCI Responsibility Matrix 
	Responsibility of 
	I 

	Requirement 
	Requirement 
	Requirement Text 

	Provider/ 
	Provider/ 
	County 
	County 
	Joint 

	Notes Vendor 
	N/A 
	I

	I 
	12.2 
	Implement a risk-assessment process that: 
	X 
	X 

	.-,s performed at least annually and upon significant changes to the environment (for example, acquisition, merger, relocation, etc.}, -Identifies critical assets, threats, and vulnerabilities, and 
	..
	..
	I 
	I 
	! 
	I 

	I 
	I

	,Results in a formal, documented analysis 
	i 
	i 
	I

	of risk. 
	' 
	' 
	I 

	I 

	,,____ 
	----

	J___ 
	J___ 
	J 
	....I ---·-----
	-

	I -~
	. 


	Develop usage policies for critical 
	, V

	12.3 
	!

	I " 
	I " 
	I 

	technologies and define proper use of I
	I 
	i
	i
	i 
	:

	these technologies. 
	'" ' 
	'" ' 

	I 
	I 

	Note: Examples of critical technologies 
	I 
	I 

	!
	include, but are not limited to, remote 
	i
	i

	I 
	!
	!

	access and wireless technologies, laptops, 
	: 
	: 
	I
	I

	tablets, removable electronic media, e
	-

	-
	-

	mail usage and Internet usage. 
	I 
	I 
	I

	Ensure these usage policies require the 
	I 
	I 
	I 
	I 


	following:
	-· 
	12.3.1 
	Explicit approval by authorized parties 
	X 
	X 

	-
	12.3.2 
	Authentication for use of the technology 
	X 
	X 

	12.3.3 
	A list of all such devices and personnel 
	X 
	X 

	with access 
	12.3.4 
	A method to accurately and readily 
	X 
	X 

	determine owner, contact information, and purpose (for example, labeling, coding, and/or inventorying of devices} 

	PCI Responsibility Matrix 
	PCI Responsibility Matrix 
	Responsibility of 
	Requirement 
	Requirement 
	Requirement Text 

	N/A 
	Notes Vendor 
	Notes Vendor 
	Provider/ I County I Joint 

	Acceptable uses of the technology 
	X
	12.3.5 
	12.3.6 
	Accept;ibie network locations for the 
	X 
	technologies 
	17 . .3.7 
	List of company-approved products 
	X I i 
	j 

	i 
	---1
	-

	' 
	~----t----+--· ----1
	I 




	~~ii___ 
	~~ii___ 
	Automatic disconnect of sessions for · 1 X -~ 
	Automatic disconnect of sessions for · 1 X -~ 

	remote-access technologies after a j j 
	I 
	i 

	specific period of inactivity I l I I 12.3.9~-Activatio~·of remote•access technologies ~ 1· I !~~---~ Ifor vendors and business partners only when needed by vendors and business partners, with immediate deactivation after use i I 
	PCI Responsibility Matrix
	PCI Responsibility Matrix

	I 
	Responsibility of Requirement .. 
	Requirement Text 
	Requirement Text 
	N/A 
	Provider/ 
	County 
	County 
	Joint 

	Notes Vendor 
	-
	12.3.10 
	For personnel accessing card holder data 
	Ix 
	I 
	I

	via remote-access technologies, prohibit I 
	I
	I
	I 
	I 

	i 

	the copying, moving, and storage of 
	the copying, moving, and storage of 
	I 

	I
	I
	I 
	I
	cardholder.data onto local hard drives and 
	i
	I

	removable electronic media, unless 
	I 
	I 
	I
	! 

	?.xplicitly authorized for a defined business need. 
	; 
	; 
	Where there is an authorized business 
	I
	need, the usage policies must require the 
	l

	I 
	I I I 

	~Iapplicable Pet DSS Requirements. i 
	p 
	I 
	i 
	I 

	I 
	-+------------
	-

	t 
	12.4 _Ensure that the security policy and 
	Iprocedures deuly define information security responsibi!ities for all personnel. 
	t 
	1 

	i 
	i 
	i I 
	I 

	I i
	I~+-~----------··--·····-··--~ 
	I 
	I 

	X ; 
	I 
	I 

	i 
	I 
	I I 
	I 


	PCI Responsibility Matrix 
	PCI Responsibility Matrix 
	PCI Responsibility Matrix 

	' 
	' 
	Requirement 12.4.1 12.5 
	Requirement Text Additional requirement for service providers only: Executive management shall establish responsibility for the protection of cardholder data and a PCI DSS compliance program to include: '"Overall accountability for maintaining PCI DSS compliance " Defining a charter for a PCI DSS compliance program and communication to executiv~ management : Assign to an individual or team the following information security management responsibilities: 
	N/A X I 
	Responsibility of ' Provider/ County Vendor 'i l j I I I I ' ! 
	Joint I I l ' X 
	I Notes I: "' --SP+ and the County will have shared responsibility for tracking all passwords and user ID's issued by both the their personnel. 
	-

	I I I I I I i i I I i I ! ' ' ! i ' 

	i 
	i 

	TR
	I 
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	PCI Responsibility Matrix 
	PCI Responsibility Matrix 

	l 
	l 
	l 
	Responsibility of 

	Requirement 
	Requirement 
	Requirement Text 
	N/A 
	Provider/ Vendor 
	County 
	Joint 
	Notes 

	12.5.1 
	12.5.1 
	Establish, document, and distribute security policies and procedures. 
	X 
	: 


	I 
	I 
	_____._12.s:2 .. ! 
	L
	I 
	I 

	j 
	j 

	! 
	I 
	I 

	I 
	I 
	' 
	l 

	---··-·-
	-

	Monitor and analyze security alerts and intormation, and distribute to appropriate personnel. 
	Monitor and analyze security alerts and intormation, and distribute to appropriate personnel. 
	... 
	,x. 
	: 
	-··:, 
	.. 

	I I 
	' 
	I 
	I 
	.. 
	-· 
	SP Plus will monitor any.security alert issued by the HUB System and '..mmediately report it to the County. 
	Figure

	PCI Responsibility Matrix 
	PCI Responsibility Matrix 
	PCI Responsibility Matrix 
	I 
	Responsibility of 
	I 
	N/A Provider/ 
	1 

	County

	Requirement Text 
	Joint j Notes
	Joint j Notes
	Requirement · 
	Vendor 

	' 12.5.3 
	This is during manual mode and SP
	This is during manual mode and SP

	Establish, document, and distribute 
	X 
	X 
	Plus 1Nill follow proper escalation 

	security incident response and escalation 
	procedures to inform HUB and the
	procedures to inform HUB and the

	procedures to ensure timely and effective 
	handling of all situations. 
	County of any security Alert. I 
	County of any security Alert. I 
	! 
	I 
	I 
	! 
	' 
	. I 
	: 
	I 
	I 
	i 


	I
	I
	I 
	I 

	I 
	I 

	I 
	i 
	i 
	; I -
	' 
	' 
	..

	I i
	Figure

	i.' 

	: ' I
	' 
	i
	i

	! 
	i 
	I 
	I 

	! . 
	j 

	I
	I

	! 
	.. 
	.. 
	.l 
	I 


	-12.5.4 
	-
	-

	Administer user accounts, including 
	Administer user accounts, including 
	This relates to new SP+ attendants I

	·X 
	·X 
	i 
	I
	. .. 
	and personnel which are given accesc_;
	and personnel which are given accesc_;
	additions, deletions, and modifications. 


	to the PARCS system for their normal I attendant duties. 
	I 
	I 

	I 
	I 
	I 

	I

	I 
	I 
	I 

	I
	I
	I 


	PCI Responsibility Matrix 
	PCI Responsibility Matrix 
	PCI Responsibility Matrix 
	Responsibility of 

	Requirement Requirement Text N/A Provider/ County ·Joint Notes Vendor 
	12.S.5 Monitor and control all access to data. X SP Plus will maintain the equipment' secure in the both while under their control and safe from any ,,I ··I unauthorized personnel. Our 
	-
	I 

	j responsibility is limited to the physical ! 
	j responsibility is limited to the physical ! 
	I 


	'. I 1 Iaccess in our parking booth or offices. i 
	I j . . I -·-·--·--~-.L .·-· -i ------I _________! 
	PCI Responsibility Matrix 
	PCI Responsibility Matrix 
	Responsibility of 

	Requirement Requirement Text 
	mess :1re of the importance of carr:lholder data security. 
	I 

	N/A 
	N/A 
	Provider/ Vendor 
	X 
	' 
	County 
	i 
	Joint 
	Notes 
	i 
	I 
	I 
	I 
	i 
	I 
	I 
	I 
	I 
	I
	I
	I 

	I ! 
	l 

	' 
	' 
	l 

	\ 
	.!
	I 
	I 
	I 


	I I 
	I 
	i 

	I
	I
	I. 
	I 
	I
	I

	I 
	I

	I 
	i 

	I
	I
	; 
	I 

	I 
	I
	I· I 
	I I 


	PCI Responsibility Matrix 
	PCI Responsibility Matrix 
	PCI Responsibility Matrix 
	Responsibility of
	I 
	I
	I 
	Requirement 
	Requirement Text 
	N/A 
	Provider/ 
	County I Joint 
	Notes Vendor 
	I 
	Figure

	12.G.1 
	Educate personnel upon hire and at least 
	X annually. Note: Methods can vary depending on the I role of the personnel and their level of j 
	I 
	+ 

	;
	access to the cardholder data. I 
	I

	-·--
	-

	-·
	-·
	-

	····------------~ 
	Require personnel to-acknowledge at least

	12.6.~. 
	!

	' 
	' 
	I 


	. annually that they have read and 
	I 
	I 
	i 
	I

	understoo~ the seca.;rity policy and 
	I

	i i 
	i i 
	I 

	i 
	I 
	i


	, procedures. 
	I 
	I 
	I 

	I 
	I 
	I 
	i 
	i 

	I 
	i


	I 
	I 

	I
	I
	I I
	I 
	i 
	I 

	i 
	i 
	! 

	1

	I I
	I 

	I 
	I I ' 
	I I ' 
	I 
	I 




	l I I I 
	l I I I 
	l I I I 
	l I I I 
	; 

	J 
	PCI Responsibility Matrix 

	Requirement Requirement Text 
	Requirement Requirement Text 
	12.7 Screen potential personnel prior to hire to minimize the risk of attacks from internal sources. (Examples of background checks include previous employment history, criminal record, credit history, and reference checks.) Note: For those potential personnel to be hired for certain positions such as store cashiers who only have access to one card number at a time when facilitating a ,transaction, this requirement is a 
	I . recommendation only. 
	I i 
	l I 
	I

	i 
	j 12.8 Maintain and implement policies and procedures to manage service providers I with whom card holder data is shared, or that could affect the security of cardholder data, as follows: 
	12.8.1 Maintain a list of service providers. 
	Responsibility of I N/A Provider/ County Joint Notes j Vendor 
	Responsibility of I N/A Provider/ County Joint Notes j Vendor 
	X 
	I 

	i I 
	II 
	i 
	, 
	! I .. 
	i ! ; j , 
	1 

	I 
	I
	I 
	-------,----+--·----+----........--·--' 
	x 
	-

	I . 
	, · 
	I 
	X 
	PCI Responsibility Matrix 
	Responsibility of 
	Requirement 
	Requirement 
	Requirement Text 

	N/A 
	Provider/ 
	County 
	County 
	Joint 

	Notes Vendor 
	Maintain a written agreement that 
	X
	12.8.2 
	I 
	includes an acknowledgement that the service providers are responsible for the 
	I
	security of cardholder data the service providers possess or otherwise store, process or transmit on behalf of the 
	.. 
	. . 

	' County, or to the extent that they could 
	...
	...
	I 
	impact the sernritv of the County's 
	I 
	Figure

	, 
	I
	·cardholder.data environment. 
	I 
	I 
	.. 
	-I 
	I

	I Note: The exact wording of an 
	I 
	I 
	I 
	I 

	I 
	i
	I 


	,acknowledgement will depend on_ the 
	I

	i 
	i 

	i agreement between the two parties, the I details ofthe service being provided, and j :the res~onsibiiities assigned to each party. 
	I
	I
	' 
	The acKnowledgement does not have to 
	! 
	include the exact wording provided in this 
	requirement. 
	' 
	i I I

	I 
	l 

	I 
	I 
	I 
	I
	I 
	' 

	PCI Responsibility Matrix I 
	Responsibility of 
	Responsibility of 

	Requirement -Requirement Text N/A Provider/ ! County Joint Notes Vendor I 
	12.8.3 Ensure there is an established process for X engaging service providers including proper due diligence prior to engagement. ' ·· I 
	1 

	. I 
	I 
	I 
	I . 
	I ' 

	I I : I I . . ii ... 
	! I . . I
	I ' : ' I. I ' II .. ' '. I 
	I ; . . i '
	i ~ . I I . I! 
	' I 
	' I 

	112.8.4----Maintain a.Program to monitor service X I . . providers' PCI DSS compliance status at I least annually. i 
	I I ' 
	i

	I . . ' 
	I I I 
	I I 
	l I 
	l I 

	I . I 
	PCI Responsibility Matrix 
	PCI Responsibility Matrix 
	Responsibility of 
	I 
	Requirement 
	Requirement 
	Requirement Text 

	Notes 
	I

	Joint
	N/A ! Provider/ I County 
	I 
	I
	I Vendor I 
	I 
	7 


	12.8.5 : Maintain information about which PCI OSS 
	X 
	X 
	I
	I 

	requirements are managed by each 
	I 
	service provider, and which are managed 
	I 
	I 
	I 
	' 
	I 

	by the entity. 
	i
	I 
	i
	I
	I 
	I 
	i 
	I
	I 

	I
	I 

	I 
	I 
	I 
	l 

	I 

	i 
	I 

	I
	I
	I I 

	1 · 
	i 
	i 
	I 
	J 
	:j,. 
	'· 

	~--·~--~----------·-·-·-------'-------'-~~'----'------'-----'----~----------_j 
	PCI Responsibility Matrix 
	PCI Responsibility Matrix 
	PCI Responsibility Matrix 

	Requirement 12.9 
	Requirement 12.9 
	! Requirement Text Additional requirement for service providers only: Service providers acknowledge in writing to County that they are responsible for the security of card holder data the service provider possesses er otherwise stores, processes, -or transmits on beha.lf of the County, or to the extent that they could impact the 
	N/A X 
	Responsibility of Provider/ I County Vendor 
	I Joint 
	Notes 


	I I i ' 
	I I i ' 
	I I i ' 
	security dthe County's cardholder data 

	TR
	I I 


	I I 
	I I 
	! 
	I 
	I 
	I 
	i 

	I I
	I 
	I 

	I
	I
	I 
	j
	' 
	I 
	I 
	I 

	I 
	' 
	' 
	I 
	I 

	., I 
	i 
	i 
	I 
	I 
	l 
	I 
	I 

	i I 
	I 
	I 
	! 
	' 
	i 

	I 
	! 

	I 
	I 
	I 

	. '---=-----'----·---.........I ___._____----_,
	j 

	PCI Responsibility Matrix 
	PCI Responsibility Matrix 
	PCI Responsibility Matrix 

	Responsibility of 
	Responsibility of 

	Requirement · Requirement Text N/A Provider/ County Vendor ' 
	Requirement · Requirement Text N/A Provider/ County Vendor ' 
	I Joint 
	Notes 

	12.1 Implement an incident response plan. Be X prepared to respond immediately to a system breach. I I I II II ! I, j i I I I ' ii ' i : I I I !I I iI : I I I 
	12.1 Implement an incident response plan. Be X prepared to respond immediately to a system breach. I I I II II ! I, j i I I I ' ii ' i : I I I !I I iI : I I I 
	I ! J I I I I 
	I "j i 



	PCI Responsibility Matrix 
	PCI Responsibility Matrix 
	PCI Responsibility Matrix 
	Responsibility of 
	l 

	Requirement Requirement Text N/A 
	1 

	Create the lncident response plan to be implemented in the event of system breach. Ensure the plan addresses the . 
	Create the lncident response plan to be implemented in the event of system breach. Ensure the plan addresses the . 
	I 
	following, at a minimum: 
	I 
	1 
	' j
	I

	i... Business recovery and continuity 
	I 
	I l 
	' 
	' 
	I ! 

	procedures 
	procedures 
	• Data backup processes 
	11 

	Analysis of legal requirements for , reporting compromises 
	• 
	• 
	• 
	• 
	Coverage and responses of all critical system components 

	• 
	• 
	Reference or inclusion of incident response procedures from the payment brands. 

	• 
	• 
	Roles, responsibilities, and communication and contact strategies in the event cif a compromise including notification of the payment brands, at a 



	I,
	I 
	I 

	i J minimum Specific i~cident response procedures 
	l ., 

	Provider/ Vendor 
	Provider/ Vendor 
	X 
	·, 
	' 
	I 
	' 

	I 
	I 
	I 
	IJoint 
	County 

	I 
	I I 
	I 
	Notes 
	SP Plus is responsible for proper handling of any sensitive information when the.PARCS system is in Manual 

	I
	mode or inoperable. 
	mode or inoperable. 

	I I 
	' 
	' 
	i 

	•' 

	I 
	PCI Responsibility Matrix 
	PCI Responsibility Matrix 
	Requirement 
	12.10.2 
	I 
	I 
	I 
	I 
	I 
	I 

	I 
	I 
	I 
	I 
	I I 


	112.w, 
	112.w, 
	112.w, 
	i 12.10.4 
	Requirement Text Test the plan at least annually. 
	Requirement Text Test the plan at least annually. 
	Requirement Text Test the plan at least annually. 
	N/A X 
	Responsibility of iProvider/ County Vendor 

	TR
	I I 


	I 
	I 
	Designate specific personnel to be available on a 24/7 basis to respond to alerts. 
	Provide appropriate training to staff with security breach response responsibilities. 
	X 
	I
	I 
	I 
	' 

	X 
	I 
	I 
	' 

	I 
	I 
	I I 
	Notes
	Joint 

	I 
	I 
	I 

	I 
	' ____ji 
	' ____ji 
	! 

	I 

	I 
	I 
	I 
	-
	i 
	I 

	I 
	i 

	I .. ! 
	I .. ! 
	I 
	I 

	PCI Responsibility Matrix 
	Responsibility of 
	Requirement 
	Requirement 
	Requirement Text 
	Requirement Text 
	Joint 

	Notes Vendor 


	Provider/ \ County 
	Provider/ \ County 
	Provider/ \ County 
	N/A 
	1 

	J 
	1 
	12.10.5 
	Include alerts from security monitoring 
	X systems, including but not limited to intrusion-detection, intrusion-prevention, 

	I 
	I
	I

	firewalls, and file-integrity monitoring i systems. 
	I 
	____J
	____J
	I 

	D-evelop a process to modify and evolve 

	112.10.6 X / I I I 
	~, I 

	! 
	. the incident response plan according to 
	!I i I I I 112.11 
	!I i I I I 112.11 
	!I i I I I 112.11 
	Iessons learned and to incorporate industry developments. Additional requirement for service providers only: Perform reviews at least quarterly to confirm personnel are following security 
	X 
	' i I I I I I 
	' 
	i I i I ! I I I ! 
	! i ._ 
	I i j I 
	• 
	i ! --------·· -------------·-.. I I I I ! 

	TR
	policies and operational procedures. 

	I I I I I 
	I I I I I 
	.Reviews must cover the following processes: • Daily log reviews • Firewall rule-set reviews 
	i I I i I I ! 
	i I 
	I 

	I 
	I 
	• Applying configuration standards to new 

	TR
	systems 

	TR
	• Responding to security alerts 

	TR
	I 

	I 
	I 
	• Change management processes 
	I I 
	I 




	PCI Responsibility Matrix 
	PCI Responsibility Matrix 
	PCI Responsibility Matrix 

	Responsibility of ~ Requirement I RequirementText I N/A I Provider/ County Joint Notes ~ · Vendor 
	I 12.11.1 I Additional requirement for service I X ! providers only: ! 
	I 
	I 

	Maintain documentation of quarterly I I i rev1ew process to include: j ! 
	• Documenting resuits of the reviews I j
	1· 
	1· 

	• 1 personnel assigned responsibility for the ! I PCi DSS cempliance program 
	Review and sig11 off of results by 

	. . 1. I I. 
	1

	--·-·-----------1 '
	·· ··--·:--1-----t.---+--·---------· 
	·· ··--·:--1-----t.---+--·---------· 
	t
	l


	[ I.Protect each entity's (that is, merchant, X 
	A.l 

	I 
	I 
	: : i

	service provider, or other entity) hosted 
	I

	I 
	I 
	I 


	i
	envircnment and data, per A.1.1 through i 
	envircnment and data, per A.1.1 through i 

	A.1.4: I 
	A.1.4: I 
	A.1.4: I 
	I 
	' 

	I 
	I 

	! 
	' 
	i
	:

	I Ahosting provir.ler m~st fulfill these I 
	·requirements as well as all other relevant sections of the PCI 055. Note: Even though a hosting provider may meet these ' requirements.. the compliance of the 
	·requirements as well as all other relevant sections of the PCI 055. Note: Even though a hosting provider may meet these ' requirements.. the compliance of the 
	I 
	l
	I 

	entity that uses the hosting provider is not 
	guaranteed. Each entity must comply with 
	I 
	the PCI DSS and validate compliance as 
	applicable. 

	A.1.1 Ensure that each entity only runs X processes that have access to that entity's cardholder data environment. 
	PCI Responsibility Matrix 
	PCI Responsibility Matrix 

	Responsibility of Requirement 
	Requirement Text 
	Requirement Text 
	Provider/ 
	County 
	County 
	Joint 

	Notes Vendor 
	N/A 
	Restrict each entity's access and privileges

	A.1.2 X to its own card holder data environment 
	I
	I
	only. 

	A.1.3 , Ensure logging and audit trails are enabled 
	X 
	X 
	and unique to each entity's cardholder data environment and consistent with PC! 
	I 
	-

	DSS Requirement 10. 
	..
	I 
	-

	-· 
	-

	A.1.4 Enable processes to provide for timely 
	X 
	X 
	I 

	I 
	I
	forensic investigation in the event of a 
	t:ompromise to any hosted merchant or 
	I 
	I 
	-I
	service provider. 



	____ j 
	____ j 
	____ j 
	I 

	j _I .. 
	j _I .. 
	. .
	I 
	-


	Exhibit H -S£-curity Requirements 
	Exhibit H -S£-curity Requirements 
	Exhibit H -S£-curity Requirements 

	For the purposes of this Exhibit H, the following definiti:':ins shall apply: 
	"County Confidential Information/I means anv CoLmty Data that includes employee information, financial information, or person.ally identifiaclt, information for individuals or entities interacting with County (including, without limitation, social security numbers, birth dates, banking and financial information, and other information deemed exempt or confidential under state or federal law or applicable regulatory body). · 
	"County Data" means the data and infom1atio:1 (including te:<t; pictures, sound, graphics, video and other data) relating to County or its empl9yees or ,agents, or made available or provided by County or its agents to Contractor, for or in the pe~formance of this Agreement, including all derivative data and results derived therefrom, whether or not derived through the use of the Contractor's services, whether or not electronically retained, and regardless·of the retention media. 
	All other capitalized terms not expressly defined within this exhibit shall retain the meaning ascribed to such terms in the Agreement (and it not so defined, then the plain language meaning appropriate to the context in which it is used). 
	Security and Access. If Contractor will have access to any aspect of County's network via an Active Directory account,. onsite access, remote access, or otherwise, Contractor must: 
	(a) 
	(a) 
	(a) 
	comply at all times with all applicable County access and security standards, policies, and procedures related to Coun';:y's network, as welt as any other or additional restrictions or standards tor which County provides written notice to Contractor; 

	(b) 
	(b) 
	provide any and all information that County may reasonably request in order to determine appropriate security and network acr:es§itestrictfdr:is ahd verify Contractor's compliance with County security standards; 

	(c) 
	(c) 
	provide privacy and information secUtlty tr~inlng to its employees with access t~ County's network upon hire and at least once ·annually; arid· ' · 

	(d) 
	(d) 
	notify County of any terminations a/separations of Contractor's employees who had access to County's network. ,.. 


	In addition, if and to the extent Cont,r,actor, will have any, remote access to County's network, Contrac.tor must: 
	(e) 
	(e) 
	(e) 
	utilize secure, strictly-controlleo 1ndustrv standards for encryption (e.g., Virtual Private Networks) and passphrases·and safeguard County Data that resides in or transits through Contractor:s in-ternal network from. unaut.horized access and disclosure; 

	(f) 
	(f) 
	ensure the remote host device used for access is not connected to any other network, including an unencrypted third party pui;>'lic \!ViFi network, while connected to County's network, with the exception of networks that are under Contractor's complete control or under the complete control of a person or entity authorized in advance by County in writing; 

	(g) 
	(g) 
	enforce automatic disconnect of sessions for remote access technologies after a specific period of inactivity with regard to ccn:.eotivity in~o County infrastructure; 

	(h) 
	(h) 
	utilize equipment that contains antivirus protection software, an updated operating system, firmware, and third party-appl.icatim1 patches, and that is configured for least privileged access; 
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	{i) utilize, at a minimum, industry stari_dard security measures, as determined in County's sole 
	discretion, to safeguard County Data that resides in or transits through Contractor's internal 
	network from unauthorized access and disclosure; and 
	{j) activate remote access from ContrcJctor and its approved subcontractors into the County 
	network only to the extent necessary tc perform services under this Agreement, deactivating 
	such access immediately ofter use. : · 
	If at any point in time County, in the sole discretion of its Chief Information Officer {CIO), determines that Contractor's access to any aspect bfCounty's network presents an unacceptable security risk, or if Contractor exceeds the scope ofaccess required to perform the required services under the Agreement, County may immediately suspend or terminate Contractor's access and, if the risk is not promptly resolved to the reasonable satisractfon ofthe County's CIO, may terminate this Agreement or any applicab
	Data and Priv_~-To the extent applicable to the serv'ices being provided by Contractor under the Agreement, Contractor shall comply with ail applicable data and privacy laws and regulations, including without limitation Florida Statutes Section 501.171, and shall ensure that County Confidential Data processed, transmitted, or stored by Contractor or in Contractor's system is not accessed, transmitted or stored outside the United States. Contractor shall not sell, market, publicize, distribute, or otherwise 
	d~vic.es 

	Managed or Professional Services. Contractor shall immediately notify County of any terminations or separations of Contractor's employees.who performed services under the Agreement and who had access to County Confidential Information or the County network. If any unauthorized party is successful in accessing any area, including' any information technology component related to Contractor, where Countv Data or file.~ exist or are housed, Contractor shall notify County within twenty-four (24) hours after beco
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	System and Organization Controls (SOC) Report. Contractor must provide County with a copy of a current unqualified System and Organization Controls (SOC) 2 "fype II Report for Contractor and for any third party that provides the applicable. services comprising the system, inclusive of all five Trust Service Principles (Security, Availability, Processing Integrity, Confidentiality, and Privacy), prior to commencement of the Agreement, cinless this requirement is waived in writing by the County's CIO or desig
	Payment Card Industry (PCI) Compliance. If and to the extent at·any point during the Agreement that Contractor accepts, handles, transmits, 6r stores any credit cardholder data or is reasonably determined by County to potentially impact the securify bf Cdunty's cardholder data environment ("CDE"), Contractor must: 
	(a) 
	(a) 
	(a) 
	comply with the most recent -version of VISA Cardholder Information Security Program ("CISP") Payment Applfcatiori' · Best . Practir.e:S and Audit Procedures including Security Standards Council's PCI DSS and the functions relating to storing, processing, and transmitting of the cardholder data to the exter(t applicable to Contractor and set forth in the PCI DSS responsibility matrix (see Exhibit G); 

	(b) 
	(b) 
	(b) 
	Maintain PCI DSS validation throughout the Agreement; 

	(c)) Prior to commencement of the Agreement, and annually, provide to County: a Self­Assessment Questionnaire ("SAQ") for SP Plus and a written acknowledgment of responsibility for the security of cardholder data Contractor possesses or otherwise stores, processes, or transmits, and for any service Contractor provides that could impact the security of County's CDE (if Contractor subcontracts or in any way outsources the credit card processing, or provides an API that redirects or transmits cardholder to a p

	(d) 
	(d) 
	Maintain and provide to County a PC! DSS responsibility matrix (see Exhibit G) that outlines the exact PCI DSS controls that,are not applicable to the Agreement, are the responsibility of either Party, or that are the shared responsibility of Contractor and County (or another entity); 

	(e) 
	(e) 
	Immediately notify County, and to the extent applicable the vendor providing the equipment and software that accepts or processes payments, if Contractor learns or suspects that Contractor, the equipment or software that accepts or process payments or any component thereof is no longer PCI DSS compliant and to the extent applicable, provide County the steps being taken to remediate the non-compliant status no later than seven (7) calendar days after Contractor learns or suspects an issue related to PCI DSS 

	(f) 
	(f) 
	Activate remote access from Contractor and.its approved subcontractors into County's network only to the extentnecessary to perform services under this Agreement, deactivating such access immediately after use.. 
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